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A b s t r a c t 
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1 Introduction 

T h e M i r o visual l a n g u a g e s a re used for specifying secur i ty conf igura t ions . By "visual l anguage . " we m e a n 

a l a n g u a g e whose e n t i t i e s a re g r aph i ca l , such as boxes a n d a r rows . By "specifying." we mean s t a t i n g 

i n d e p e n d e n t l y of a n y i m p l e m e n t a t i o n t h e des i red p r o p e r t i e s of a s y s t e m . F ina l ly , by '•security," we m e a n 

file s y s t e m p r o t e c t i o n : e n s u r i n g t h a t files a re p r o t e c t e d from u n a u t h o r i z e d access and g r a n t i n g privileges to 

some use r s , b u t n o t o t h e r s . 

1.1 Motivation 

Why visual specifications? 
P i c t u r e s , d i a g r a m s , g r a p h s , c h a r t s a n d t h e like are c o m m o n l y used t o aid one ' s u n d e r s t a n d i n g of cont ro l 

i n f o r m a t i o n , d a t a s t r u c t u r e s , c o m p u t e r o r g a n i z a t i o n , and overal l s y s t e m b e h a v i o r . W i t h t h e adven t of new 

d i sp lay t e c h n o l o g y t h e y have b e c o m e m o r e feasible as a m e a n s of c o m m u n i c a t i n g ideas in genera l . Visual 

c o n c e p t s have even infected our t e r m i n o l o g y ; for e x a m p l e , t h e basic uni t of secur i ty in Mul t i cs is a "r ing." 

O u r work differs f rom o t h e r work in visual l anguages in t h r e e i m p o r t a n t ways : F i r s t , unlike m a n y 

l a n g u a g e s b a s e d on d i a g r a m s w h e r e boxes a n d lines m a y fail t o have a precise m e a n i n g , or worse, have 

m u l t i p l e i n t e r p r e t a t i o n s , we a re careful t o p rov ide a formal s e m a n t i c s for ou r v isua l l anguages . Second , 

in c o n t r a s t t o v i sua l p r o g r a m m i n g l anguages such as C 2 or F o r m s / 2 [ K G 8 8 . A B 8 9 ] , we are in t e re s t ed in 

spec i f ica t ions , no t e x e c u t a b l e p r o g r a m s . T h i r d , we do not use v i sua l iza t ion ju s t for t h e sake of d r a w i n g 

p r e t t y p i c t u r e s ; i n s t e a d , we a d d r e s s a d o m a i n , secur i ty , t h a t lends itself n a t u r a l l y t o a two-d imens iona l 

r e p r e s e n t a t i o n . 

IMiy security? 

C o m p u t e r s e c u r i t y is a c e n t r a l p r o b l e m in t he p rac t i ca l use of o p e r a t i n g s y s t e m s . File s y s t e m pro tec t ion 

h a s a lways b e e n a conce rn of t r a d i t i o n a l o p e r a t i n g s y s t e m s , b u t wi th t h e pro l i fe ra t ion of l a rge , d i s t r i b u t e d 

s y s t e m s , t h e p r o b l e m of g u a r a n t e e i n g secur i ty t o users is even m o r e cr i t ica l . In o r d e r to p rov ide secur i ty 

in a n y o n e s y s t e m , it is i m p o r t a n t t o specify clearly t h e a p p r o p r i a t e s ecu r i ty pol icy ( t hose for a un ivers i ty 

wou ld b e different f rom those for a bank) and t h e n to enforce t h a t policy. W e a d d r e s s t h e first of these two 

i ssues by p r o v i d i n g a way t o express these pol icies succ inc t ly , precisely, a n d visual ly . 

As o p p o s e d to previous approaches t o specifying secur i ty which use s i m p l e , fixed policies [ N B F * 8 0 , B e n 8 4 ] , 

our emphas i s is on providing the users a t a s i te w i t h t h e ability t o tailor a secur i ty pol icy t o the i r needs 

and to support t h e use of that pol icy in a working file sy s t em. Moreover, we are i n t e r e s t e d in he lp ing users 

nav iga te through a specif icat ion as a means of u n d e r s t a n d i n g a specific s y s t e m ' s s ecu r i t y conf igura t ion . 

Security lends itself natural ly to visual ization because the domains of interest are best expressed in t e r m s 

of relat ions on se t s , easi ly depicted as Venn diagrams, and the connect ions among objects in these d o m a i n s 

are best expressed as relations (e.g. , access r ights) , easily depicted as edges in a graph (where the nodes 

consist of o b j e c t s in a Venn d iagram) . T h e Miro languages extend Harel's work on higraphs [Har88] , an 

elegant visual formal ism which depicts relations on Venn diagrams. 



1.2 Overview of the Miro Languages 
W e m o d e l s e c u r i t y for a file s y s t e m in t e r m s of a set of users, a set of files, a n d a set of access modes (ways 

t h a t use r s m a y access files). T h e r e a re t w o t y p e s of ques t i ons we need t o b e able t o answer to fully specify 

a file s y s t e m secu r i t y pol icy: F i r s t , " W h i c h users have which k inds of access t o which files?", a n d second. 

" W h i c h of all poss ib le user-file accesses a re rea l izable by t h e o p e r a t i n g s y s t e m a n d a c c e p t a b l e accord ing 

t o ou r s i t e ' s s e c u r i t y p o l i c y ? " . M i r o cons i s t s of t w o v isual specif icat ion l a n g u a g e s t h a t allow a specifier to 

a n s w e r t h e s e q u e s t i o n s for a given secur i ty pol icy by d r a w i n g p i c t u r e s . T h e instance l a n g u a g e specifies the 

accesses of p a r t i c u l a r use r s t o p a r t i c u l a r files1 [ T W 8 7 ] , a n d t h e constraint l a n g u a g e specifies r e s t r i c t ions on 

t h e k inds of i n s t a n c e p i c t u r e s t h a t a re p e r m i t t e d [ H M T * 8 9 a ] . 

T h e s e m a n t i c s of t h e i n s t a n c e l a n g u a g e is defined in t e r m s of an u n d e r l y i n g secu r i ty m o d e l . T h e basis 

for t h i s m o d e l is t h e L a m p s o n access m a t r i x [Lam71] , in wh ich one axis is l abe l ed wi th user n a m e s and a 

second axis is l abe led w i t h file n a m e s . 2 T h e (ij)th e n t r y in t h e m a t r i x is t h e se t of m o d e s by which user 

i m a y access file j. T h e r a n g e of access m o d e s var ies f rom one o p e r a t i n g s y s t e m t o a n o t h e r . In Unix , for 

e x a m p l e , access m o d e s on files inc lude r e a d , w r i t e , a n d e x e c u t e . 

T h e i n s t a n c e l a n g u a g e uses boxes a n d a r r o w s t o specify an access m a t r i x . A b o x t h a t does no t con ta in 

o t h e r b o x e s r e p r e s e n t s e i t he r a user or a file. Boxes can be c o n t a i n e d in o t h e r b o x e s t o i nd i ca t e h ie ra rch ica l 

g r o u p i n g s of use r s and d i r ec to r i e s of files. Labe led a r rows connec t one b o x t o a n o t h e r t o i nd i ca t e t h e g r a n t i n g 

of access r i g h t s . T h e r e l a t i o n s h i p r e p r e s e n t e d by an a r row b e t w e e n t w o boxes is also i n h e r i t e d by all pa i r s of 

boxes c o n t a i n e d in t h o s e two b o x e s . A r r o w s m a y b e n e g a t e d , i n d i c a t i n g den ia l of t h e specified access r igh t s 

World 

Groupl 

Group2 

Bob 

Alice 

read 

read 

/usr/Alice/mail 

Figure 1: A sample instance picture 

For e x a m p l e , Figure 1 s h o w s an instance picture that reflects some aspec t s of the Unix file protect ion 

scheme. T h e ou termos t left-hand b o x depic ts a world, World, of users , three (out of poss ibly m a n y not 

expl ic i t ly s h o w n ) groups , Group l , Group2, and Group3, and two (out of m a n y not expl ic i t ly shown) users, 

1 In some previous papers (namely [TW87] and [MTW89]), the instance language was simply called the Mir6 language. 

2 I n fact, we do not need to limit ourselves merely with the protection between users and files. We could easily extend our 
access matrices, and the Mir6 domain, to include any number of unary and binary relations between operating system objects; 
an example is process-to-process operations such as the right for one process to communicate with another. 
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A l i c e a n d Bob. T h e c o n t a i n m e n t a n d ove r l ap r e l a t ionsh ips be tween t h e wor ld , g roups , and users ind ica te 

t h a t all u se r s a re in t h e wor ld , a n d users can be m e m b e r s of more t h a n one g r o u p . T h e r i g h t - h a n d box 

d e n o t e s Al ice ' s ma i l file. T h e a r r o w s i n d i c a t e t h a t Alice, a n d no o the r user , ha s r e a d access t o her mail file 

T h a t is, t h e d i rec t pos i t i ve a r row from A l i c e over r ides t h e nega t ive a r row from World. 

T h e access m a t r i x ( and hence t h e i n s t a n c e l a n g u a g e ) p rov ides t h e abi l i ty t o r e p r e s e n t all poss ib le secu

r i ty con f igu ra t i ons . A m a j o r cha l lenge for a secur i ty specif icat ion s c h e m e is t o res t r i c t t h e set of possible 

conf igu ra t ions t o only t h o s e t h a t a re realizable and acceptable. S i n : e an o p e r a t i n g s y s t e m can only s u p p o r t 

c e r t a in con f igu ra t ions , s o m e access m a t r i c e s m u s t be d isa l lowed. For e x a m p l e , in Un ix , a conf igura t ion in 

which o n e g r o u p of use r s h a s pe rmis s ion t o r ead a file and a second g r o u p of users h a s pe rmis s ion t o wr i te 

t h a t file c a n n o t be rea l ized (un less one g r o u p is e i the r t h e set of all users or t h e s ing le ton set of t h e file s 

o w n e r ) [RT87] . O t h e r access m a t r i c e s m u s t n o t be al lowed b e c a u s e specific s ecu r i ty policies m a y m a k e some 

s i t u a t i o n s u n a c c e p t a b l e . For e x a m p l e , in t h e mi l i t a ry B e l l - L a P a d u l a secur i ty m o d e l [BL73 ,Dep85] , users and 

files in t h e o p e r a t i n g s y s t e m are ass igned l inear secur i ty levels (i .e. , t o p secre t , s ec re t , no t s ec r e t ) ; it is only 

a c c e p t a b l e for users t o wr i t e t o files a t the i r secur i ty level or h igher and t o r ead files a t the i r level or lower. 

T h e c o n s t r a i n t l a n g u a g e p rov ides t h e specifier wi th a v isual way to desc r ibe rea l izable a n d a c c e p t a b l e 

conf igu ra t ions by l imi t ing t h e set of "legal ' ' i n s t a n c e p i c tu re s . A c o n s t r a i n t p i c t u r e specifies a (poss ib ly 

infini te) set of i n s t a n c e p i c t u r e s . If a given i n s t a n c e p i c t u r e is an e l emen t of t h e se t of i n s t ance p i c tu r e s 

defined by a c o n s t r a i n t p i c t u r e , we say t h a t t h e i n s t ance p i c t u r e matches t h e c o n s t r a i n t or t h a t it is legal wi th 

r e spec t t o t h a t c o n s t r a i n t p i c t u r e . Different se t s of c o n s t r a i n t s desc r ibe different secur i ty conf igura t ions . For 

e x a m p l e , c o n s t r a i n t p i c t u r e s for Un ix wou ld be qu i t e different from ones desc r ib ing the B e l l - L a P a d u l a mode l 

or C a r n e g i e Me l lon ' s A n d r e w File S y s t e m [SHN*85] . 

Like t h e i n s t a n c e l a n g u a g e , t h e c o n s t r a i n t l a n g u a g e also cons is t s of boxes a n d a r r o w s , b u t here t h e ob jec t s 

h a v e different m e a n i n g s . In a c o n s t r a i n t p i c t u r e , a box is labeled wi th an express ion t h a t defines a set of 

i n s t a n c e boxes . For e x a m p l e , in F i g u r e 2, t h e le f t -hand box refers t o t he set of i n s t a n c e boxes of t y p e U s e r . 

F i g u r e 2: A s a m p l e c o n s t r a i n t p i c t u r e 

Three kinds of constraint arrows are used to describe the three relations in an instance picture: actual 

arrows in an ins tance picture, entries in an instance picture's corresponding access matr ix , and containment 

relat ions a m o n g the b o x e s of an instance picture. Addit ional ly , each constraint object is either thick or thin, 

and a constraint picture has a numeric range ( the default is > 1). T h e t h i c k / t h i n attr ibute and range are key 

in defining the s e m a n t i c s of a constraint picture: for each set of ob jec t s in the instance picture that matches 

the thick part of t h e constraint , count all the ways of extending that match ing t o include the thin portion 

of the constraint; this number mus t he wi th in the range. Figure 2 shows a constraint picture specifying that 

any user w h o has write access t o a file should have read access to it as well (dashed arrows specify access 

re lat ions) . 

T h i s paper discusses the instance and constraint languages in detail (Sect ions 2 and 3 ) , describes some 

of the Miro software tools w e have des igned and implemented (Sect ion 4) [HMT*89b] , and closes with an 

evaluat ion of our approach to visualizing security specif ications (Sect ion 5) . 
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2 Instance Language 

2.1 Syntax and Semantics 
An i n s t a n c e p i c t u r e is fo rmed from a se t of t y p e d ob j ec t s , each of which is an op t iona l ly labe led box or a r row. 

B oxes r e p r e s e n t i n d i v i d u a l u se r s a n d files or col lect ions of users or files; a r r o w s r e p r e s e n t access r igh t s . A 

b o x t h a t r e p r e s e n t s a s ingle p rocess or file is atomic a n d c o n t a i n s no o t h e r b o x e s . Boxes m a y be nes t ed to 

i n d i c a t e g r o u p i n g s of use r s or files; boxes m a y a lso ove r l ap . Ar rows can b e positive or negative, r e p r e s e n t i n g 

t h e g r a n t i n g or den ia l of access r i g h t s . Well-formedness cond i t i ons r e s t r i c t t h e d o m a i n of s y n t a c t i c a l l y legal 

p i c t u r e s : o n e cond i t i on is t h a t a r r o w s b e a t t a c h e d a t b o t h e n d s ; a n o t h e r is t h a t all a r r o w s m u s t s t a r t from 

a use r b o x a n d e n d a t a file b o x . 

F i g u r e 3 g ives a n o t h e r e x a m p l e of an i n s t a n c e p i c t u r e . Here , on ly Alice h a s r e a d a n d w r i t * r i gh t s t o 

/ u s r / A l i c e / p r i v a t e . T h e o t h e r use r s d o n o t h a v e w r i t e access t o Al ice ' s p r i v a t e d i r e c t o r y s ince we define 

t h e a b s e n c e of an a p p r o p r i a t e a r r o w t o m e a n n o access . 

World 

Alice h/vrite 

[Bob 

[Charlie 

read 

read 

/usr/Alice/private 

read /etc/passwd 

F i g u r e 3 : A n o t h e r i n s t a n c e p i c t u r e 

/ e t c / p a s s w d / u s r / A l i c e / p r i v a t e 

Alice { r e a d } { r e a d , w r i t e } 

B o b { r e a d } {} 
C h a r l i e { r e a d } {} 

Table 1: E x a m p l e of an access matr ix; the matr ix for Figure 3 

Recal l that t h e interpretat ion of an instance picture in the security domain is an access matr ix . 1 

access matr ix for the ins tance picture of Figure 3 is g iven in Table 1. A n y relation not specified by 

explicit arrow in an ins tance picture is denied by default . S o the negat ive arrow in the Figure 3 is 

s tr ict ly necessary, but it is g o o d "visual programming style" to m a k e the absence of r e a d rights explicit 

more formal definition of the ins tance language's s y n t a x and semant i c s appears in the appendix . 
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2.2 Ambiguity 

T h e p r e s e n c e of n e g a t i v e a r r o w s in t h e l a n g u a g e a d d s some non- t r iv i a l i ty to t he s e m a n t i c s , because pictures 

wi th a m b i g u o u s i n t e r p r e t a t i o n s can be c o n s t r u c t e d . F igu re 4 shows an e x a m p l e of such a picture Is Bob 

a specia l user w h o has access t o all p r o g r a m s in u s r . inc lud ing admin° Or are no users (including Bob) 

al lowed access t o t h e admin d i r e c t o r y 9 E i t he r i n t e r p r e t a t i o n seems valid; therefore , we say this picture is 

ambiguous. 

f World 

F i g u r e 4: A n a m b i g u o u s i n s t ance p i c t u r e 

It obv ious ly u n d e s i r a b l e t o allow a m b i g u i t i e s to r e m a i n in an i n s t ance p i c tu r e . We here give a definit ion 

of a m b i g u i t y , a n d in Sect ion 4.3 give an a l g o r i t h m for d e t e c t i n g it. In t h e rest of th i s sec t ion, we res t r ic t our 

a t t e n t i o n t o only t h o s e a r r o w s of a given t y p e , such as r e a d , s ince a r rows of differing types c a n n o t g e n e r a t e 

a m b i g u i t i e s . 

C o n s i d e r F i g u r e 3. A l t h o u g h b o t h pos i t i ve a n d n e g a t i v e r e a d a r rows involve A l i c e , we in t e rp re t t he 

p i c t u r e t o s t a t e t h a t Alice is t o have r ead access to her p r i v a t e d i rec to ry . W h e n d e t e r m i n i n g w h e t h e r a user 

h a s access t o a file, an a r row t h a t is mos t t i gh t ly nes ted at b o t h i ts head and tai l governs t h e sense of the 

access . In F i g u r e 3 we say t h e pos i t i ve a r row overrides t h e n e g a t i v e o n e . 

A n a r r o w a overrides a n o t h e r a r r o w d ( w i t h o p p o s i t e p a r i t y ) if a c o n n e c t s b o x e s t h a t are c o n t a i n e d 

in t h e b o x e s c o n n e c t e d by a, w h e r e t h e box a t a t least one end of a is s t r i c t ly c o n t a i n e d in the 

box c o n n e c t e d t o a at the same end. A formal defini t ion is given on page 23 . 

For e x a m p l e , in Figure 3 , the posi t ive r e a d a r r o w c o n n e c t e d t o the A l i c e b o x over r ides t h e nega t ive 

r e a d a r r o w connected to the World box . T h e r eason is that their heads connect t o t h e s a m e box , a n d t h e 

tail of the former is a t tached t o a box more t ight ly nested than (i .e. , contained within) t h e b o x a t t a c h e d t o 

the tail of the latter. In general , we can determine the s ta tus of a relation using this rule: 

A relation be tween u and / is unambiguous if there exis ts a single "certificate" arrow ove r r id ing 

all arrows of oppos i t e parity connect ing boxes containing u and / . If such a cer t i f ica te does no t 

exist , the relation is defined to be ambiguous . A picture is ambiguous when there exists s o m e 

a m b i g u o u s relation be tween atomic boxes within it. 

T h u s , Figure 4 is ambiguous , s ince there is no certificate for the r e a d relation between Bob and admin. 

Figure 5 g ives s o m e more e x a m p l e s of ambiguous pictures, assuming that P and I , and P ' and M \ s h a r e 

at least one a tomic box. Each of these pictures has the property that no single arrow has both ends a t t a c h e d 

to the smal lest enc los ing boxes . Note tha t when t w o arrows touch overlapping boxes at one end , n e i t h e r one 

overrides the other. 
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F i g u r e 5: A m b i g u o u s i n s t a n c e p i c t u r e s 
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Figure 6: U n a m b i g u o u s instance pictures 

In contrast , consider the pictures in Figure 6. A s s u m i n g again tha t each pair (P, I and P ' , I ' ) shares 

an a tomic box , n o n e of these pictures is ambiguous; they all have negat ive interpretat ions . C h a n g i n g the 

pari ty of the arrows would g ive t h e m all pos i t ive interpretat ions . 

Our definition of ambigui ty has s o m e subt le t ies . For example , in Figure 7, what is the relationship 

b e t w e e n U and F ? It is a m b i g u o u s , as w e now argue. Arrow 2 overrides arrow 1 and arrow 4 overrides a r row 
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F i g u r e 7: A n o t h e r k ind of a m b i g u o u s i n s t a n c e p i c t u r e 

3 . If t h e p i c t u r e were u n a m b i g u o u s , t h e n s o m e a r row x would have t o ove r r ide >all a r rows of o p p o s i t e pa r i ty 

T h u s on ly a r r o w s 2 a n d 4 a r e c a n d i d a t e s for be ing the a r row x. However , a r row 2 does no t over r ide a r row 

3. a n d a r r o w 4 does no t ove r r ide a r row 1. Hence the p i c tu r e is a m b i g u o u s . T h i s e x a m p l e d e m o n s t r a t e s tha t 

a m b i g u i t y c a n n o t b e d e t e r m i n e d locally. 

F i g u r e 8: A n u n a m b i g u o u s i n s t ance p i c t u r e 

Now cons ide r F i g u r e 8. I t is no t a m b i g u o u s - access is p e r m i t t e d from U t o F s ince a r row 2 and a r row 3 

over r ide a r r o w 1. A l t h o u g h a r r o w 2 does no t over r ide a r r o w 3 a n d a r row 3 does not ove r r ide a r row 2, th i s 

does no t m a k e t h e p i c t u r e a m b i g u o u s s ince a r row 2 a n d a r r o w 3 a re of t h e s a m e par i ty . 

2.3 Types 

So far we have focused on the s emant i c s of the relation defined by an instance picture as reflected by the 

arrows. W e also assoc iate type semant ics with arrows and boxes . Each arrow or box object has a type. T h e 

type of an arrow is a subse t of a user-specified finite set Any of access m o d e s (e.g. , Any = { r e a d , w r i t e , 

e x e c u t e } ) . T h e t y p e of a b o x is a name plus a (possibly e m p t y ) set of attributes. Each box type must 

first be defined; individual boxes are created as objects of a type wi th specific values bound to the type's 

a t tr ibutes . 

A box type definition takes the form: 

t y p e name 

[ s u b t y p e o f parent ] 

[ n u m b e r - o f - o b j e c t s range] 

[ attribute-list ] 
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w h e r e c lauses enclosed in s q u a r e b r a c k e t s ( [ ]'s ) a re o p t i o n a l . 

T h e n u m b e r - o f - o b j e c t s c lause c o n s t r a i n s t h e n u m b e r of ob jec t s of t h i s t y p e , w h e r e range is e i ther a 

s ingle in t ege r or an in t ege r r a n g e , w i th t h e defaul t va lue be ing [O..00]. T h e attrtbute-hst is a list of zero or 

m o r e t u p l e s . E a c h a t t r i b u t e in t h e list p rov ides a d d i t i o n a l i n fo rma t ion a b o u t each ob jec t of t h e t y p e . An 

a t t r i b u t e is e i t h e r o p t i o n a l or m a n d a t o r y ( i nd i ca t ed by an O or M in t h e t up l e s of F i g u r e 9) , a n d m a y have 

a defaul t va lue . 

B o x t y p e def in i t ions p r o v i d e a s u b t y p i n g m e c h a n i s m . E a c h t y p e h a s a t m o s t o n e p a r e n t ( i .e . , t h e r e is 

n o m u l t i p l e i n h e r i t a n c e ) . T h e roo t of t h e t y p e t r ee is defined to b e t y p e R o o t , wh ich h a s n o a t t r i b u t e s and 

is n o t a s u b t y p e of a n y o t h e r t y p e . A s u b t y p e i nhe r i t s all of t h e a t t r i b u t e s of i t s p a r e n t t y p e , a n d can a d d 

a d d i t i o n a l a t t r i b u t e s of i t s o w n . T h e r e a r e t w o r e s t r i c t i ons on t h e a t t r i b u t e s t h a t a s u b t y p e inhe r i t s : first, 

if an a t t r i b u t e is m a n d a t o r y in t h e p a r e n t , it m u s t be m a n d a t o r y in t h e s u b t y p e , a n d second , an a t t r i b u t e 

w h i c h is o p t i o n a l in t h e p a r e n t m a y b e m a n d a t o r y in t h e s u b t y p e . 

T o c r e a t e an o b j e c t of a p a r t i c u l a r t y p e , t h e user m u s t s u p p l y a n a m e a n d va lues for all of t h e m a n d a t o r y 

a t t r i b u t e s of t h a t t y p e , a n d m a y s u p p l y values for a n y of t h e o p t i o n a l a t t r i b u t e s . 

F i g u r e 9 c o n t a i n s e x a m p l e s of t y p e def in i t ions a n d t y p e d box o b j e c t s . T h e t w o m a i n t y p e s are E n t i t y 

a n d S y s o b j . T h e r e a re t h r e e s u b t y p e s of E n t i t y (Wor ld , Group , a n d U s e r ) a n d t w o s u b t y p e s of S y s o b j ( D i r 

a n d F i l e ) . T h e r e can be on ly o n e W o r l d , i n d i c a t e d by t h e n u m b e r - o f - o b j e c t s r a n g e of t h e W o r l d t y p e . 

All b o x e s w i th t y p e S y s o b j have owne r , c r e a t e d , and m o d i f i e d a t t r i b u t e s . T h e first two are m a n d a t o r y , 

w h e r e a s t h e t h i r d is o p t i o n a l . All boxes wi th t y p e F i l e have an a d d i t i o n a l B o o l e a n a t t r i b u t e i n d i c a t i n g 

w h e t h e r or n o t t h e y a r e dev ices ; t h a t a t t r i b u t e ' s defaul t va lue is False . 

Definitions Objects 

t y p e E n t i t y t y p e S y s o b j Alice : User 

< o w n e r : s t r i n g , M > 

t y p e W o r l d < c r ea t ed : d a t e , M > / u s r / a l i c e : D i r e c t o r y 

s u b t y p e of E n t i t y < modif ied : d a t e , O > < o w n e r , Al ice > 

n u m b e r - o f - o b j e c t s 1 < c r e a t e d , 0 1 / 0 1 / 8 8 > 

t y p e Fi le 

t y p e G r o u p s u b t y p e o f S y s o b j 

s u b t y p e o f E n t i t y < i s -device : b o o l e a n = False , M > 

t y p e User t y p e Dir 

s u b t y p e o f Ent i ty s u b t y p e o f S y s o b j 

t y p e M a i l 

s u b t y p e o f Dir 

Figure 9: S o m e sample instance type definitions and o b j e c t s for U n i x 

T y p e information expresses t w o different kinds of restrict ions on an instance picture. First , there are 

restrict ions on the number of objec t s of a type , such as "there mus t be exact ly one objec t of t y pe World." Such 

restrict ions are expressed in the n u m b e r - o f - o b j e c t s clause of the ty pe definition. Second, the constraint 

language out l ined in the next sect ion provides a means for restrict ing pictures based on the values of type 
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a t t r i b u t e s . 

3 Constraint Language 

T h e M i r o i n s t a n c e l a n g u a g e is c apab l e of specifying file s y s t e m secur i ty conf igura t ions for any o p e r a t i n g 

s y s t e m . However, the kinds of i n s t a n c e p i c tu r e s users will d r a w will vary d e p e n d i n g on t h e pa r t i cu l a r s y s t e m 

t h e y are spec i fy ing . In p a r t i c u l a r , the s y s t e m a r c h i t e c t u r e a n d local s ecu r i ty pol icies will i m p o s e c o n s t r a i n t s 

on what s h o u l d be considered a legal ( rea l i zab le a n d a c c e p t a b l e ) i n s t a n c e p i c t u r e for t h a t s y s t e m . For 

e x a m p l e , an instance that is legal for Mul t i c s m a y be illegal for Unix . W e use t h e c o n s t r a i n t l anguage to 

define legal instance pictures. 

C o n s t r a i n t s are assertions t h a t t h e o c c u r r e n c e of s o m e s i t u a t i o n impl ies t h a t s o m e fur ther condi t ion 

m u s t hold. C o n s t r a i n t s are d iv ided in to t w o p a r t s : t h e a n t e c e d e n t (or trigger) and t h e c o n s e q u e n t (or 

requirement). For e x a m p l e , we m a y wish t o specify t h e c o n s t r a i n t . "Any t i m e a user has wr i t e access to a 

file, he or she shou ld also have r ead access t o it. ' ' (Th i s is t he e x a m p l e given in F i g u r e 2) . In th i s case, the 

ex i s t ence of w r i t e access is t h e t r igger on t he read access r e q u i r e m e n t . B o t h p a r t s a re expressed t o g e t h e r in 

a s ingle c o n s t r a i n t p i c t u r e . We desc r ibe sho r t l y how these c o n s t r a i n t s a re dep ic t ed a n d give a desc r ip t ion of 

the i r s e m a n t i c s . 

W e would like our c o n s t r a i n t l a n g u a g e to be able to place r e s t r i c t ions on t h e following a s p e c t s of an 

i n s t a n c e p i c t u r e : 

• W h e r e a r r o w s m a y be d r a w n (e.g. . " the re can be at mos t 20 a r rows l ead ing to a n y box of t y p e 

t o p - s e c r e t " ) . Such c o n s t r a i n t s specify ce r t a in syntactic relations a m o n g boxes because t hey d e p e n d 

solely on t h e s y n t a x of t h e i n s t a n c e p i c t u r e 

• E n t r i e s in t h e a s s o c i a t e d access m a t r i x (e.g. , "if a user has w r i t e access t o a file, he shou ld also have 

r e a d access t o i t " ) . T h e s e c o n s t r a i n t s specify semantic relations a m o n g boxes b e c a u s e t h e y d e p e n d 

on t h e m e a n i n g of t h e i n s t a n c e p i c t u r e . 

• B o x containment relations (e .g . , "every user in t h e M i r o g r o u o shou ld h a v e a s u b - d i r e c t o r y c o n t a i n e d 

in his or her h o m e directory cal led miro") . 

In general, a s ingle security r e q u i r e m e n t will involve a c o m b i n a t i o n of t h e s e r e l a t i o n s . For e x a m p l e , t h e 

c o n s t r a i n t : 

"For every user n a m e d u in the s y s t e m , t h e r e shou ld b e a d i r e c t o r y n a m e d u in t h e / u s r d i rec tory , 

and there should be a file called m a i l in t h a t d i r ec to ry t o wh ich u h a s r ead access , " 

is a combinat ion of conta inment and semant ic c o n s t r a i n t s ; however, we can express t h i s r e q u i r e m e n t wi th a 

single constraint picture. 

3.1 Syntax and Semantics 

Like instance pictures , constraint pictures contain boxes and arrows, but with restrictions and extens ions t o 

the instance picture s y n t a x . Each constraint picture specifies a "pa-tern" which defines a (poss ibly infinite) 

set of ins tance pictures . If a particular instance picture matches t h e pat tern, we say that instance is legal 

with respect t o the constra int . 

W e now present an informal version of the syntax and semant ics of the constraint l a n g u a g e in an in

cremental fashion. A t each s tep in the presentat ion we give e x a m p l e s of c o n s t r a i n t p i c t u r e s ( c o n s t r u c t e d 
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f rom t h e s y n t a x as desc r ibed up t o t h a t p o i n t ) and in s t ance p i c tu re s , and expla in w h y a p a r t i c u l a r instance 

p i c t u r e does or does no t m a t c h t h a t c o n s t r a i n t p i c tu r e . 

3 . 1 . 1 B o x e s 

T h e p r i m i t i v e s in t h e c o n s t r a i n t l anguage are c o n s t r a i n t boxes ; each cons t r a in t box c o n t a i n s a box predicate 

t a k e n f rom t h e box predicate language. A p a r t i c u l a r b o x in an i n s t a n c e p i c t u r e m a t c h e s a c o n s t r a i n t box 

if t h e va lues of t h e i n s t a n c e b o x ' s a t t r i b u t e s m a k e t h e p r e d i c a t e in t h e c o n s t r a i n t box t r u e . In an a c t u a l 

i n s t a n c e p i c t u r e , t h e r e m a y b e m o r e t h a n one b o x t h a t m a t c h e s a given c o n s t r a i n t box . Similar ly, each 

i n s t a n c e b o x m a y sat isfy m o r e t h a n one c o n s t r a i n t b o x . 

T h e b o x p r e d i c a t e is a B o o l e a n express ion ( w h e r e UL" " | ," a n d "!" d e n o t e " a n d , " "or," a n d "not , " 

r e spec t ive ly ) of r e l a t i o n s involv ing c o n s t a n t s a n d a t t r i b u t e n a m e s a s soc ia t ed w i t h s o m e b o x t y p e . W e use 

C a n d C as r e l a t i ons on b o x t y p e s t o d e n o t e s u b t y p e a n d s t r i c t s u b t y p e , respec t ive ly . W e use va r iab les to 

force a t t r i b u t e va lues of t w o or m o r e boxes t o m a t c h . A va r i ab le is d i s t i ngu i shed f rom o t h e r ident i f iers by 

p r e c e d i n g it w i th a " $ . " Each va r i ab le $X in a c o n s t r a i n t m u s t a p p e a r in a t least one p r e d i c a t e c o n t a i n i n g 

t h e express ion "attribute = $X." T h e o p e r a t i o n a l s e m a n t i c s of each var iab le in a c o n s t r a i n t is as follows: 

P ick a n y box p a t t e r n in which t h e va r i ab le is c o m p a r e d to an a t t r i b u t e for equa l i t y and set t h e value of the 

va r i ab l e t o t h e va lue of t h e a t t r i b u t e of t h e box m a t c h i n g t h a t box p a t t e r n . T h e n , for each o the r use of 

t h e va r i ab le in c o n s t r a i n t boxes , s u b s t i t u t e t h e ass igned va lue for t h e var iab le ; t h a t s u b s t i t u t e d value m u s t 

sat isfy all of t h e box p r e d i c a t e s . 

T h e b o x e s s h o w n in F i g u r e 10 i l l u s t r a t e t h e bas ics of t h e box p r e d i c a t e l a n g u a g e . T h e p r e d i c a t e s m a t c h : 

( a ) all U s e r s n a m e d j o n e s , (b) all Groups o t h e r t h a n those n a m e d miro or t h e o r y , a n d (c) all F i l e s c r e a t e d 

in J a n u a r y 1988. 

type = User & 
name = "jones" 

type « Group & 
! ( name € {"miro-.lheory"}) 

(a) (b) 

type = File & 
1/1/88 <= created <= 1/31/88 

(c) 

Figure 10: Three box pat terns 

For the remainder of the paper , we will adopt the shorthand that upper-case letters denote b o x predicates 

m a t c h e d only by the b o x ins tance in the instance picture named with the s a m e lower-case letter (i .e. , a 

m a t c h e s A only, b m a t c h e s B only, e tc . ) . 

3 . 1 . 2 A r r o w s 

There are three kinds of constra int arrows, one for each ty pe of relat ionship be tween boxes (syntact ic , 

s emant i c , or conta inment ) w e wish t o constrain. W e call the arrows associated wi th these relationships 

syntax arrows, semantics arrows, and containment arrows, respectively. B o t h the head and tail of a syntax 
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or s e m a n t i c s arrow lie d i rec t ly on t h e b o u n d a r y of t h e boxes to which they a re connec ted , whe reas the head 

of a c o n t a i n m e n t a r r o w lies ins ide i ts connec t ed box . S y n t a x and s e m a n t i c s a r rows are visually distinguished 

by d r a w i n g t h e m wi th solid and d a s h e d l ines, respec t ive ly We also a d o p t t h e conven t ion that syntax and 

s e m a n t i c s a r r o w s are horizontal, while c o n t a i n m e n t a r rows are ver t ica l . T h i s conven t ion is used only for 

pedagog ica l p u r p o s e s in th i s p a p e r ; t h e l anguage does not i m p o s e it. E x a m p l e s of these a r rows are shown 

in F igu re 11. 

(a) Syntax (b) Semantics 
Arrow Arrow 

(c) Containment 
Arr?w 

F i g u r e 11: T h e th ree cons t r a in t a r rows t y p e s 

S y n t a x a n d s e m a n t i c s a r r o w s are labe led , bu t c o n t a i n m e n t a r rows are not T h e label in the former two 

cases se rves t o fu r the r specify which t y p e of r e l a t ionsh ip may exist be tween a and 6 Recall that Any is the 

set of al lowed access t y p e s . In gene ra l , t h e label specifies some n o n - e m p t y set 5 C Any. If 5 is a s ing le ton 

set , we wr i t e it s imply as s i n s t ead of { s } . 

W e now desc r ibe w h a t it m e a n s for the boxes a and b t o m a t c h the p a t t e r n s .4 and B wi th respect to 

each t y p e of a r r o w . 

( a ) S y n t a x A r r o w : If t h e r e is a s y n t a x a r row from A t o B labeled 5 , t h e n t h e r e m u s t exist an a r row in 

t h e i n s t a n c e p i c t u r e from a t o b of some t y p e 5 6 5 . 

( b ) S e m a n t i c s A r r o w : If t h e r e is a s e m a n t i c s a r row from A t o B l abe led 5 . t h e n t h e access m a t r i x 

a s s o c i a t e d wi th t h e i n s t a n c e p i c t u r e m u s t specify t h a t a ha s some pe rmis s ion s on 6, where 5 6 5 . 

F u r t h e r m o r e , s ince the access m a t r i x is on ly defined on a t o m i c boxes , a n y box p a t t e r n h a v i n g a 

s e m a n t i c s arrow i nc iden t to it can be m a t c h e d by only an a t o m i c b o x . The re fo re , in t h i s case, a and 6 

can m a t c h their r e s p e c t i v e box p a t t e r n s only if t h e y are a t o m i c . 

( c ) C o n t a i n m e n t A r r o w : If there is a c o n t a i n m e n t a r row from A t o B , t h e n box a m u s t be di rect ly 

conta ined in b o x 6 in the instance picture. 

Consider the instance picture and the six different constraints shown in Figure 12. Along with each 

constraint is an indicat ion of whether or not the instance picture matches that constraint . We now exp la in 

each of these results: 

( 1 ) a n d ( 2 ) : Constraint (1) is matched because d does have write access to g: constraint (2) is not m a t c h e d 

because there is not a write arrow connect ing d t o g in the picture. 

( 3 ) a n d ( 4 ) : Constra int (3) is m a t c h e d because b is directly contained in a; constraint (4) is not m a t c h e d 

because a l though d is contained in a, it is not directly conta ined. 

( 5 ) : Constra int (5) is m a t c h e d because there is a read arrow from a to c in the picture. T h i s constraint 

po in t s o u t the "or" nature of the set label on s y n t a x and semant ics arrows: constraint (5) wou ld have 

been matched if there had been either a read or a write arrow (or b o t h ) from a to e. 

( 6 ) : Constra int (6) is m a t c h e d because d has read access t o / . 
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Instance  

read _ 

write 
write 

e 

read 

Constraints 

g 

Jwritê J G 

" 1 1 

(1) Matched 

1 write. 
B 

(2) Not Matched (3) Matched (4) Not Matched 

{read, 
A write }^ E 

v > k 
j r e a d ^ F T Q 

(5) Matched (6) Matched 

Figure 12: Constraint arrow examples 

3 . 1 . 3 C o n t a i n m e n t a n d S t a r r e d C o n t a i n m e n t 

In instance pictures, we already have a powerful visual representation for conta inment , and we allow this rep

resentat ion in constraints as well. Drawing one box inside another is a shorthand for drawing a containment 

arrow be tween t w o non- intersect ing boxes . Figure 13a shows the equivalence of these t w o representat ions 

W e will see later that conta inment arrows ( the left-hand side of the equal i ty) provide more express iveness 

than the box- ins ide-a-box representat ion ( the right-hand side of the equal i ty) . 

T h e constraint s y n t a x also provides a means for specifying that a box is contained in another box at 

some level as opposed to be ing contained directly. A conta inment arrow with a star at its t ip denotes this 

more general starred containment relat ion. Again , there is an equivalent graphical representat ion for starred 

c o n t a i n m e n t in which one starred b o x is drawn inside another (Figure 13b). 

IB ' 

(a) 
Figure 13: Direct containment (a) and containment (b) 
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T h e s e m a n t i c s of a s t a r r e d c o n t a i n m e n t re la t ion is s t r a i g h t f o r w a r d Boxes a and 6 will match the con

s t r a i n t s h o w n in F i g u r e 13b if and only if a is c o n t a i n e d in 6 (one or more levels deep ) . For example, the 

i n s t a n c e p i c t u r e in F i g u r e 12 would m a t c h c o n s t r a i n t F igure 12(4) if t h e c o n t a i n m e n t arrow were starred 

3 . 1 . 4 N e g a t e d A r r o w s 

Like i n s t a n c e a r r o w s , each of the t h r e e k inds of cons t r a in t a r rows m a y be n e g a t e d , bu t t h e semant i c s is 

different in each case. In gene ra l , a n e g a t e d s y n t a x a r row m a t c h e s a n e g a t e d arrow in t h e i n s t ance , whereas 

a n e g a t e d s e m a n t i c s arrow or c o n t a i n m e n t a r row m a t c h e s the nega t ion of t he relation t h a t would be specified 

by t h e pos i t i ve vers ion of the a r r o w . 

W e now describe these s e m a n t i c s more formal ly by defining w h a t it m e a n s for t h e boxes a and b to match 

t h e p a t t e r n s A a n d B with r e spec t t o each t y p e of negated a r row . 

( a ) N e g a t e d S y n t a x A r r o w : If t h e r e is a negated s y n t a x a r row f rom A t o B l abe led 5 . t h e n the re must 

exis t a n e g a t i v e a r row in t h e i n s t a n c e f rom a t o 6 of some t y p e 5 € S . 

( b ) N e g a t e d S e m a n t i c s A r r o w : If t h e r e is a nega t ive s e m a n t i c s a r row from A t o B labeled 5 . then the 

access m a t r i x a s soc i a t ed wi th t h e i n s t ance must specify that a has nega t ive pe rmiss ion s on b. for some 

s e S. 
( c ) N e g a t e d C o n t a i n m e n t A r r o w : If t h e r e is a nega t i ve c o n t a i n m e n t a r row (or negative starred con

t a i n m e n t a r r o w ) f rom A t o B , t h e n box b must not be d i rec t ly c o n t a i n e d in (or con ta ined in at any 

level) box a in t h e i n s t a n c e . 

. read 

(1) Not Matched > C 

D ' 
V. - J 

(2) Matched (4) Matched (5) Not Matched 
{read, 

I write} read 
- X - * 

(3) Matched (6) Matched 

Figure 14: Constra ints using negat ive arrows 

Figure 14 s h o w s s o m e s imple constraints using negat ive arrows. As before, we indicate whether the 

ins tance of F igure 12 m a t c h e s each constraint . Most of these examples are straightforward, but constraint (6) 

deserves exp lanat ion . In the instance , d has pos i t ive write access to g, but negat ive read access. Constraint 

(6 ) is m a t c h e d because w e only require the ex i s tence of a single access matr ix entry which confirms either a 

negat ive read or a negat ive write relat ionship between d and g. 

3 . 1 . 5 T h i c k a n d T h i n 

Recall that constraint pictures in their general form are composed of both a trigger and a requirement t h a t 

m u s t hold whenever the trigger is satisfied. We draw both parts of the constraint together and use line 
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t h i c k n e s s t o d i s t i n g u i s h t h e t w o p a r t s ; t h e ob j ec t s t h a t form t h e t r igger are th ick , a n d the ob jec t s t h a t form 

t h e r e q u i r e m e n t a re t h i n (on a color d isp lay s y s t e m , we m i g h t use two colors , such as red a n d b lue , ins tead 

of l ine t h i c k n e s s ) . T h e loose m e a n i n g of a p i c t u r e wi th b o t h th ick and th in o b j e c t s is. "For each par t of 

t h e i n s t a n c e p i c t u r e m a t c h i n g t h e th ick p a r t of t he c o n s t r a i n t , some a d d i t i o n a l p a r t of t h e i n s t ance p i c tu re 

m u s t m a t c h t h e t h i n p a r t of t h e c o n s t r a i n t . " T o specify cond i t ions t h a t mus t be t r u e uncond i t i ona l ly , t he 

e n t i r e c o n s t r a i n t p i c t u r e m u s t be t h i n . 

type - Dir & 
group-owner -"miro* 

type * User & 
name « $A 

write type « File & 
owner« $A 

type e { File, Dir} & 
group-owner »"miro" 

(a) (b) 

F i g u r e 15: T w o th ick a n d th in c o n s t r a i n t e x a m p l e s 

T h e s e m a n t i c s of th ick a n d th in c o n s t r a i n t s is spe l led ou t m o r e r igorous ly in sec t ion 3.1.6 be low. For 

n o w , we p r e s e n t t h e s imp le e x a m p l e s of F igu re 15 t o i n t r o d u c e t h e m e a n i n g of such c o n s t r a i n t s . C o n s t r a i n t 

(a ) s ays , "For every U s e r box u a n d every F i l e box / t h a t is owned by t h a t s a m e user , u m u s t have wr i t e 

access t o / . " C o n s t r a i n t ( b ) s ays , "For every D i r d o w n e d by the g r o u p m i r o , all boxes d i rec t ly c o n t a i n e d 

in d s h o u l d b e F i l e s or D i r s a n d owned by t h e t h e g r o u p m i r o . " Not ice t h a t t h i s c o n s t r a i n t will force i ts 

w a y down all F i l e s a n d D i r s of a n y s u b t r e e r o o t e d by a D i r o w n e d by t h e M i r o g r o u p . 

C o n s t r a i n t ( b ) i l l u s t r a t e s a l i m i t a t i o n of t h e s h o r t h a n d r e p r e s e n t a t i o n for b o x c o n t a i n m e n t — if we had 

r e p r e s e n t e d t h i s c o n s t r a i n t u s ing t h a t s h o r t h a n d , we would r e p r e s e n t b o t h boxes a n d t he i r t h i cknes s , and 

we wou ld impl i c i t ly r e p r e s e n t t h e c o n t a i n m e n t a r r o w , b u t we would no t b e ab le t o r ep re sen t t h e th i ckness 

of t h a t a r r o w . T h e r e f o r e , we need a ru le def ining which a r r o w th i cknes s t o a s s u m e in o rde r t o m a k e t h e box 

c o n t a i n m e n t s h o r t h a n d c o m p l e t e . T h e ru le is: if b o t h boxes a r e th i ck , t h e a r row is th ick ; o t h e r w i s e , t h e 

a r r o w is t h i n . 

3 . 1 . 6 B u i l d i n g B i g g e r C o n s t r a i n t s 

So far, we have only considered s imple constraints composed of at most t w o boxes and a single arrow, but in 

fact a group of m a n y b o x e s and constraint arrows may work together t o specify a bigger constraint pattern. 

W e expec t m o s t constra int pictures t o be relatively smal l , cons is t ing of at m o s t four or five boxes and three 

or four arrows. W e require that n o b o x e s overlap in these bigger constraints though strict conta inment is 

still a l lowed. 

Given a more complex constraint picture , it is necessary t o define carefully w h a t it m e a n s for an instance 

t o m a t c h tha t constra int . W e first convert all ins tances of b o x conta inment in the constraint t o the equivalent 

form us ing conta inment arrows and starred conta inment arrows. W e now present s o m e useful definitions. 

A sub-picture of e ither an ins tance or a constraint is a (poss ibly e m p t y ) subset of the boxes and arrows 

compris ing t h e original picture. It is important t o note that a sub-picture need not b e well-formed: it m a y 

have dangl ing arrows. 
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W e now p r e s e n t t h e s e m a n t i c s for m a t c h i n g . T o simplify our discussion, we ignore constraint arrows 

a l t h o u g h t h e s e m a n t i c s below a re easily e x t e n d e d to h a n d l e t h e m . A s u b - p i c t u r e Pj of an i n s t ance P MATCHES 

a s u b - p i c t u r e Pc of a c o n s t r a i n t if: 

• t h e r e is a one - to -one m a p p i n g a f rom box p a t t e r n s of Pc to boxes of Pj such t h a t for each box pattern 

b of Pc, t h e box a ( 6 ) satisfies t he box p r e d i c a t e of 6, 

• t h e r e is a o n e - t o - o n e m a p p i n g 3 f rom s y n t a x a r rows of Pc to a r rows of P / such that for each syntax 

a r r o w a (w i th label 5 ) of P c , t h e t y p e of (3(a) is in 5 , 

• t h e r e is a one - to -one m a p p i n g 7 from s e m a n t i c s a r rows of Pc t o access m a t r i x en t r ies d e t e r m i n e d by 

P such t h a t for e ach s e m a n t i c s a r row a (wi th label 5 ) of Pc t h e t y p e of 7 (a) is in 5 . and 

• t h e r e is a o n e - t o - o n e m a p p i n g from di rec t c o n t a i n m e n t a r rows (or s t a r r e d c o n t a i n m e n t a r rows) of Pc 

t o i n s t a n c e s of d i rec t c o n t a i n m e n t (or c o n t a i n m e n t ) in P / 

such t h a t for each c o n s t r a i n t a r r o w a in P c , if B d e n o t e s t h e set cf box p a t t e r n s in P c inc iden t on a (note 

t h a t B m a y be a pa i r , s i ng le ton , or e m p t y ) , it is t h e case t h a t t h e c o r r e s p o n d i n g boxes in Pj are connec t ed 

in t h e s a m e way t h a t a a n d B a re . Informal ly , th i s definit ion says t h a t an i n s t a n c e s u b - p i c t u r e m a t c h e s 

a c o n s t r a i n t s u b - p i c t u r e if each ind iv idua l objec t m a t c h e s , and if t he re la t ions be tween in s t ance boxes are 

c o n n e c t e d to t h e cor rec t boxes acco rd ing to t he c o n s t r a i n t . 

We are now r e a d y t o define m a t c h i n g be tween en t i re in s t ances and c o n s t r a i n t s . We first split the con

s t r a i n t p i c t u r e P c i n t o i ts th ick ( t r igger ) and th in ( r equ i red ) s u b - p i c t u r e s , which we call Pj and PR respec

tively. An i n s t a n c e Pj is legal wi th respec t t o t h e cons t r a in t p i c t u r e P c if. for each s u b - p i c t u r e of Pj t h a t 

m a t c h e s P j . t h e r e is a n o t h e r s u b - p i c t u r e of P ; that, when c o m b i n e d wi th the first s u b - p i c t u r e , m a t c h e s all 

of P c F u r t h e r m o r e , t h e o n e - t o - o n e m a p p i n g s used in t he l a t t e r m a t c h i n g m u s t be e x t e n d e d func t ions of 

t h e one - to -one m a p p i n g s in t h e fo rmer m a t c h i n g 

name • "Grot^" 

type = User 

Figure 16: A compos i te constraint 

Consider the (probably undesirable) constraint of Figure 16 in reference to the instance of Figure 1 

(pg. 2 ) . This constraint says: u F o r every U s s r directly contained in a box Group2, there must exist a 

file / u s r / A l i c s / m a i l t o which that U s s r has read access." Since Bob does not have such permission, the 

instance picture of Figure 1 is not legal with respect to this constraint . 

3 . 1 . 7 N u m e r i c C o n s t r a i n t s 

A constraint picture can also have assoc iated with it a numeric constraint that specifies some range of non-

negat ive integers. We determine whether an instance is legal with respect to the constraint as follows: For 

each sub-picture that m a t c h e s the trigger, the number of different sub-pictures match ing the entire constraint 

mus t be within the specified range. W h e n there is no explicit range, we set the range to the default value 

"> 1." 

read name = 7usr/Alice/mail" 
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type c Entity Any, type = Dir 

G E J D 
F i g u r e 17: N o d i r ec to ry m a y h a v e m o r e t h a n 10 a r r o w s p o i n t i n g a t it 

F i g u r e 17 uses a n u m e r i c r a n g e t o specify one of t h e cond i t i ons impl ic i t in t h e des ign of t h e A n d r e w 

file s y s t e m . In A n d r e w , an access list of a t m o s t t en en t r i e s is a s soc ia t ed wi th each d i r ec to ry . F igure 17 

the re fo re s t a t e s t h a t a n y D i r m a y have a t m o s t t en a r rows p o i n t i n g a t i t . 

3 . 1 . 8 N e g a t i v e C o n s t r a i n t s 

S o m e t i m e s , it is m o r e n a t u r a l t o express a c o n s t r a i n t by d e p i c t i n g w h a t shou ld not b e al lowed. Nega t ive 

c o n s t r a i n t s a re used for t h i s p u r p o s e . A n e g a t i v e cons t r a in t is s imply a pos i t ive c o n s t r a i n t (as descr ibed so 

far) wi th a la rge U X " t h r o u g h i ts f r ame . A n i n s t a n c e is legal wi th respec t t o a n e g a t i v e cons t r a in t if and only 

if it is illegal w i t h r e spec t t o t h e pos i t i ve vers ion of t h e c o n s t r a i n t . Since n e g a t e d c o n s t r a i n t s wi th c o u n t s 

can b e confus ing , we on ly allow c o r s t r a i n t s w i t h o u t a n u m e r i c c o n s t r a i n t t o be n e g a t e d . Hence , a n e g a t i v e 

c o n s t r a i n t is equ iva l en t t o i t s pos i t i ve vers ion w i t h t h e n u m e r i c c o n s t r a i n t " = 0." 

f— N 

type c Entity Any^ type = File 

F i g u r e 18: N o file m a y h a v e any a r r o w s p o i n t i n g a t it 

F i g u r e 18 d e p i c t s a n o t h e r a s p e c t of t h e A n d r e w file s y s t e m . P r o t e c t i o n s in A n d r e w are a s soc i a t ed wi th 

d i r ec to r i e s — files i n h e r i t t h e p r o t e c t i o n of t he i r p a r e n t d i r ec to ry . T h e r e f o r e , we r equ i r e t h a t n o F i l e in an 

i n s t a n c e p i c t u r e for A n d r e w c a n h a v e a n a r row p o i n t i n g t o i t . 

3.2 Example Constraints for Unix 
In th i s sec t ion w e present s o m e poss ible constraints for the Unix operat ing s y s t e m . S o m e of these constraints 

are necessary t o enforce that on ly instance pictures realizable by U n i x be considered legal. Others are 

e x a m p l e s o f constra ints for enforcing s o m e security pol icy wi thin Unix . Before each example , we describe 

the constraint be ing specified. 

1. Every arrow m u s t connect an E n t i t y t o a S y s o b j . 

ftvoec Entity \ Any^f type c Sysobj 1 
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2. Every G r o u p m u s t be d i rec t ly c o n t a i n e d in at least one World , and a Group cannot be contained in 

a n y t h i n g excep t a Wor ld . 

type = World 

\typs * Group] [type = Group] 

3 . W h e n e v e r a U s e r ha s wr i t e access t o a F i l e , he or she should also have read access t o t h a t F i l e . 

type = User 
% write ̂  r 

V - - t f 
type = File 

4. Eve ry user D i r (e.g. , / u s r / d o e ) s hou l d con t a in t he t h r ee D i r s : b i n . s r c . and man. Note the two different 

v i sua l i za t ions of t h e c o n t a i n m e n t re la t ion in th i s c o n s t r a i n t . 

(type - Dir) & (name « 7 u s r r ) 

type 
i 

= Dir 

i i 

type « Dir & 
name «"bin" 

type » Dir & type « Dir & 
name «"man" 

5. For each U s e r n a m e d A, t h e r e shou ld be a D i r n a m e d A in / u s r / , a n d t h a t D i r shou ld con t a in a 

F i l e cal led M a i l t o wh ich user A is t h e only U s e r wi th r ead access . T h i s c o n s t r a i n t den ies all o t h e r U s e r s 

r ead access on A's ma i l file b e c a u s e , for each m a t c h i n g of i n s t a n c e p i c t u r e b o x e s t o t r igger boxes , each box 

m a t c h i n g t h e b o t t o m U s e r box m u s t be different f rom t h e b o x m a t c h i n g t h e t o p U s e r b o x . 

t y p e - U s e r & 
n a m e « " $ A " K r e a d 

t y p e - U s e r >r e a d 

H 

( t y p e * Dir) & ( n a m e - ' / u s r / " ) 

( t y p e - Dir) & ( n a m e - " $ A T ) 

( t y p e - Fi le) & 
| - - » j ( n a m e - "Mail") 

6. If a U»«r A has a D i r n a m e d p r i v a t * in his h o m e directory, then any F i l « or D i r contained in it should 

have the fol lowing t w o properties: A should have write access t o it , and n o other 0 » « r should have read 

access t o it. 
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type « User & 
name «"$A" 

type = User 

.write 

read 

(type «Dir) & (name « "$A") 

(type = Dir) & 
(name «"private") 

type c Sysobj 1 

J 

7. Be low is a constraint that a s y s t e m administrator might wish to establ ish. I t s ta tes t h a t no d i rec tory 

that appears anywhere in the M / u s r / " subtree can contain more than 20 entries. 

(type = Dir) & (name«7usrr) 

type = Dir 

type c Sysobj 

4 Tools 

4.1 Overview 

In o r d e r t o d e t e r m i n e t h e effect iveness of t h e M i r o l a n g u a g e s , we are deve lop ing a col lect ion of t oo l s t o s u p p o r t 

t h e c r ea t i on a n d use of i n s t a n c e a n d c o n s t r a i n t p i c t u r e s . W h a t m a k e s s o m e of t he se too ls p a r t i c u l a r l y novel 

a re t h e n o n - t r i v i a l a l g o r i t h m s i m p l e m e n t e d t o check for p r o p e r t i e s such as a m b i g u i t y . W h a t m a k e s t h e overall 

des ign of our Miro e n v i r o n m e n t particularly i n t e r e s t i n g a n d useful for p r o t o t y p i n g is t h e loose ly-coupled way 

in wh ich t h e i n d i v i d u a l t o o l s i n t e r a c t . 

W e d iv ide t h e se t of tools i n t o froni-end t oo l s a n d back-end t oo l s , as i l lustrated in F i g u r e 19. W e d r a w 

an ana logy here with convent ional compilers: these have a front-end that is s y s t e m i n d e p e n d e n t a n d a 

machine-specif ic back-end that handles code generation. T h e front-end M i r o too l s a r e i n d e p e n d e n t of t h e 

file s y s t e m s tructure of any specific operat ing s y s t e m , while the back-end tools incorporate i n fo rma t ion a b o u t 

a particular operat ing s y s t e m and i ts security policy. 

T h e front-end too l s are used conceptual ly as follows: one draws instance and c o n s t r a i n t pictures u s ing t h e 

editor, checks t h e ins tance picture for ambigui ty wi th the ambiguity checker, and then checks t h e i n s t a n c e 

picture against t h e constraint pictures wi th the constraint checker. T h e printing tool generates PostScript 

files s o hardcopies o f p ictures can be produced. All of the instance pictures in this paper were drawn w i t h 

the editor, checked wi th t h e ambigui ty checker, and printed by the printing too l . 

T h e t w o back-end t o o l s are opera t ing - sys t em dependent . T h e configurer generates a set of system-level 

c o m m a n d s tha t se t file and directory protect ions and user and process privileges as specified by an instance 

picture. T h e prober checks whether an ex is t ing file s y s t e m has the s a m e corresponding access matr ix as a 

given instance picture. 

W i t h t h e help o f an ex tens ive set of generic parsing routines s tored in the parser library, all front -end 

tools operate on a textual representat ion of p ictures wri t ten in a well-defined intermediate file format ( I F F ) . 
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Parser 
Library 

Postscript File 

Access-right 
Matrix 

File 
System 

F i g u r e 19: T h e Mi ro tools 

An IFF file consists of a list of entries. There is an entry for each object (box or arrow) in the picture, as 

well as an "inside" entry to list the boxes directly contained in each box, and an "editor" entry to list global 

characterist ics of the picture. Each entry consists of a list of attr ibute-value pairs, which provide a flexible 

way to include any information required for that entry. For example , the entry for a box will contain, among 

other things , its name, type, locat ion, and size. 

T h e parser library provides the routines necessary to parse I F F files, as well as some basic routines to 

manipu la te the result ing parse tree. T h e parser's input is an IFF file describing an instance picture or 

constraint picture. Its o u t p u t is a pointer to a list of structures , one for each entry in the intermediate 

file. Each s tructure po in t s to a list of at tr ibutes , one for each a t t r ibute /va lue pair in the intermediate file 

assoc iated wi th tha t s tructure's entry. 

Al l too l s drawn in rectangles in Figure 19 are semant ic -domain independent; those in ellipses depend on 

the s e m a n t i c - d o m a i n (in this paper , securi ty) . For example , a by-product of the ambigui ty checker is the 

s e m a n t i c interpretat ion ( i .e . , an access-rights matr ix) of an instance picture. T h e eventual goal is to use the 

s a m e s e m a n t i c - d o m a i n independent too ls wi th a different set of semant ic -domain dependent ones; that is, 

we intend t o use the s a m e picture languages to specify s y s t e m properties other than security. 

A s of October , 1989, the parser, printing tool , ambigui ty checker, and a basic editor are complete . We 

have a short v ideotape demons tra t ing these tools in use. Both instance and constraint pictures can by drawn 

wi th the editor , and more sophis t icated edit ing features are be ing added. Work is in progress on the design of 

the constraint checker and back-end tools . T h e rest of this sect ion discusses the design and implementat ion 
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of t h e e d i t o r , a m b i g u i t y checker , c o n s t r a i n t checker , a n d back -end tools . 

4.2 Editor 
T h e M i r o e d i t o r too l a l lows a user t o c r ea t e , view, a n d modify i n s t ance and c o n s t r a i n t p i c tu re s . Figures 20 

a n d 21 s h o w s a m p l e s n a p s h o t s of ed i t i ng sess ions on an i n s t a n c e a n d c o n s t r a i n t p i c t u r e , respect ively . 

i 
tjj Instance 
Q Constraint 

/Name 

label 

Arrow Parity: 
Positive Q Negative 

[CogvJ [CogvJ 

|Delete| (Jea3]j 

[SaveJ 

[UndoJ [PHntJ 

Help Window 

r mail 

r schedule 

F i g u r e 20: T h e M i r o e d i t o r a n d a s a m p l e i n s t a n c e p i c t u r e 

4 . 2 . 1 D e s i g n 

T h e editor window is d iv ided into three main parts: a menu , a help window, and a drawing area. C o m m a n d s 

t o the editor are through t h e m e n u s , direct mouse manipulat ion , and occasional keyboard entry. 

T h e top hal f o f the m e n u s h o w s what kind of picture is be ing drawn ( ins tance or constraint) ; it conta ins 

icons or b u t t o n s for t h e user t o se lect the t y p e of objec t he or she wishes t o draw and the at tr ibutes of t h a t 

objec t . T h i s part of the m e n u is more ex tens ive when drawing a constraint picture , s ince there are several 

t y p e s of arrows, and more a t tr ibutes for each objec t ( compare the m e n u s of Figures 20 and 21 ) . 

T h e lower half of the m e n u provides c o m m a n d s for s o m e s tandard graphical ed i t ing funct ions (Copy, 

D e l e t e , Undo, C l e a r , E x i t ) , for reading from and writ ing t o a file ( in I F F format) , for displaying t h e 

current at tr ibutes of a graphical object , and for interfacing t o the e ther Miro too l s (Ambig? and P r i n t call 

the ambigu i ty checker and postscr ipt print ing tool , respect ive ly) . O u t p u t from the ambigui ty t oo l can be 
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Figure 2 1 : T h e Miro editor and a sample constraint picture 

used to highlight boxes in the instance picture having an ambiguous relationship. 

T h e drawing area displays an actual instance or constraint picture. A user creates objects in the drawing 

area by se lect ing icons from the menu for the type of object desired (box or arrow) and the appropriate 

at tr ibutes , and then specifying with the mouse where the object should appear in the drawing area. In 

Figure 2 1 , for example , but tons have been chosen for drawing a conta inment arrow with attr ibutes "positive", 

"thick" and "starred". Objec t s in the drawing area can be se lected, resized, moved , copied or deleted. A user 

can also display and change the at tr ibutes of an object , such as its label , thickness (for constraint objects ) , 

or parity (for arrows) . 

One problem wi th visual s y s t e m s is the possibi l i ty of seeing t o o much information at once . T h e editor 

will provide several facil it ies for manag ing this information in the future, including zooming in and out , 

h iding the boxes inside any specified box , and scrolling vertically and horizontal ly across a large picture. 

4 .2.2 I m p l e m e n t a t i o n 

W e built the editor on top of the Garnet user interface deve lopment environment [Mye88] . Garnet provides us 

wi th an object -or iented graphics package, encapsulated input device handlers ( interactors) , and a constraint 

s y s t e m t o ease the pain of deve loping a graphical user interface. Garnet simplifies the creation of windows 

and m e n u s . Its object -or iented nature provides a convenient m e c h a n i s m for encapsulat ing attr ibutes , and 

t h e interactors allow the se lect ion and movement of c o m p o u n d objects . T h e Garnet constraint s y s t e m gives 
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us a w a y t o specify r e s t r i c t i o n s on t h e m a n i p u l a t i o n of ou r g r aph i ca l o b j e c t s (e .g. , t h e e n d s of a r rows in an 

i n s t a n c e p i c t u r e m u s t a lways be a t t a c h e d to boxes , even w h e n those boxes are m o v e d ) . G a r n e t itself is built 

on t o p of t h e X I 1 w i n d o w s y s t e m and C o m m o n Lisp. 

4.3 Ambiguity Checker 
Since our i n s t a n c e l a n g u a g e al lows for t h e c rea t ion of a m b i g u o u s p i c tu r e s , a n d s ince a m b i g u i t y in i n s t a n c e 

p i c t u r e s is n o t easily d e t e c t e d by a p e r s o n , it is necessa ry t o a u t o m a t e t h e process of check ing an i n s t ance 

p i c t u r e for a m b i g u i t y . 

T h e a m b i g u i t y checker cons ide r s ail pa i r s of a t o m i c user a n d file boxes a n d all access m o d e s . For each 

user / f i le pa i r of a t o m i c b o x e s , it s e a r ches for e i the r a pos i t ive a r row or a n e g a t i v e a r row of each access m o d e 

t o certify t h a t a pos i t i ve or n e g a t i v e r e l a t i o n s h i p ex i s t s b e t w e e n t h e t w o boxes . If no such cer t i f icate is found, 

t h e b o x e s have an a m b i g u o u s r e l a t i o n s h i p wi th r e spec t t o t h a t access m o d e . 

Since all pa i r s of a t o m i c b o x e s and all access m o d e s a re checked , t h e a m b i g u i t y checker also funct ions 

as an access m a t r i x g e n e r a t o r . If a p a r t i c u l a r c o m m a n d - l i n e a r g u m e n t flag is supp l i ed t o t h e p r o g r a m , it 

will pr in t out pos i t i ve a n d n e g a t i v e r e l a t i o n s h i p s b e t w e e n a tomic user and file boxes , in add i t i on to t he 

a m b i g u o u s ones . 

4 . 3 . 1 D e s i g n 

T h e a m b i g u i t y checker bu i ld s t h r e e t y p e s of s t r u c t u r e s in m e m o r y . F i r s t , it c o n s t r u c t s l ists of t he user and 

file b o x e s . S e c o n d , it c o n s t r u c t s l is ts of a r r o w s ; t h e r e is one list for each access m o d e . F ina l ly , for each 

b o x t y p e ( i .e . , use r a n d file), it c o n s t r u c t s a t w o - d i m e n s i o n a l relation matrix r e p r e s e n t i n g t h e c o n t a i n m e n t 

r e l a t i o n s h i p b e t w e e n every pa i r of b o x e s of t h a t t y p e . 

T h e i n t e r m e d i a t e file p r o v i d e s d i r ec t c o n t a i n m e n t i n fo rma t ion a m o n g b o x e s , so f rom t h e i n p u t file we 

a d d d i r ec t c o n t a i n m e n t r e l a t i o n s t o t h e r e l a t ion m a t r i c e s . T h e m a t r i x a t t h a t p o i n t will r ep re sen t a g r a p h of 

di rec t c o n t a i n m e n t a m o n g t h e b o x e s . However , t h e a m b i g u i t y check ing a l g o r i t h m r equ i r e s t h a t we also know 

if s o m e b o x is c o n t a i n e d in a n o t h e r a t any level . W e the re fo re c o m p u t e t h e i nd i r ec t c o n t a i n m e n t re la t ions 

by r u n n i n g a r e f l ex ive - t r ans i t ive c losure a l g o r i t h m on each of t h e r e l a t i on m a t r i c e s . 

T h e a m b i g u i t y a l g o r i t h m a l so r e q u i r e s t h a t we k n o w if o n e b o x cr isscrosses a n o t h e r , w h e r e box a criss

crosses b o x 6 if a a n d 6 a r e t h e s a m e b o x , or if n e i t h e r p r o p e r l y c o n t a i n s t h e o t h e r b u t t h e y c o n t a i n s o m e 

b o x c in c o m m o n ( a n d h e n c e o v e r l a p ) . W e r u n a n o t h e r a l g o r i t h m on t h e r e l a t i on m a t r i c e s t o a d d cr isscrosses 

r e l a t i o n s . A t t h i s p o i n t , t h e d a t a s t r u c t u r e s r e q u i r e d by t h e a m b i g u i t y a l g o r i t h m a r e c o m p l e t e l y bu i l t , a n d 

we a r e r e a d y t o s t a r t t e s t i n g for a m b i g u i t y . 

T h e a m b i g u i t y a l g o r i t h m w o r k s a s follows. For e a c h a t o m i c use r b o x u, a t o m i c file b o x / , a n d access 

m o d e m , i t s e a r c h e s for e i t h e r a p o s i t i v e or n e g a t i v e cer t i f ica te b e t w e e n u a n d f w i t h m o d e m . Hence fo r th , 

d i scuss ion of t h e a l g o r i t h m will b e w i t h r e s p e c t t o s o m e impl ic i t m o d e m ; w e r e p e a t t h e a m b i g u i t y t e s t for 

e a c h access m o d e . 

W e say b o x 6' is a n ancestor of b o x b if 6' a n d b a r e t h e s a m e b o x or if 6' c o n t a i n s b a t s o m e level . Let 

A b e t h e s e t of all a r r o w s c o n n e c t i n g an a n c e s t o r of u t o a n a n c e s t o r of / . A c c o r d i n g t o t h e def ini t ion of 

a m b i g u i t y , a n a r r o w c is a certificate for u a n d / if it is in A a n d if i t "ove r r i de s " all o t h e r a r r o w s in A. 

T h e r e f o r e , t o p e r f o r m t h e s e a r c h for a ce r t i f i ca te , we first p a r t i t i o n A i n t o t h e t w o s e t s A r a n d P of 

n e g a t i v e a n d p o s i t i v e a r r o w s , r e spec t ive ly . If b o t h N a n d P a r e e m p t y , we can i m m e d i a t e l y c o n c l u d e t h a t 
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t h e r e l a t ion b e t w e e n u a n d / is neg s ince th i s is t he defaul t . If one is e m p t y , b u t not the o the r , t hen we can 

also i m m e d i a t e l y conc lude t he re la t ion be tween u a n d / . 

O t h e r w i s e , b o t h N a n d P a re n o n - e m p t y . We first search these se ts to see if P c o n t a i n s a posi t ive 

cer t i f ica te . If so, t h e re la t ion be tween u a n d / is pos. If no t , we sea rch N t o see if it c o n t a i n s a nega t ive 

cer t i f ica te . If so, t h e r e l a t ion be tween u a n d / is neg. O t h e r w i s e , we m u s t conc lude t h a t t h e re la t ion be tween 

u a n d / is ambig. 

W e now desc r ibe precisely how t h e search for a cer t i f icate is pe r fo rmed . W i t h o u t loss of general i ty , say 

we a re looking for a pos i t ive cer t i f ica te . For each a r row p £ P, we check t h a t p "over r ides" all a r rows n £ X. 

If so, p is a pos i t ive cer t i f ica te ; if n o t , we t ry t he nex t a r row in P. If t h e r e are no m o r e a r rows to t ry , then 

P does n o t c o n t a i n a cer t i f ica te . W e now formally define w h a t it m e a n s for p t o "over r ide" n . Let pu and 

Pf be t h e b o x e s a t t a c h e d t o t h e ta i l a n d head of p r espec t ive ly ; s imi lar ly for nu a n d nj. T h e n p overrides 

n iff it is not t h e case t h a t pu cr isscrosses nu and pj cr isscrosses ny , or t h a t nu is c o n t a i n e d in p u , or t h a t 

nj is c o n t a i n e d in pj. 

4 . 3 . 2 I m p l e m e n t a t i o n 

T h e a m b i g u i t y checker was w r i t t e n t o be fast . As a resul t , it s o m e t i m e s sacrifices space for speed . For 

e x a m p l e , t h e r e l a t ion m a t r i c e s a re i m p l e m e n t e d as t r u e two-d imens iona l a r r a y s , i ncu r r ing an 0(n2) space 

cos t ; s ince these m a t r i c e s m a y be spa r se , it m igh t be m o r e p rac t i ca l to use some m o r e space-efficient spa r se -

m a t r i x r e p r e s e n t a t i o n . 

T h e b o x e s a re s t o r e d in t w o l inked lists: one for user boxes and one for file boxes . Each list is in t w o 

p a r t s : n o n - a t o m i c b o x e s a p p e a r first in t h e list , a n d a tomic boxes follow t h e m . A p o i n t e r to t he first a tomic 

box in t h e list is a l so s t o r e d so we can i t e r a t e e i the r over all boxes or all atomic boxes of e i t he r t y p e . 

E a c h b o x in t h e i n p u t is g iven an i n t e r n a l n a m e ( s y s n a m e ) . A n a r r o w is desc r ibed by l is t ing t h e s y s n a m e s 

of t h e boxes it c o n n e c t s ( a long w i t h o t h e r i n f o r m a t i o n ) . T h e p r o g r a m uses a h a s h t a b l e t o find a box quickly 

g iven i ts s y s n a m e . I t a l so uses a s e p a r a t e ha sh t a b l e t o s to re var ious ident i f iers such as legal e n t r y n a m e s , 

legal a t t r i b u t e n a m e s , access m o d e s , a n d o t h e r ident i f iers o c c u r r i n g in t h e i n p u t file. 

W e de r ived t h e re f l ex ive - t rans i t ive c losure a l g o r i t h m r u n on e a c h of t h e r e l a t ion m a t r i c e s from t h e a lgo

r i t h m d iscussed in s ec t i ons 5.6 a n d 5.7 of [AHU74] . W e m a d e s o m e s imple modi f i ca t ions t o th i s a l g o r i t h m . 

F i r s t , we used on ly t w o 0(n2) a r r a y s t o s t o r e t h e p r ev ious a n d c u r r e n t r e su l t s of t h e d y n a m i c p r o g r a m 

m i n g s t r u c t u r e s as o p p o s e d t o t h e 0(n3) s p a c e s u g g e s t e d . Second , ou r a l g o r i t h m m a i n t a i n s t h e d i s t i nc t i on 

b e t w e e n d i rec t c o n t a i n m e n t a n d ind i r ec t c o n t a i n m e n t . A l t h o u g h t h e a m b i g u i t y a l g o r i t h m d o e s no t r equ i re 

t h i s d i s t i n c t i o n , i t is free t o m a i n t a i n , a n d m a y be r equ i r ed by o t h e r too l s . 

T h e a l g o r i t h m t o a d d cr i sscrosses i n f o r m a t i o n t o t h e r e l a t i on m a t r i c e s is s t r a i g h t f o r w a r d . T w o boxes a 

a n d b c r i s sc ross if t h e y a r e t h e s a m e b o x , o r if n e i t h e r b o x c o n t a i n s t h e o t h e r a n d t h e r e is s o m e b o x c which 

is c o n t a i n e d b y b o t h a a n d 6. G i v e n t h e r e su l t s of t h e t r a n s i t i v e c losure a l g o r i t h m d e s c r i b e d a b o v e , each 

c r i ssc ross c o m p u t a t i o n c a n b e d o n e in c o n s t a n t t i m e . For eve ry p a i r of b o x e s a a n d 6, we therefore s imply 

s e a r c h all o t h e r b o x e s t o find a b o x c c o n t a i n e d by b o t h ; t h i s a l g o r i t h m is 0(n3) in t h e n u m b e r of boxes of 

a g iven t y p e . 

T h e o n l y o t h e r i m p l e m e n t a t i o n de t a i l w o r t h m e n t i o n i n g involve? the t e s t t o dec ide if o n e a r r o w p ove r r ides 

a n o t h e r a r r o w n . T h e def in i t ion of ove r r ides involves severa l c o m p a r i s o n s based on t h e r e l a t i onsh ip s be tween 

t h e b o x e s a t t h e t a i l s a n d h e a d s of p a n d n. W e s t o r e each poss ib le r e l a t i o n s h i p b e t w e e n t w o boxes of t h e 

s a m e t y p e ( e i t h e r n o r e l a t i on , d i r ec t c o n t a i n m e n t , c o n t a i n m e n t , or cr isscrosses) as a n u m b e r in t h e re la t ion 
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m a t r i x . So for eve ry pa i r of a r r o w s , we can quickly (in O ( l ) t i m e ) find t h e two n u m b e r s c o r r e s p o n d i n g to 

t h e r e l a t i o n s h i p s b e t w e e n t h e pa i r s of boxes a t t h e ta i ls and h e a d s of t h e a r r o w s . Us ing a s imple 4x4 static 

m a t r i x ( in i t ia l ized a t compi le t i m e ) t o r e p r e s e n t t h e over r ides resu l t a cco rd ing t o these t w o n u m b e r s , we can 

p e r f o r m t h e ove r r ides t e s t in c o n s t a n t t i m e . 

W e now cons ide r t h e a s y m p t o t i c w o r s t case t i m e c o m p l e x i t y of t h e a m b i g u i t y check ing a l g o r i t h m . Let n 

be t h e n u m b e r of b o x e s a n d m t h e n u m b e r of a r r o w s in t h e i n p u t . T h e n u m b e r of a t o m i c user boxes and 

t h e n u m b e r of a t o m i c file boxes a re each O ( n ) . T h e n u m b e r of a r rows of a p a r t i c u l a r access m o d e is O(m). 

T h e r e f o r e , t o i t e r a t e over all pa i r s of a t o m i c b o x e s a n d all access m o d e s t a k e s 0(n2m) t i m e . E a c h of t h e se ts 

N a n d P m a y b e O(m) in size, so s e a r c h i n g for a cer t i f icate m a y t a k e 0 ( m 2 ) t i m e . T h e r e f o r e , t h e overall 

w o r s t - c a s e r u n n i n g t i m e is 0 ( n 2 m 3 ) . T h i s u p p e r b o u n d shou ld b e c o m p a r e d t o t h e lower b o u n d of Q(n2m) 

r e q u i r e d s i m p l y t o g e n e r a t e t h e access m a t r i x . 

4.4 Constraint Checker 

T h e c o n s t r a i n t checker , like t h e a m b i g u i t y checker , is a f ron t -end too l . G iven an i n s t a n c e p i c t u r e a n d a 

c o n s t r a i n t p i c t u r e , t h e c o n s t r a i n t checker will d e t e r m i n e w h e t h e r t h e i n s t a n c e p i c t u r e is legal acco rd ing to 

t h e given c o n s t r a i n t . H e n c e t h i s too l will e n s u r e t h a t a p a r t i c u l a r u se r ' s s ecur i ty conf igura t ion confo rms to 

a given se t of s t a n d a r d s , p e r h a p s specified by a s y s t e m a d m i n i s t r a t o r . 

I n s t a n c e p i c t u r e s p r o v i d e an e legan t m e t h o d for specifying se t s of use r s a n d files. S imi lar ly , c o n s t r a i n t 

p i c t u r e s concisely r e p r e s e n t se t s of i n s t a n c e p i c t u r e s . T h e s e p i c t u r e l a n g u a g e s r e d u c e t h e specif icat ion work 

r equ i r ed of p e o p l e by a sk ing m o r e of t h e l a n g u a g e compi l e r s . In fact , d e t e r m i n i n g w h e t h e r an i n s t a n c e 

p i c t u r e sat isf ies a p a r t i c u l a r c o n s t r a i n t (us ing t h e m e t h o d be low) requ i res e x p o n e n t i a l t i m e in t h e wors t 

case . W7e have n o t found a p o l y n o m i a l - t i m e m a t c h i n g a l g o r i t h m a t t h e t i m e of t h i s w r i t i n g . T h e r e are a 

n u m b e r of h e u r i s t i c s t h a t i m p r o v e t h e t i m e s p e n t on typ i ca l cases [RC77] , [Luk80] , [Hof82], a n d [TE85] , b u t 

n o n e covers all poss ib le cases . 

T h e c o n s t r a i n t checker t a k e s u n a m b i g u o u s i n s t a n c e a n d c o n s t r a i n t p i c t u r e s as i n p u t . T h e access m a 

t r i x , c o m p u t e d b y t h e a m b i g u i t y checker , m u s t also be i n p u t if t h e c o n s t r a i n t p i c t u r e h a s a n y s e m a n t i c 

a r r o w s . O u t p u t cons i s t s of a b o o l e a n va lue t h a t a n s w e r s t h e q u e s t i o n " D o e s t h i s i n s t a n c e p i c t u r e sat isfy 

t h i s c o n s t r a i n t ? " , a n d o p t i o n a l l y a m e s s a g e de sc r ib ing wh ich i n s t a n c e b o x e s a n d a r r o w s failed t o satisfy t h e 

c o n s t r a i n t . 

H e r e is o u r i d e a for h o w t o check an i n s t a n c e p i c t u r e w i t h respect to a c o n s t r a i n t quickly . T h e c o n s t r a i n t 

can b e c o m p i l e d in to an abstract program, which can then be run on the input i n s t a n c e p i c t u r e t o i m p l e m e n t 

t h e m a t c h i n g process . T h e constraint compiler can look for certain features in the constraint . T h e s e f e a tu r e s 

include: the t y p e s of constraint arrows, the numeric constraint range, and the number of s u b b o x e s for each 

b o x in the trigger ( i .e . , all thick boxes ) . Creat ive appl icat ion of these features can reduce the t ime spent in 

finding ins tance subpic tures t h a t m a t c h the trigger. For instance , if ao semant i c arrows are present , t h e n t h e 

access matr ix need not b e searched. A l so , the nes t ing level of a constraint b o x can be used t o prune i n s t a n c e 

boxes from the search. In short , only those features relevant t o the current constraint need be c o m p u t e d for 

each ins tance picture. 

4.5 Back-end Tools 
After c o m p l e t i n g our picture language and constraint language tools , we plan t o work on a n u m b e r of 

b a c k - e n d too ls t h a t will provide direct i n t e r f aces wi th ex is t ing file s y s t e m s . T h e s e b a c k - e n d too l s a re t h e 
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file s y s t e m specific probers a n d configurers. A p robe r i n spec t s an ex i s t ing file s y s t e m , c o m p a r e s it wi th 

a n i n s t a n c e p i c t u r e , a n d s h o w s w h a t differences exis t . A configurer se t s file p r o t e c t i o n b i t s a n d / o r user 

pr iv i leges in a file s y s t e m a c c o r d i n g to a given i n s t ance p i c t u r e . 

W e a n t i c i p a t e t h a t t h e back -end too l s would be w r i t t e n cal l ing a n u m b e r of r o u t i n e s t o inspec t and make 

mod i f i ca t i ons t o an ex i s t ing file s y s t e m . T h e s e r o u t i n e s would con t a in all t he file s y s t e m specific code, and 

s e p a r a t e ve r s ions of t h e m could exis t for each t y p e of file s y s t e m t h a t M i r o was used to specify, e.g.. Unix . 

A n d r e w , or M u l t i c s . 

W i t h t h e s e r o u t i n e s we can use t h e p r o b e r t o ana lyze a file s y s t e m a n d c o m p u t e i ts access m a t r i x . We 

t h e n c o m p a r e th i s access m a t r i x t o t h a t de sc r ibed by an i n s t ance p i c t u r e , p e r h a p s d i scover ing d i sc repanc ies 

in s o m e e n t r i e s . U p o n d i scover ing such d i sc repanc ies w i th t h e p r o b e r , one could e i the r m a n u a l l y or a u t o 

m a t i c a l l y c o m p a r e t h e file s y s t e m wi th a given i n s t a n c e p i c t u r e . (If t h i s c o m p a r i s o n were a u t o m a t e d , t h e n 

t h e d i s c r epanc i e s m i g h t b e h igh l igh ted in t h e ed i to r . ) T h e p r inc ipa l t echn ica l difficulty wi th a u t o m a t i n g th is 

c o m p a r i s o n wou ld be keep ing t h e list of d i sc repanc ies sma l l . T h e user , wi th t h e a s s i s t ance of t h e o t h e r Miro 

too l s , can t a k e one of t h e fol lowing ac t ions : 

1. U p d a t e p i c t u r e m a n u a l l y . Because of t h e i n h e r i t a n c e rules for pos i t ive a n d nega t i ve a r rows in 

t h e i n s t a n c e l a n g u a g e , t h e r e a re m a n y i n s t a n c e p i c t u r e s wi th t h e s a m e access m a t r i x , and it is not 

a l w a y s s t r a i g h t f o r w a r d t o c o m p u t e which p o r t i o n of an i n s t a n c e p i c t u r e o u g h t t o be c h a n g e d . (Shou ld 

we c h a n g e t h e a r r o w s on top- level b o x e s or on deeply nes t ed b o x e s 9 ) In fact , finding t h e m i n i m a l 

set t h a t needs t o be c h a n g e d is a t least as h a r d as t h e N P - c o m p l e t e p r o b l e m of v e r t e x cover ing for 

g r a p h s [Kar72] . However , a few k n o w n heur i s t i c s can be a d a p t e d in th is case t o keep t h e n u m b e r of 

h i g h l i g h t e d p o r t i o n s of t h e p i c t u r e smal l [TE85] . 

2. U p d a t e fi le s y s t e m a u t o m a t i c a l l y . A l t e rna t i ve ly , we can feed t h e list of d i sc repanc ie s t o the 

conf igurer wh ich wou ld t h e n ad jus t file p r o t e c t i o n s a n d / o r p rocess pr ivi leges t o confo rm t o t h e low-

level access m a t r i x g iven by t h e i n s t a n c e p i c t u r e . 

3 . U p d a t e p i c t u r e a u t o m a t i c a l l y . R a t h e r t h a n a d j u s t i n g t h e file s y s t e m a u t o m a t i c a l l y , as in a l t e rna 

t ive 2 a b o v e , or a d j u s t i n g t h e p i c t u r e m a n u a l l y , as in a l t e r n a t i v e 1 above , we m i g h t t r y t o ad jus t t h e 

p i c t u r e automatically. I t is c e r t a i n l y poss ib le t o d o t h i s , s ince we can a lways find a t least one repre 

s e n t a t i o n of a n y access m a t r i x : a t t h e very least we can s imp ly r e p r e s e n t all files as a t o m s ( w i t h o u t 

us ing a n y h i e r a r c h y ) a n d all p rocesses (or users ) as a t o m s a n d d r a w t h e b i p a r t i t e g r a p h c o r r e s p o n d i n g 

t o t h e access m a t r i x . Of cou r se , s u c h a na ive r e p r e s e n t a t i o n would b e n o m o r e c o m p r e h e n s i b l e t h a n a 

l i s t ing of t h e access m a t r i x itself. W h a t we real ly wou ld w a n t in t h i s case is a " p r e t t y p r i n t e d " i n s t a n c e 

p i c t u r e t h a t w o u l d t a k e a d v a n t a g e of t h e h i e r a r ch i ca l s t r u c t u r i n g s u p p o r t e d in t h e i n s t a n c e l a n g u a g e . 

A d d i t i o n a l difficulties w o u l d b e e n c o u n t e r e d if we ins is t t h a t t h e " p r e t t y p r i n t e d " i n s t a n c e p i c t u r e con

fo rm t o a n a r b i t r a r y c o n s t r a i n t spec i f ica t ion . T h e s e difficulties pose a n u m b e r of cha l l eng ing resea rch 

p r o b l e m s . I n d e e d , in t h e e x t r e m e case , w h e r e t h e i n p u t s t o o u r a u t o m a t e d " p i c t u r e - u p d a t e " a lgo

r i t h m a r e a c o m p l e x file s y s t e m conf igu ra t ion for a n o p e r a t i n g s y s t e m w i t h a h igh ly flexible p r o t e c t i o n 

s c h e m e ( such as I T O S S [RT87] or H Y D R A fWLH81]) a n d t h e e m p t y i n s t a n c e p i c t u r e , t h e l ikel ihood 

of o b t a i n i n g a s a t i s f a c t o r y r e su l t s e e m s d i m , s ince t h e r e a re t o o m a n y e q u i v a l e n t a l t e r n a t i v e i n s t a n c e 

p i c t u r e s poss ib l e . Howeve r , in t h e case w h e r e t h e n u m b e r of d i s c r epanc i e s b e t w e e n t h e p i c t u r e a n d t h e 

file s y s t e m is s m a l l , we a r e likely t o d o b e t t e r t h a n in t h e w o r s t case . 
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S u p p o r t for t h e first t w o a l t e r n a t i v e s seems feasible, b u t t h e t h i r d o p t i o n is cons ide rab ly more difficult 

a n d wou ld r equ i r e t h e so lu t ion of s o m e basic research q u e s t i o n s . 

5 Evaluation and Further Research 

5.1 Miro as a Security Specification Language 

M i r o d e m o n s t r a t e s t h a t it is poss ib le t o specify s ecu r i t y visual ly . B u t h o w useful is i t ? Is M i r o successful 

in i ts a t t e m p t t o p r o v i d e a s ingle m e t h o d for s e c u r i t y speci f ica t ion whi le sa t i s fy ing t h e j o i n t r e q u i r e m e n t s of 

r igor a n d s t r a i g h t f o r w a r d n e s s ? C o n s i d e r first t h e r e q u i r e m e n t of m a t h e m a t i c a l r igor . In t h i s p a p e r , we have 

seen t w o e x a m p l e s of s e c u r i t y speci f ica t ion l a n g u a g e s , t h e i n s t a n c e l a n g u a g e a n d t h e c o n s t r a i n t l a n g u a g e ; 

c e r t a i n l y o u r fo rmal s e m a n t i c s for t h e i n s t a n c e l a n g u a g e s h o w s t h a t we can des ign a v isua l l a n g u a g e t h a t 

sat isf ies t h e s t r i c t e s t r e q u i r e m e n t s of r igor . W h i l e we h a v e n o t p r e s e n t e d a fo rmal s e m a n t i c s for t h e c o n s t r a i n t 

l a n g u a g e h e r e , val id c o n s t r a i n t p i c t u r e s also have comple t e ly precise and u n a m b i g u o u s m e a n i n g s . 

I t is imposs ib l e t o m a k e a defini t ive s t a t e m e n t a b o u t how easy it is t o use M i r o w i t h o u t ex t ens ive user 

t e s t s . B a s e d on p r e l i m i n a r y i m p r e s s i o n s , we bel ieve t h a t i n s t a n c e p i c t u r e s a re p e r s p i c u o u s t o mos t u se r s . 

T h e c o n s t r a i n t l a n g u a g e is m o r e difficult t o m a s t e r t h a n t h e i n s t a n c e l a n g u a g e . B u t t h e i n fo rma t ion c a p t u r e d 

by t h e c o n s t r a i n t l a n g u a g e w o u l d o t h e r w i s e b e expres sed as an u n s t r u c t u r e d se t of p r e d i c a t e s in c o m p e t i n g 

n o t a t i o n s t h a t a re solely t e x t u a l , such as t h o s e used to specify P S O S [NBF*80] or t h e B e l l - L a P a d u l a m o d e l . 

In t h e des ign of t h e c o n s t r a i n t l a n g u a g e we h a v e ident if ied v isual r e p r e s e n t a t i o n s for t h e c o m m o n i d i o m s 

used in t h e s ecu r i t y d o m a i n , a b s t r a c t i n g away from t h e m o r e difficult t e x t u a l m o d e l s . In s h o r t , ou r v i sua l 

i d ioms wou ld compi l e i n t o t h e s e " a s s e m b l y - l e v e r 1 t e x t u a l l a n g u a g e s . T h e c o n s t r a i n t l a n g u a g e p rov ides users 

w i t h a concise ye t exp re s s ive se t of c o n s t r u c t s w i t h which t o specify a n d e v a l u a t e different ex i s t i ng secur i ty 

m o d e l s a n d t o des ign a n d e x p e r i m e n t wi th n e w , m o r e a m b i t i o u s m o d e l s . 

M o r e o v e r , t o o l s s u c h as o u r c o n s t r a i n t checker a n d b a c k - e n d tools will a l low t h o s e w h o w r i t e visual 

spec i f ica t ions t o r ecogn ize t h e consequences of the i r spec i f ica t ions m o r e quickly. Us ing t he se too l s , peo

ple could quick ly g e n e r a t e la rge n u m b e r s of e x a m p l e s a n d t e s t t h e m for con fo rmi ty w i t h t h e c o n s t r a i n t 

checker . T r a d i t i o n a l spec i f ica t ion m e t h o d s d o n o t h a v e t h e s e s o r t s of too l s . T h e ab i l i ty t o g e n e r a t e e x a m p l e s 

quick ly m i g h t h a v e h e l p e d p r e v e n t p r o b l e m s t h a t have s h o w n u p in s t a n d a r d s e c u r i t y spec i f ica t ions . For 

e x a m p l e , M c L e a n h a s c r i t ic ized t h e B e l l - L a P a d u l a m o d e l for n o t a c c u r a t e l y c a p t u r i n g t h e in formal specifi

c a t i o n [ M c L 8 5 , M c L 8 7 ] , O u r r i ch se t of t oo l s a l lows use r s t o see , i m m e d i a t e l y a n d expl ic i t ly , effects of the i r 

spec i f ica t ion t h a t t h e y w o u l d o t h e r w i s e h a v e t o i m a g i n e (poss ib ly i n c o r r e c t l y ) in t he i r h e a d s . 

5.2 Mir6 as a Visual Formalism 
M i r o d e m o n s t r a t e s t h e p o w e r of v i sua l f o r m a l i s m s b y g iv ing t w o different s e m a n t i c d o m a i n s i n t o w h i c h one 

s y n t a c t i c d o m a i n ( b o x e s a n d a r r o w s ) m a p s : access m a t r i c e s (for i n s t a n c e p i c t u r e s ) a n d i n s t a n c e p i c t u r e s 

(for c o n s t r a i n t p i c t u r e s ) . T h e fac t t h a t w e w e r e ab l e t o e m b e d t h e s e v e r y different d o m a i n s in a c o m m o n 

f r a m e w o r k s h o w s t h e flexibility a n d p o w e r of t h e M i r o n o t a t i o n . T o H a r e l ' s c r e d i t , m u c h of t h i s flexibility is 

i n h e r i t e d f rom his o r ig ina l w o r k o n h i g r a p h s [Har88] . 

T h e i n s t a n c e l a n g u a g e w o r k s b e c a u s e i t h a s a f i r s t -order u n i v e r s e p r i m a r i l y cons i s t i ng of u n a r y a n d b i n a r y 

r e l a t i o n s over a h i e r a r c h i c a l d o m a i n . T h e r e is n o t h i n g specific t o s ecu r i t y a b o u t t h i s n o t a t i o n ; w i t h m i n o r 

m o d i f i c a t i o n s t h e i n s t a n c e l a n g u a g e cou ld b e app l i ed t o a n y se t of o b j e c t / e n t i t y r e l a t i o n s ( in M i r o , we t ook 
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t h e s e t o be f i le-system accesses) t a k e n over a se t - theo re t i c d o m a i n (in Mi ro , t hese consis t of files, g roups of 

files, u se r s , a n d g r o u p s of u se r s ) . T h e mos t difficult chal lenge we faced in des ign ing the i n s t ance l anguage 

w a s in deve lop ing t h e e x c e p t i o n m e c h a n i s m , whe reby an a r row could overr ide a less deeply nes ted a r row, 

a n d t h e n des ign ing a l g o r i t h m s a n d tools to d e t e c t a n d disal low t h e a m b i g u o u s p i c tu r e s t h a t t h e excep t ion 

m e c h a n i s m i n t r o d u c e d . 

In c o n t r a s t , t h e c o n s t r a i n t l a n g u a g e p u s h e s t h e h i g r a p h n o t a t i o n m u c h fu r the r . Here we needed each 

c o n s t r a i n t p i c t u r e t o specify s o m e set ( typ ica l ly infinite) of all legal i n s t a n c e p i c t u r e s . As a r g u e d above , 

t h i s h a s b e e n a very cha l l eng ing p r o b l e m in t h e p a s t for t e x t - b a s e d speci f ica t ions . In essence , w h a t we have 

d o n e is t o al low quan t i f i ca t ion a n d imp l i ca t i on over ou r first-order p r o p e r t i e s t o b e expressed in a visual 

n o t a t i o n . T h e t h r e e t y p e s of r e l a t i ons expressed by our a r rows a re q u i t e different: in t h e case of s y n t a x 

a n d c o n t a i n m e n t a r r o w s we a re exp re s s ing re l a t ions t h a t would b e i m m e d i a t e l y visible only f rom t h e s y n t a x 

of t h e i n s t a n c e l a n g u a g e p i c t u r e s . O n t h e o t h e r h a n d , t h e s e m a n t i c a r row expres ses r e l a t ions t h a t result 

f rom t h e i n t e r p r e t a t i o n of o u r i n s t a n c e p i c t u r e s . In o the r w o r d s , t h e s e m a n t i c s of ou r c o n s t r a i n t p i c tu re s 

quant i f ies over t h e s e m a n t i c s of our i n s t a n c e p i c tu r e s as well as t h e i n s t a n c e p i c t u r e ' s s y n t a c t i c p rope r t i e s . 

W e only ca r r i ed th i s m e t a - s e m a n t i c s t o one level; if M i r o were used for specifying d o m a i n s more complex 

t h a n secur i ty , we m i g h t w a n t t o nes t t hese meta - l eve l s of s e m a n t i c s more deeply. 

E v e n in t h e a r e a of secur i ty , t h i s m e t a - s e m a n t i c s could be exp lo i t ed a second t i m e . We migh t cons ider 

i n t r o d u c i n g a transition language t h a t could express t he d y n a m i c s of file s y s t e m p r o t e c t i o n s . T h i s sor t of 

p i c t u r e wou ld al low us t o a n s w e r t h e ques t i ons such as , "Given a s ingle i n s t a n c e p i c t u r e , t o which o t h e r 

i n s t a n c e p i c t u r e s can we legally m o v e in a s ingle o p e r a t i n g s y s t e m a c t i o n ? " or "Given an i n s t ance p i c t u r e 

A, can we m o v e t o an i n s t a n c e p i c t u r e B w i t h o u t going t h r o u g h any " d a n g e r o u s " ( i .e . , insecure ) i n s t a n c e 

p i c t u r e s ? " . If we view e a c h i n s t a n c e p i c t u r e as a n o d e , t h e n t h e t r a n s i t i o n l a n g u a g e expresses t h e d i rec ted 

g r a p h s h o w i n g how we can legally m o v e from one node to a n o t h e r n o d e . W e could t h e n fu r the r genera l ize 

by def ining a l a n g u a g e of c o n s t r a i n t s on t r a n s i t i o n p i c tu r e s , or a t r a n s i t i o n l a n g u a g e on c o n s t r a i n t p i c t u r e s 

( t o specify legal c h a n g e s t o s e c u r i t y pol ic ies) . W e bel ieve t h a t t hese so r t s of m e t a - s e m a n t i c h i e ra rch ies on 

v isual l a n g u a g e s can find wide use in m a n y app l i ca t i on d o m a i n s . 

5.3 Areas for Further Research 

As c u r r e n t l y def ined, M i r o fac i l i t a tes p r o t o t y p i n g secu r i ty m o d e l s . M i r o b y itself, however , h a s o p e n e d 

a n u m b e r of r e sea r ch p r o b l e m s such as : h i g r a p h - l a y o u t p r o b l e m s i n t r o d u c e d by o u r b a c k - e n d too l s , more 

efficient a m b i g u i t y check ing a l g o r i t h m s , c o n s t r a i n t check ing a l g o r i t h m s t h a t a re a l m o s t a lways fast , fo rmal 

spec i f i ca t ion of g r a p h i c a l p r o p e r t i e s a n d o p e r a t i o n s , a n d t h e a p p l i c a t i o n of t h e M i r o l a n g u a g e s t o a r ea s o t h e r 

t h a n secur i ty . 
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A Formal Semantics of the Instance Language 

A l t h o u g h t h e i n s t a n c e l a n g u a g e itself is p r imar i ly visual , we give its s e m a n t i c s in a wel l -known d e n o t a t i o n a l 

l a n g u a g e : t h e l a n g u a g e of m a t h e m a t i c s . We bui ld p ropos i t i ons o u t of set t heore t i c c o n s t r u c t s , and use 

f i r s t -order logic t o r ea son a b o u t t h e m . T a b l e 3 l is ts t h e defini t ions we will need to bui ld these p ropos i t i ons . 

T a b l e 3 defines t h e r e p r e s e n t a t i o n for all ob j ec t s in ou r figures. It a lso defines some o p e r a t o r s : s u b b o x e s 

of one b o x (<r), s u b b o x e s of m a n y boxes ( r ) , a n d all s u b b o x e s of m a n y boxes ( r ' ) . [ M T W 8 9 ] descr ibes th is 

t a b l e in m o r e de t a i l t h a n we do he re . G i v e n th i s formal r e p r e s e n t a t i o n , we can c o n s t r u c t p r e d i c a t e s t h a t 

exp re s s o b j e c t i n t e r a c t i o n . In p a r t i c u l a r , we need to say how different boxes are r e la ted , a n d which a r rows 

jo in w h i c h b o x e s . W e p r e s e n t t he se se t c o n s t r u c t o r s a n d p r e d i c a t e s be low; t h e y are i l l u s t r a t e d in F igure 22 

a n d T a b l e 2. F ree va r i ab les (x , y , P , P ' , TV, N') in t h e def ini t ions be low r a n g e over e l e m e n t s in BOXES. 

F i g u r e 22: I l l u s t r a t i on for t h e aux i l i a ry def in i t ions 

X | members(X) tnstde-of(X) contains(X) crtsscrosses(X) 

1 { i } 0 { 1, A , B } 0 
2 { 2 } 0 { 2, A , B } 0 
3 { 3 } 0 { 3 , A , C } 0 
4 { 4 } 0 { 4 , A , D } 0 
5 { 5 } 0 { 5, A , C , D } 0 
6 { 6 } 0 { 6, A , D } 0 
7 { 7 } 0 { 7, A , C } 0 
A { 1, 2 , 3 , 4, 5, 6, 7 } { 1, 2, 3 , 4, 5, 6, 7, B , C , D } { A } 0 
B { 1 , 2 } { 1 . 2 } { A, B } 0 
C { 3 , 5, 7 } { 3 , 5, 7 } { A , C } { D } 
D { 4 , 5, 6 } { 4 , 5 , 6 } { A, D } { C } 

T a b l e 2: S o m e p r o p e r t i e s of t h e p i c t u r e in F i g u r e 22 

Before b e g i n n i n g t h e p r e s e n t a t i o n , we m u s t clarify s o m e a s p e c t s of o u r n o t a t i o n . T h r o u g h o u t t h e 



Enti ty S y m b o l E x a m p l e 

Se t of Fi le Ident i f ie rs 

Se t of P r o c e s s Ident i f ie rs 

B o x C o n s t r u c t o r : 

Se t of Boxe s w i t h 

ident i f ie rs in J , 

w h e r e Z = Fid or P%d 

Set of File Boxes 

Set of P r o c e s s B oxe s 

Set of All B oxe s 

S u b b o x O p e r a t o r s 

A t o m i c Boxe s 

Set of Relat ion T y p e s 

Arrows 

Fid 

B% = { (0 , id) \ id 6 1} 

{(x , id) | x € (2B* — { 0 } ) A id € 1} 

{<x, i r f > | x € ( 2 B r , - { 0 } ) A i r f € l } 

i = 0 

i=0 

BOXES = FuP 

<TF • F ~-2F 

c P : P ~ 2 p 

ffi((X, id)) = X 

a = ffjr U Op 
T . t^BOXES 2 B O X E S 

r(X)= \Jtr(x) 
oo 

T*(X)=\j7*[X) 
; = o 

,4 T O M S = 
{ x | x € £ O * £ S a < 7 ( x ) = 0 } 

P x F x TYPES x { pos, neg } 

{ /usr/Alice/private, /etc/passwd } 

{ Alice, Bob, Charlie } 

Bj is t h e set of a t o m s 

Br is t h e set of boxes 

c o n t a i n i n g a t o m s 

(0, Alice) ^ Alice 

( {(it, Alice), (0, Bob)}, 

Group 2) 

{ I Alice 
Group 2 

Alice Bob 

{ read, write, execute } 

Table 3: Ins tance language syntac t i c ent i t ies; examples are from Figures 1 and 3 

pendix , indentat ion is used t o reduce the number of parentheses , negat ion symbol s (-») will bind more closely 

than conjunct ion ( A ) , and conjunct ion will bind more closely than disjunct ion (V) . Implicat ion is less 

restrict ive than these , but will bind more closely than the quantifiers (V, 3 ) . T h e symbol (W) will be used 
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t o d e n o t e t h e un ion of t w o dis joint se t s , and ( = ) will be used to define new c o n s t r u c t s 

T h e final access m a t r i x does not d e p e n d on t h e s h a p e s of boxes , b u t r a t h e r , on which a t o m s are con ta ined 

in each box . T h e se t c o n s t r u c t o r members gives us t he set of all a t o m s c o n t a i n e d wi th in a box . T h e other 

set c o n s t r u c t o r s use members in the i r def ini t ions . 

members(x) i { a | a £ ATOMS A a£ rm({ x }) } 

M a n y p i c t u r e s have boxes t h a t nes t in a h ie ra rch ica l fashion. We use mstde-of a n d contains to give us 

t h e d e s c e n d a n t s a n d a n c e s t o r s of a p a r t i c u l a r box . 

tnside-oJ[x) = { b \ b £ BOXES A members(b) C members(x)} 

contams(x) = { 6 | b £ BOXES A members(x) C members(b)} 

However , we do n o t r equ i re s t r i c t ly h ie ra rch ica l p i c tu res ; p i c tu re s m a y c o n t a i n ove r l app ing boxes . We 

define t h e se t crisscrossesfx) a n d o p e r a t o r >4 t o r epresen t o v e r l a p p i n g boxes . T h e s e will be useful in the 

C l o s u r e L e m m a be low. 

cnsscrosses(x) = { b \ b £ BOXES A (members (x) D members(b) ^ 0) A 

(6 £ {inside-of{x) tel contains{i)))} 

x >Q Y = (members(x) = members(Y) V x £ crisscrosses (y)) 

T h e r e a r e t w o final def in i t ions . P O S ( P , P 1 ) a n d N E G ( N . N ) . T h e s e are t r u e w h e n a pos i t ive (nega t ive ) 

a r r o w c o n n e c t s b o x e s P and P ' (N a n d N ' ) . 

POSl(P, P') = ( P , />', r\ pos) £ ARROWS 

NEGl(N, N') i (N, A r \ i , neg) £ ARROWS 

T o clarify t h e i n t e r a c t i o n s of t h e s e def in i t ions , we i n t r o d u c e t h e c o n c e p t of box level a n d t h e Closure 

L e m m a . B o x level refers t o t h e h i e r a r c h y imposed on boxes t h r o u g h c o n t a i n m e n t . T w o boxes a re sa id t o be 

at the same level if a n d on ly if X >4 Y . 3 If X £ tnside-of (Y), Y is sa id t o have a higher level t h a n box A', 

a n d X a lower level t h a n box Y. In F i g u r e 23 , A a n d B have t h e s a m e level, n e i t h e r C nor D is r e l a t ed by-

level t o a n y o t h e r b o x (s ince t h e y h a v e n o m e m b e r s in c o m m o n ) , F h a s a lower level t h a n E h a s a h igher 

level t h a n F, a n d F h a s t h e s a m e level as itself. 

B 

F i g u r e 23: I l l u s t r a t i o n of box level. 

T h e fol lowing l e m m a i l l u s t r a t e s s o m e r e l a t i o n s h i p s a m o n g t h e s e def in i t ions . 

3 Just a* a is not transitive, neither is AT THE TAME LEVEL. 
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L e m m a 1 ( C l o s u r e ) / / two boxes B. B' both contain the same itomic box. then exactly one of B >< B'. 

B € ins ide-of (B1), or B' € inside-of (B) is true. 

P r o o f in [ M T W 8 9 ] . 

T h e i n t e r p r e t a t i o n of an i n s t a n c e p i c t u r e in t h e s ecu r i t y d o m a i n is an access m a t r i x . T h e access matrLx 

Z is t h r e e - d i m e n s i o n a l , wi th axes be ing Processes, Files, a n d t y p e s of Relations. E n t r i e s in t h e m a t r i x r ange 

over va lues pos, neg, a n d ambig. Let t be t h e t y p e of t h e re la t ion , p an a t o m i c b o x r e p r e s e n t i n g t h e process , 

a n d / a n a t o m i c b o x r e p r e s e n t i n g t h e file. T h e i n t e r p r e t a t i o n is t h a t if Z (p, f t) is pos t h e n process p can 

access file / a c c o r d i n g t o r e l a t i o n s h i p t y p e t. If Z (p, f t) is neg, t h e n p c a n n o t access / a cco rd ing t o t. If 

Z (p, f, t) is ambig, t h e access c a n n o t be d e t e r m i n e d . W e w a n t t o d e t e c t a n d e l i m i n a t e all such a m b i g u i t y 

in t h e m a t r i x . 

In w h a t fol lows, P a n d P' will identify t h e boxes a t t h e ta i l a n d h e a d , respec t ive ly , of a pos i t ive a r row, 

a n d N a n d N' will ident i fy t h o s e a t t h e ta i l a n d head of a n e g a t i v e a r r o w . If a pos i t ive a n d n e g a t i v e ar row 

b o t h e m a n a t e f rom t h e s a m e b o x , b o t h P and N would labe l t h e s a m e process b o x . S imi la r ly . P' and . V 

m i g h t l abe l t h e s a m e file b o x . Boxed s y m b o l s (e .g. , [x]) a re used in t h e fo rmulas be low t o n a m e c lauses for 

l a t e r re ference , a n d have no s e m a n t i c or logical i n t e r p r e t a t i o n . 

Z ( p , / , 1) is pos iff 

A 

3p,p ' p€ members(P) A f £ members(P') A POSl(P, P') A 

Vat.jv ( p € members(N) A / £ members(Nf) A NEGl(N, N')) 

Q ] ( P « N A P ' £2 A" ) V "J 

[2J A' ' € inside-of{F) V 

[ 00 iV € inside-of (P) 

Z is p o s i t i v e w h e n t h e s m a l l e s t enc los ing boxes h a v e on ly pos i t i ve a r r o w s ; call t h e s e b o x e s P a n d P'. We 

r equ i r e t h a t n o n e g a t i v e a r r o w jo in t h e following p a i r s of boxes : b o x e s a t t h e s a m e level a s P and P' (case 

|T] a b o v e ) , one b o x a t a lower level t h a n P o r P ' , a n d t h e o t h e r b o x a t a n y level (cases 

[5] a n d 00 
a b o v e ) . 

Z(pJJ) is neg iff (2) 

B 

3jv,Af p € members(N) A / 6 members(N') A NEGl(N, N') A 

Vp,P- ( P € members(P) A / € members(P') A POSf(P, />')) 

[T] (P £3 N A P' a N') V 

0P'6 mside-of (N') V 

|I] P € inside-of (N) 

VB,B' B € c o n t a i n s (p) A B ' 6 cont r . tns ( / ) => 

^POS'iB, B') A ^NEG'(B, B') 
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Z is n e g a t i v e when the smal les t enc los ing boxes have only negat ve a r rows (call these boxes .V and A"'), 

or w h e n no s u r r o u n d i n g boxes are connec t ed by a r rows . In t h e former case, we requi re that no positive 

a r r o w jo in t h e fol lowing p a i r s of boxes : boxes a t t h e s a m e level as A' a n d . V (case Q] above); one box at a 

lower level t h a n N or A r / , and t h e o t h e r box a t any level (cases [7] and [3] a b o v e ) . 

Z{p.f< t) is ambig o the rwi se . (3) 

T h e va lue of an e l e m e n t of Z is a m b i g u o u s when n e i t h e r a pos i t ive nor a n e g a t i v e r e l a t ionsh ip holds An 

expl ic i t de r iva t i on of t h o s e p i c t u r e s t h a t are a m b i g u o u s follows. 

L e m m a 2 A relation between two atomic boxes may not be both pos and neg . 

P r o o f in [ M T W 8 9 ] . 

L e m m a 3 If the relation between p and f is ambiguous according to type t , then there must be at least two 

pairs of boxes surrounding both p and f. one pair connected by a positive arrow and the other by a negative 

arrow. 

P r o o f in [ M T W 8 9 ] . 

F ina l ly . E q u a t i o n 4 gives t h e c losed-form definit ion of amb igu i ty . 

Z(p,f', t) is ambig iff (4) 

E3 
v > P ' ~*{p€ members(P) A / £ members(P') A POSl(P, P')) V 

3 * . * ' p€ members(N) A / € members(X') A NEG*(N < A") A 

|T] ( P ^ Ar A P ' * « A " ) v 

[5] N' £ inside-of(P') v 

[|] N € mside-of(P) 

vV .N ' - • ( ? € m c m 6 e r s ( N ) A / € mtmbtrs{N') A NEG\N, N')) V 

3 p , P ' p € members(P) A f 6 members(P') A POSl{P, P') A 

[5] P ' € xnsxde-of (N') V 

[ | ] P 6 xnstde-of(N) 

# € contains (p) A B' € contains ( / ) A 

(POS^B, B') V NEG'(Bt B')) 
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