Adaptive Distributed Caching for Scalable Machine Learning Services

Submitted in partial fulfillment of the requirements for
the degree of
Doctor of Philosophy
in

Electrical and Computer Engineering

Utsav Drolia

B.Eng., Electronics and Communication, Manipal University
M.S., Embedded Systems, University of Pennsylvania

Carnegie Mellon University
Pittsburgh, PA

August 2017



(© 2017 Utsav Drolia.
All rights reserved.



iii
Acknowledgements

First and foremost, I would like to thank my parents for making it possible for me to travel to a
different country and encouraging me to study further. None of this would be possible without
their blessing and support.

I would like to thank my friend, ally and wife, Megha for being the pillar, the shoulder and
the cheerleader throughout this journey. Thank you for believing in me when I didn’t, and for
being there whenever I needed a sympathetic ear.

I would like to thank my advisor and my guide, Prof. Priya Narasimhan, for allowing me into
her research group, and into CMU. Thank you for this opportunity and for believing in me. Thank
you for teaching me how to conduct research, how to think about problems, put my ideas into
words and to present them in a coherent manner. Your passion for research and sheer capacity
for hard work have been an inspiration.

I would like to thank members of my thesis committee, Prof. Dan Siewiorek, Dr. Rajeev
Gandhi, and Dr. Marina Thottan for guiding my research and providing insightful feedback.
Thank you for making time to go over my dissertation and for my defense. I would also like to
thank Dr. Ravi Iyer for his feedback and support.

I would like to thank my mentor during my internship at Bell Labs, Dr. Katherine Guo. Thank
you for letting me chose my internship project and for guiding me during, and even after my
internship.

I would like to thank Dr. Rajeev Gandhi for providing technical feedback on every project I
undertook over my years at CMU. I would also like to thank all of my colleagues at CMU - Jiaqi,
Nathan, Rolando, Kunal and Soila. Soila, thank you for guiding me through my first substantial
Ph.D project, and my first significant publication. Kunal, thank you for your enthusiasm and
encouragement. Rolando, thank you for introducing me to different fields of distributed systems
research. Jiagi and Nathan, thank you for being a sounding board for my ideas.

I would like to thank faculty at CMU - Phil Koopman for teaching me about software for em-
bedded systems, Tom Mitchell for teaching me about machine learning, Bill Nace for introducing
me to distributed systems, and Dan Siewiorek and Asim Smailagic for teaching me about building
end-to-end systems in teams.

I would also like to thank Karen Lindenfelser, Joan Digney, Jennifer Zeni, Toni Fox, Nathan



iv

Snizaski, and Samantha Goldstein, who have allowed me to focus on my research while depending
on them for any administrative support.

I would like to thank my friends in Pittsburgh for being a second family.

During my dissertation research, I received financial support from the Intel Science and Tech-
nology Center for Cloud Computing (ISTC-CC) and Embedded Computing (ISTC-EC), Carnegie
Mellon’s CyLab and Parallel Data Lab, and from the CMU-Portugal Program. I also received

support in the form of equipment and data from YinzCam Inc.



Abstract

Applications for Internet-enabled devices use machine learning to process captured data to make
intelligent decisions or provide information to users. Typically, the computation to process the
data is executed in cloud-based backends. The devices are used for sensing data, offloading it
to the cloud, receiving responses and acting upon them. However, this approach leads to high
end-to-end latency due to communication over the Internet.

This dissertation proposes reducing this response time by minimizing offloading, and pushing
computation close to the source of the data, i.e. to edge servers and devices themselves. To
adapt to the resource constrained environment at the edge, it presents an approach that leverages
spatiotemporal locality to push subparts of the model to the edge. This approach is embodied in
a distributed caching framework, Cachier.

Cachier is built upon a novel caching model for recognition, and is distributed across edge
servers and devices. The analytical caching model for recognition provides a formulation for
expected latency for recognition requests in Cachier. The formulation incorporates the effects of
compute time and accuracy. It also incorporates network conditions, thus providing a method
to compute expected response times under various conditions. This is utilized as a cost function
by Cachier, at edge servers and devices. By analyzing requests at the edge server, Cachier caches
relevant parts of the trained model at edge servers, which is used to respond to requests, mini-
mizing the number of requests that go to the cloud. Then, Cachier uses context-aware prediction
to prefetch parts of the trained model onto devices. The requests can then be processed on the
devices, thus minimizing the number of offloaded requests. Finally, Cachier enables cooperation
between nearby devices to allow exchanging prefetched data, reducing the dependence on remote
servers even further.

The efficacy of Cachier is evaluated by using it with an art recognition application. The appli-
cation is driven using real world traces gathered at museums. By conducting a large-scale study
with different control variables, we show that Cachier can lower latency, increase scalability and

decrease infrastructure resource usage, while maintaining high accuracy.
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Chapter 1

Introduction

Devices and sensors are everywhere, and more are coming online every day. They range from
small sensor-based devices that are part of the Internet-of-Things, to the ubiquitous mobile devices
like smartphones and tablets, to wearables, to flying drones and even cars. All of these devices are
embedded with sensors which generated volumes of data. The goal of these devices is to provide
users or enterprises with concise, actionable information. Hence, the raw data generated by the
sensors needs to processed and analyzed to glean actionable intelligence. This is where machine
learning and recognition algorithms have been immensely useful. They have enabled devices to be
more autonomous and/or provide users with a better understanding of the world around them.
Among these algorithms, image recognition has enabled a number of new applications. They
have been applied in cars to provide situational awareness and autonomous functionality [2].
They form the basis for many applications on users” mobile and wearable devices. They enable
indoor navigation [3], smarter shopping [4], painting recognition [5], augmented museums [6],
social network applications [7, 8], and much more. They have lead to a new class of wearable
devices as well - head mounted displays for augmented reality (AR) such as Google Glass [9]
and HoloLens [10]. Machine learning and image recognition is transforming the way devices and
humans perceive the world.

Today, image recognition applications rely on machine learning models that are trained in the
cloud, while inference requests are made at run-time using edge devices. These applications re-
quire large sets of data to train the models required for image recognition tasks and formidable

compute resources to provide accurate and timely results. Since such training data is stored in
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the cloud, and the cloud provides vast amounts of compute resources, training of these models
are typically carried out in the cloud. Given the availability of these compute resources alongside
trained models in the cloud, inference on image recognition requests is fast as well. Thus, recog-
nition applications, especially those that target mobile, wearable and other embedded devices!,
which are typically considered resource constrained, rely on an offloading model. They offload in-
ference tasks to the cloud. This has also prompted the rise of cloud-based services that offer recog-
nition as a service [11, 12, 13, 14, 15, 16]. Here, the edge device captures images/video-frames and
sends them to the service over the Internet, which performs inference on the image/video-frame
and sends back relevant information based on the result of the inference.

For applications that rely on recognition, a short response time is important. For example, if
the application is taking an action based on the response, e.g. in drones or autonomous vehicles
that rely on recognition to navigate, then responses will have extremely short deadlines [17]. Or
if the application is providing information or content to users, e.g. mobile augmented reality
applications or product information applications, then responses need to be quick so that the in-
formation can be correctly overlaid on the camera’s live view. In the current offloading model, the
response time for a request from the edge device includes not just the compute time in the cloud,
but also the time it takes to send the images over the network and receive the response. Even
if the inference algorithm is fast and the cloud provides vast resources for inference, the latency
incurred due to the network can still cause high response times. Moreover, the projected increase
in the number of devices that can use such applications is likely to aggravate this problem further
[18]. Millions of devices, each sending streams of images, across the Internet, to a centralized
cloud-based service, will likely cause the Internet bandwidth to become a bottleneck [19]. Thus,
simply offloading requests to the cloud is not a panacea and certainly cannot enable large scale,

real-time recognition.

1.1 Background

Image recognition or recognition refers to the mechanism of identifying objects in images or
frames of a video sequence. As shown in Figure 1.1a, image recognition works by connecting

different algorithms and techniques in a pipeline. Here we highlight the main components of

1We will refer to these devices as edge devices.
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(a) Image recognition pipeline. (b) Mobile image recognition through offloading.

Figure 1.1: For mobile image recognition, edge devices send their image requests to recognition
pipelines, shown in 1.1a, running in the cloud (1.1b).

this pipeline that are used at run time, i.e. when an inference has to be made. This pipeline of

extraction, classification and verification is typical for image recognition [20].

1.1.1 Feature Extraction

Features are numerical descriptors that individually or collectively form unique signatures that
describe the image. Typically, image recognition techniques rely on discovering multiple inter-
esting points in the image and extracting descriptors for these points. These interesting points
collectively form a signature for the image. This technique is used by many feature detection and
extraction techniques such as SIFT [21], SURF [22] and ORB [23]. Recently, convolutional neural
networks (CNN) have also been used for feature extraction [24]. CNNs describe entire images,

not points in images.

1.1.2 Classification

Extracted features are then classified into classes representing the objects that need to be recog-
nized. A trained model is used for this task. A model is trained offline using features extracted
from training data. The more classes, or objects, that need to be recognized, the larger this model
typically is. Different types of models have been suggested in the literature, for example Local-
ity Sensitive Hashing [25], kd-trees [26], Support Vector Machines [27] and deep neural network
(DNN) approaches [24].
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1.1.3 Verification (optional)

After the feature classification, some techniques employ verification, typically through geometric
algorithms. These are especially useful for AR-type applications since this verification provides

the location of the object being recognized within the input image.

Applications on edge devices that use these techniques, typically do not run this pipeline
locally on the devices. Instead, they offload the execution to remote services that run the pipeline,
as discussed earlier, and shown in Figure 1.1b. The device uploads the images being captured to
the remote service and receives the recognition results. These remote services can be in the cloud,
across the Internet, or in the edge servers, closer to the user. Typically applications do not present
the recognition result (the name or ID of the object recognized) itself to the user. Instead, they

map the recognition result to some form of content or information that is presented to the user.

1.2 Towards large-scale real-time recognition for edge devices

There have been multiple different approaches that address challenges related to real-time recog-
nition on edge devices. These approaches can be broadly divided into two large categories: (a)
algorithmic approaches, and (b) systems approaches. Approaches related to algorithmic inno-
vation propose new recognition algorithms such as faster feature extraction or new models for
classification. Whereas systems approaches take existing algorithms and propose how best utilize
and deploy them to ensure low latency. This thesis falls under the second category.

The approaches that propose new systems can be further divided into different categories
for closer examination. First, some research efforts propose enabling mobile-cloud offloading
techniques that allow devices to offload computation to the cloud. These approaches use different
applications as motivation for their work, of which image recognition is one. Second, some
research efforts propose a new computing paradigm that extends cloud computing and brings
cloud-like services closer to the edge. These approaches also use image recognition as a motivating
application and show how such applications can gain lower response times when offloading to
these closer cloud-like compute resources. Third, another category of research efforts takes a more
specific approach. These efforts propose to optimize the offloading model proposed by previous

approaches to lower response times specifically for image recognition applications. They do so
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by leveraging properties of image recognition applications. Note, the common theme across all of
these systems approaches are that they still rely on offloading, i.e. the inference task is only run
on one remote location. Moreover, they do not consider the impact of scale on such applications
and systems. On the other hand, the caching approach proposed in this thesis takes an adaptive
approach. It proposes to partition and move the inference task fluidly across devices, edge servers
and the cloud, and thus use all the resources available to lower latency. The partitioning and
placement can adapt to run time conditions. This approach is designed to address the impact of

scale and leverage the opportunity provided by it as well.

1.2.1 Algorithmic approach

There have been advances in the field of computer vision and image recognition algorithms to
enable efficient processing locally on mobile and edge devices. Feature extractors and descriptors
such as SURF [22] and ORB [23] have certainly made it possible to carry out image recognition on
devices. However, as reported in [28, 29], local recognition does not scale beyond tens of images,
which is not enough for practical applications, where the classes of objects can number in the
thousands. Deep learning and neural networks have made it possible to achieve high recognition
accuracy [30], and it has been achieved on mobile devices as well [31], but again the device alone
cannot achieve the diverse recognition at the required speed [32].

Given that mobile devices alone cannot support recognition of more than a few categories,

they still need to augment their local resources with a backend server, typically in the cloud.

1.2.2 Mobile-cloud offloading approach

There are several systems that have been proposed to offload computing from mobile devices onto
backend servers, in the cloud, to enhance applications. These systems divide the application at
different granularities to offload parts of it to the cloud, optimizing for different objectives.
MAUI [33] optimizes for energy consumption. It profiles applications to know the energy costs
of running functions of the application on the device and of sending data over wireless networks
to the cloud. Based on this offline and online profiling, it offloads specific functions, indicated as
"offloadable" by the developer, from the application to the cloud if it predicts that it would lower

energy costs. Interestingly, as a by-product of the offloading, their evaluation shows that latency
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is lowered as well.

CloneCloud [34], on the other hand, optimizes for latency. It measures and profiles run times
of threads of execution in the application instead of functions. This allows it to offload threads to
the cloud without developer hints.

Both approaches use a simple image recognition application, face detection, as an example
application for evaluation and show that their respective systems lower energy and response times
when a single device offloads to a remote server. This application does not require a complex
model since it is detecting faces, not recognizing them. However, the resulting response times are
still not low enough to enable real-time recognition and truly interactive applications. Moreover,
the evaluations do not explore the effect on the network and the remote resources if multiple

devices try to offload simultaneously.

1.2.3 Edge computing approach

The issue of mobile-cloud computing not being able to keep up with latency-sensitive recognition
applications has been highlighted in the literature [35, 36, 37, 38]. The key issue is network
latency. Since remote servers in the cloud need to be accessed by traversing the Internet, mobile-
cloud computing incurs high latency due to the network. Thus, this new body of work proposes
that for such latency-sensitive applications, it will be better if the cloud is brought "closer" to the
devices.

Satyanarayanan et al. [36] propose the idea of a "cloudlet”, a server co-located with last-mile
networking infrastructure such as cellular basestations or Wi-Fi access points and controllers. Such
a server can potentially function as a mini cloud, sitting in-between the device and the cloud. The
interaction with these cloudlets is designed to in the same manner as in mobile-cloud systems.
A surrogate VM can be deployed on a cloudlet by a device, which can run application software
for the device. The device is then only used for input and output, while all the heavy lifting is
done by the cloudlet. Ha et al. [38] goes on to show how such edge servers can help decrease
latency for specific multimedia applications, compared to using the cloud. Their evaluation uses
two image recognition based applications with fixed datasets and models. The evaluation shows
that when these models are deployed on the edge server, requests made from mobile devices

experience lower response times, than when the model is deployed in the cloud.
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Bonomi et al. [37] presents a more extensive computing paradigm called fog computing. Fog
computing proposes to extend the idea of cloud computing all across the network between the
cloud and the user, instead of only adding computational resources to last-mile infrastructure,
thus bringing computational resources closer to the user and making the network smarter. These
compute resources could potentially be used for running application software.

Both of these ideas propose the concept of "more computing at the edge", which will be nec-
essary in realizing large-scale real-time recognition. Most proposed usage models for these edge
resources rely on offloading, i.e. treating them like a mirror image of the cloud and choosing a
fixed location where all the computation is done. However, these edge resources will not be as
powerful as servers in the cloud and each edge server/cloudlet will potentially serve multiple
users. Naive mirroring might overwhelm the edge servers. Thus, an efficient and effective usage

model for edge resources is required.

1.2.4 Optimizing mobile-cloud computing for image recognition

Generic offloading approaches suggested above, for cloud or edge resources, do not take applica-
tion properties into account. Following the proposal of these generic approaches, some research
efforts have focused on optimizing recognition applications specifically. They assume that offload-
ing is necessary for such applications and thus focus on using properties of image recognition to
accelerate offloading-based approaches.

Glimpse [29] focuses on reducing bandwidth consumption and latency by dropping or filtering
frames from the captured video stream, so that fewer frames are actually uploaded to the remote
server for recognition. To filter frames, it proposes to select successive frames only when they
are significantly different from the previous frame, and offload these frames. To make up for any
network latency or compute latency at the server, it proposes to use the last known location of the
recognized object and track it on the device while waiting for results.

OverLay [28] has a similar goal, but uses sensors present on mobile smartphones, such as ac-
celerometers and gyroscopes, to predict which frames might be blurry and drops those frames,
thus reducing bandwidth consumption. To reduce compute latency on the remote server, it de-
pends on relative object positions. It first records an inter-object-distance map for a given physical

area, and then uses it online to restrict the search space for recognition.



CHAPTER 1. INTRODUCTION 8

Both of these approaches primarily target reducing bandwidth consumption by filtering out
low-quality or irrelevant frames from the video stream. Doing so also reduces the computational
burden on remote services. Both of these are steps in the right direction to better support the
increasing number of devices. However, as shown in OverLay’s evaluation, it is still not enough.
If more than one device running the application connects to the same remote server, latency
increases significantly. Thus, a better approach for supporting large-scale real-time recognition is

required.

1.2.5 Caching approach

A typical distributed caching framework reduces network latency by storing requested content in
a hierarchy of caches. By having the lowest level of the cache respond to most of the requests,
while the higher levels invoked only on cache misses, such a system reduces response times
for content-related requests such as images, videos and web pages. The caching approach for
recognition follows the same principle, in that the lowest level of the cache tries to respond to
most of the requests, and the higher levels are invoked only on cache misses. However, to be able
to serve the right information, the cache also needs to recognize the objects within the requests,
since the requests are not identifiers of any kind. Thus, instead of only caching the content that
needs to be served in responses to requests, a recognition cache also caches the trained model
that is required for inference. This approach proposes to partition and distribute inference across
the cloud, edge servers and devices, in a coordinated, cooperative and hierarchical manner, which
entails distributing the trained model across the different levels.

This thesis proposes this approach, and presents a formulation for expected latency for such a
cache-based system. We show that it is important to understand the effect of cache size on such a
cache, and that the cache size needs to be taken into account when estimating the expected latency.
The proposed formulation incorporates the effects of computation time and recognition accuracy
for inference, along with network latency. Such an explicit formulation provides a mechanism to
estimate expected latency.

This thesis then presents Cachier [39, 40, 41, 42, 43], a system which implements a distributed
recognition cache, and uses the developed formulation along with other mechanisms to realize

a scalable solution for real-time recognition. To address the problem of scale, Cachier leverages
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the opportunity provided by it. Cachier minimizes response times for applications running on
multiple nearby devices collectively, instead of treating each device individually. Given that these
applications recognize physical objects and things, users in the same vicinity will tend to have
similar requests. For example, in a museum, multiple nearby users will seek information about
the same paintings in the area they are in, while shoppers in a grocery store will likely seek
nutritional information about packaged foods. Cachier leverages this spatiotemporal locality to
allocate items in the distributed recognition cache and reduce the response time for requests from
co-located devices.

Cachier’s architecture can be seen in Figure 1.2. The components for the system are distributed
across the cloud, edge server and devices. The cloud component is similar to a typical recognition
service. Cachier’s main contributions lie in the edge server and devices.

In the edge server, Cachier’s implements a dynamic and latency-aware recognition cache. It
leverages spatiotemporal locality along with the developed formulation, to decide which items to
keep in the edge-cache and which to evict, to minimize response times.

To further reduce response time, Cachier efficiently uses resources available on the devices.
It enables inference on devices by prefetching trained models onto the devices. It achieves this

through collaboration between the devices and the edge server. The edge server predicts possible

Cachier Components

B

@

e
mai}

Recognition
Services

((n)) A . ,

Devices Edge Servers Cloud

Figure 1.2: Cachier’s distributed architecture.
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future requests for each user, and the devices prefetch parts of the model accordingly. To further
minimize latency of inference on the device, Cachier modulates the feature extraction phase for
faster feature extraction when possible.

Finally, to leverage hyper-local context, Cachier enables coordination directly across nearby
devices through a distributed key-value store hosted by the devices themselves. This allows
devices to directly exchange information such as prefetched data and statistics about the visual
environment, e.g. which features are currently prominent and easy to recognize. This can reduce
the number of prefetch requests the edge server receives, and also enables the inference on the

devices to potentially adapt to current characteristics of the immediate surrounding.



Chapter 2

Caching for recognition

Edge devices typically do not operate in isolation - in museums, stadiums, offices, streets etc.,
there are multiple users in close proximity who use them. If all of these devices run recognition
applications, and try to offload their requests to remote services, that can be a cause for concern,
since that may cause network bottlenecks, and will inundate remote servers with a deluge of data.
This will increase latency as requests fight for network and compute resources. However, we note
that recognition requests from applications on these devices will naturally be for similar objects,

i.e. the requests will exhibit spatiotemporal locality across users. For example,

¢ In a museum, multiple nearby users may use applications like [44] to seek information about

the paintings in that museum.

e In a grocery store, multiple shoppers may use an application like [45] to locate food items

in that store that adhere to their dietary restrictions.

o In city streets, tourists and citizens may use an application like [46], or a wearable such as

[9] to avail guided tours, locate restaurants or provide directions.

e Multiple autonomous cars on highways and roads will need to detect the same road signs

or pedestrians on that road.

This thesis proposes that the challenge posed by the increasing number of edge devices can be
addressed by leveraging this locality, and we propose to use recognition caches as the vehicle do

SO.

11
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There are multiple reasons for using a caching-based approach. First, typically a cache’s goal
is to leverage locality of reference to make a popular subset of data accessible at a lower latency,
which elegantly aligns with our goal. Second, a caching model comes with the benefits of a
framework for reasoning about and analyzing a system, along with known knobs that can be
tuned to optimize for different metrics. Finally, it also provides an inherent hierarchical structure
that is extendable - caches can be added in a hierarchy. In the proposed mobile environment, the
levels of the hierarchy can be seen as the device, edge-server and finally the cloud as the highest
level. In this chapter we develop a formulation for the expected latency in such a cache, which

will then be used as a guide when the cache is implemented on edge servers and devices.

2.1 Recognition Cache

Our approach has drawn inspiration from web caching and CDN systems. Web caching is an
established technique of reducing user-perceived latency experienced when retrieving information
from across the World Wide Web [47]. Caching web pages, objects and content in servers at the
edge of the network reduces the time it takes for it to be delivered to users. The same idea is
leveraged by content delivery networks [48]. Typically, these caches are not compute intensive -
users’ requests contain the specific identifier for the content they want to view and if the cache
contains the content tied to the identifier, it is returned to the user, else the request is forwarded to
the backend servers. In such systems, the cache has to maximize the amount of relevant content
it can serve directly, and minimize the number of requests forwarded to the backend. This is
how it can minimize the expected latency for users, reduce network load and backend load. A
recognition cache also tries to minimize response times by minimizing the number of requests
that are sent to the backend. However, it differs in how this is achieved.

A recognition cache would have the same high-level functionality of a typical cache, i.e. re-
quests are intercepted by a cache and responses are sent back from the cache without going to
the cloud . A recognition cache should have properties similar to that of a typical cache; it should
be (1) transparent to the user, and (2) it should populate itself autonomously. However the two
are not inter-changeable. The high-level operation of a cache that adheres to these properties is
illustrated in Figure 2.1, alongside a web cache. The distinction becomes clear when we delve into

how they operate.
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Figure 2.1: Request look-up in a web cache and in an image-recognition cache. The incoming
request for the web cache has a specific L.D. (C) for the content the user is looking for, which can
be looked-up directly in the cache. For an recognition cache, the request is an image containing
the object C. The recognition cache needs to first use recognition to know that the image contains
C in it and then look-up C in the cache.

An image-recognition (IR) cache receives images, which themselves do not deterministically
map to the content or information that needs to be returned to the user. The object within the
image needs to be recognized, and then the object’s identifier is used to return related content,
unlike a typical cache, whose requests would contain the object’s identifier itself. This is illustrated
in Figure 2.1a. On a miss (Figure 2.1b), the cache forwards the request to the backend, receives
the response, stores it locally and sends the response to the user. The image-recognition cache
does the same, but along with the response, the backend also sends relevant parts of the trained

model needed to recognize this request in the future. This is inserted into the model in the cache.

2.2 Formulating Expected Latency

The difference between a typical web cache and a recognition cache directly impacts the expected
response time in a cache-based system.

To understand this difference in expected latency between the caches, we can adapt the AMAT
(Average Memory Access Time) formula for caches. The AMAT formula is is given by H +m x M,
where H = hit latency, M = miss latency and m = miss ratio. Adapting it for a networked

cache-based system (Figure 2.2):

E[L] = Lcache +m * (LNetwork + LP) (2.1)

where Lcgepe = Cache lookup latency, Ly,spork = cache-to-parent network round-trip latency, i.e.
sum of the time taken for a request to reach the parent after being issued from the cache and for

the response to reach the cache after being issued from the parent, Lp = lookup latency at the
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Figure 2.2: The expected latency in a cache-based system has to take into account multiple differ-
ent sources of latencies, as shown here, and represented in Equation (2.1)

parent, and m = Miss ratio. Note, this formulation only considers time from the perspective of
the cache, i.e. from the moment a lookup starts in the cache. It does not consider the time taken

by a request to arrive at the cache, if suppose the client and the cache were not on the same entity.

2.2.1 Lookup latency

Lookup is trivial in web caches, e.g. similar to a hashtable lookup [48]. Lookup latency (Lcgcpe) is
small, and the size of the cache has negligible impact on the lookup time. This is not the case in
a recognition cache. Recognizing objects in the request image is compute-intensive, and lookup
time is significant. Moreover, when an object is added to the cache, the model size increases,
which directly impacts the lookup time [49, 50]. Thus, for a recognition cache, Lcype = f(k),

f (k) = function of cache size, k. Replacing in Equation (2.1),

E[L] = f(k) +mx (LNetwork + LP) (2-2)

The lookup latency (f(k)) depends on the type of feature, the number of features extracted per
object image and the classification algorithm utilized. For recognition algorithms, typically, f(k)
is a monotonically increasing function - as the number of recognizable objects increases, the time

taken to process one input increases.

2.2.2 Miss ratio

For a typical web cache the miss ratio, m, depends on the cache size, the cache replacement policy
and the underlying request distribution. A miss in such a cache happens only when the item
being requested is not in the cache. However, there is another kind of miss in a recognition cache,
a “recognition” miss. Given the nature of the lookup in a recognition cache, misses can happen

even when the item being requested is in the cache. This can happen when the request image
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contains an object that is not recognized by the cache, even though the model in the cache is
trained to recognize that object. The cache cannot distinguish between a “genuine" miss (object’s
features not present in cached model) and a recognition miss. The request needs to be sent to the
cloud in both cases. Such cache misses are bound to happen and will contribute towards overall
latency. Hence, they need to be incorporated in the formulation of the expected latency.

We first look “inside" m to get a better understanding of the miss ratio. We can write m =
1 — P(hit), where P(hit) is the probability of a cache hit. For a recognition cache P(hit) =
P(recognized N cached), that is a query being recognized successfully when the corresponding ob-
ject is in the cache. We can then break this down as, P(recognized Ncached) = P(recognized|cached) *
P(cached), where P(cached) is the probability that a randomly chosen object is in the cache, and
P(recognized|cached) is the probability of correctly recognizing the corresponding object of a re-
quest given that the object is in the cache. Let us deal with these two entities separately.

P(cached) is essentially the hit ratio for a typical web cache and as mentioned earlier, depends
on the cache size, the cache replacement policy and the underlying request distribution.

P(recognized|cached) is the probability that a randomly selected query will be recognized given
that the queried object is in the cache, that is given that the model in the cache is trained to
recognize this object. This is also known as recall. It is the fraction of correct responses out of
all true queries, that is queries whose corresponding object the model is trained to recognize.
This incorporates the accuracy of the recognition algorithm into the miss ratio. It depends on
the algorithm used and on the size of the model being queried (the cache size in the recognition
cache’s case). As the number of objects in the cache increases, the accuracy tends to drop, that is it
is more difficult to precisely recognize the correct match when there are many options to choose
from. Given this dependence, we denote this as recall(k).

Putting the formulation of miss ratio back in Equation (2.2),

E[L] = f(k) 4+ (1 — recall(k) * P(cached)) * (Lnetwork + Lp) (2.3)

Equation (2.3) formulation presents a detailed model of the expected latency in a recognition-
cache-based system. We started with the high-level AMAT formula and extended it by adding the
details for each term in the formula, to represent how they manifest in a recognition cache, and

differentiate from a typical cache.
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2.3 A Guiding Formulation

This formulation, Equation (2.3), reveals what underlying factors may affect the overall latency
for recognition requests when using a recognition cache. At the same time, it also provides a
mechanism to estimate what the latency might be. Cachier will use this, at the edge server and

on the device as well, to estimate latency and also to make decisions that minimize the latency.



Chapter 3

Recognition Caching in Edge Servers

Typical systems for mobile recognition offload data directly to the cloud to run intensive algo-
rithms. However, this is not feasible since it incurs high network latency, which will only get
worse as more devices become users of the Internet. To offset this communication latency, it
has been proposed that the computation be brought closer to the devices by putting compute re-
sources (servers) at the edge of the network [37]. These edge servers are placed near the users and
are capable of serving requests in a similar manner as the cloud, thus avoiding the edge-to-cloud
latency [36]. The state-of-the-art framework to use edge servers is similar to how applications use
the cloud, i.e. offload intensive tasks to the edge servers. However, edge servers will not have as
much compute resources as the cloud. If edge servers are used as a drop-in replacement for the
cloud, they are likely to be overwhelmed. Hence a better approach, which adapts to the available
resources at the edge, is required.

We propose to use these edge servers as recognition caches. Essentially, instead of deciding
which parts of the application to execute at the edge, we propose to dynamically decide which
subset of the recognition classes to be included in the trained model at the edge. We will use the

formulation developed in Chapter 2 to make this decision.

3.1 Applying the Recognition Cache Model

A recognition edge cache is an application of the abstract model that was developed earlier in
Chapter 2. Here the cache is present at the edge server and the parent is the recognition service

in the cloud, as shown in Figure 3.1. Recognition requests from devices in the vicinity of the edge

17
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Figure 3.1: System architecture of a recognition edge cache backed by the cloud.

server are received by the recognition edge cache. If the edge cache successfully recognizes the
required object, it returns the response. Else the request is forwarded to the cloud. The cloud’s
response to edge cache contains both, the response and the part of the trained model that was
used to recognize the object. The edge cache returns the response to the requesting device and
updates its own cached model.

We can rewrite the expected latency formulation using relevant terms:

E[LE] = fE (k) + (1 - 7ecullE(k) * PE(CaChEd)) * (LNetwork + LCloud) (3'1)

where the subscript E represents Edge.

3.2 Implications of Cache Size

As we mentioned earlier, edge servers will not have as much compute resources as the cloud and
hence cannot be used as a cloud substitute. This also applies when using a recognition cache at
the edge. The cache needs to be resource-aware.

To investigate further, we evaluate a recognition edge cache with increasing cache sizes, set
up as shown in Figure 3.1. Figure 3.2 shows the results for that experiment. Note, increasing
the cache size increases the cached model’s size. In this experiment, the cloud is a resourceful
server (12 cores, 24 Hyper-Threads, 32GB RAM) while the edge-server is a powerful PC (4 cores, 8
Hyper-Threads, 8GB RAM). The request distribution is a Zipf distribution with & = 0.8. We chose
the Zipf distribution since user requests over the WWW tend to have a Zipf distribution [51].
The network conditions between the edge and cloud is fixed at 5 Mpbs and 40ms RTT. The cloud

contains a trained model for all the objects that can be present in images (400 objects). Before
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Figure 3.2: Overall latency and hit ratio for a recognition edge cache, over different cache sizes.

the measurements are taken, the cache is warmed to be full with the most frequent items, thus
emulating an LFU-based cache.

Initially, as the cache size (k) increases, the hit ratio increases, i.e. the cache serves more items
locally and avoids sending requests to the cloud, and the overall latency decreases. Although
the cloud is computationally powerful, it needs to classify incoming images as one of 400 known
objects. The cache, on the other hand, knows of k objects. Hence it tries to classify incoming
images as one of k objects, where k < 400. This lowered computational load, combined with the
effects of the network conditions, favors having a cache.

However, this is only true up to a point. For cache sizes over 30, the latency starts to increase.
In fact, for cache sizes 80 and above, the latency is worse than when there is no cache at all
(cache size is 0). This is counter-intuitive - for a typical cache, a bigger size implies lower latency.
For a recognition cache, however, there are other factors in play. The size at which the inflection
occurs is affected by multiple factors - the nature of f(k), the request distribution, the network and
cloud conditions (Lnpeswork @and Lcjoug). As the size increases, f(k) starts having a strong effect.
Since the computational resources of the edge server are lesser than the cloud, the processing
overhead is higher than the impact of sending requests to the cloud. This slows down the entire
system because f(k) is unavoidable - each request will at least take that much time, whether it
hits or misses in the cache. Thus a simple, static LFU cache cannot be used for image recognition
applications, since it does not incorporate the effects of all these factors. An adaptive approach is

required that can decide which objects to cache based on these different factors.
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3.3 Minimizing Response Time

The edge cache needs to decide how to allocate the cache such that it can respond quickly to
requests from the users, i.e. the average response time needs to be minimized. This average
response time is represented by Equation (3.1). Hence our approach to minimize response times
will be to use this expected latency formulation and find the k, i.e. cache size, that minimizes
this formulation. As we see in Equation (3.1), there are four terms that make up the formulation,
(1) fe(k), the compute time of matching a request to a known cached object, (2) recallg(k), the
probability that a request is correctly recognized given the corresponding object is in the cache, (3)
Pg(cached), the probability that a randomly chosen object is in the cache, and (4) Lyetwork + Lcioud,
the sum of the network RTT and cloud-lookup time. By estimating or measuring each term of the
formulation, the expected latency can be estimated and then the optimization can be carried out.

We look at each in the above order and show how we can estimate these.

3.3.1 Offline Estimation of f(k) and recall(k)

The effect that changing the cache size would have on the latency and accuracy of the recognition
algorithms at run time needs to be estimated. The compute time and accuracy of the recognition
algorithms depend on the choice of the algorithm, the kind of objects they are supposed to identity,
i.e. the dataset, and the size of the trained model, that is the number of objects the model is trained
to recognize. For a given application, either the application developer decides the recognition
algorithm and dataset, or it is left upon the recognition service being used by the application. In
either case, these are known before hand and do not change at run time. The size of the trained
cached model is the cache size, which is modulated at run time. Hence, essentially, the f(k)
(latency) and recall (k) (accuracy) need to be estimated under different model sizes.

Given a classification algorithm and a dataset, an estimate for f(k) and recall(k) can be found
through offline analysis. We present our detailed evaluation of two algorithms, on two public
datasets. The estimates generated from the offline analysis can then be used at run time to predict

the recognition algorithm’s contribution to overall latency under different cache sizes.
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3.3.1.1 Procedure

First, the list of object classes in the dataset is sampled to select k object classes. A model is then
trained offline on the training data for the selected classes. This trained model is then used as the
cached model and requests are made to this cache. The compute time, recall and precision for
looking up request images is measured. The image requests consist of test images of objects that
are known to be in the cache (relevant requests) and test images of objects that are known not to
be in the cache (noisy requests). For each cache size, 8 different random subsets of the dataset are
taken for rigor. This is carried out for a range of values of k spanning the given dataset, i.e. from
0 to total number of object classes in the dataset. The collected compute time data and recall data
for each value of k is then used to estimate f (k) and recall(k) respectively. The estimation of these

polynomials is done through regression analysis.

3.3.1.2 Setup

We estimate f (k) and recall(k) for two algorithms, the basic brute force algorithm (BF) and multi-
probe Locality Sensitive Hashing (LSH) [52]. The trained models created by these algorithms are
quite different.

BF’s model. This simply stores a list of extracted features for each training object, and at run time
finds the nearest neighbor of each request image’s feature in this list.

LSH’s model. This is an approximate nearest neighbor search algorithm. It creates hash tables
using hash functions such that two similar features will most likely be hashed into the same
bucket. The training features are hashed and stored in these hash tables, and at run time the same
procedure is applied to request images’ features to find which trained features they are closest to.

The binary ORB [23] features are extracted and used for the recognition.

We estimate the f (k) and recall (k) for these algorithms on two datasets, which we call Stanford
[53] and UMiss [54], each consisting of 400 objects like paintings, CD covers, book covers, movie
posters, magazines, and food packaging. Each dataset has one perfect training image for each
object and multiple test images taken from mobile devices. Some examples of training and test
images are shown in Figure 3.3. The models based on features from the training images are the
ones that are first stored in the cloud and then in the caches, while the test images are used as the

request images sent from the mobile device.
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Figure 3.3: Top: Training images from the dataset. Bottom: Corresponding query images in
dataset, taken by mobile devices.
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Figure 3.4: Offline Analysis of two datasets, using two algorithms. Note that high precision is

important to maintain accuracy.

The mean and standard deviation of the measurements using these two algorithms on the two

datasets are recorded for each cache size in Figure 3.4. The estimated polynomials are presented

in Table 3.1 and Table 3.2. The presented estimates are linear because higher order terms are

insignificant, which is apparent from the measurements in Figure 3.4 as well.
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LSH BF
Stanford | 0.90 — 0.00014k | 0.66 — 0.00013k
UMiss | 0.88 —0.00013k | 0.78 — 0.00021k

Table 3.1: Estimated recall (k)

3.3.1.3 Precision and Recall

Recall was calculated as the fraction of true requests that were correctly answered, while precision
was calculated as the fraction of definite responses (not “unknown") that were correct. Although
both high recall and high precision are desirable, high precision is especially important. It is
required that responses that go back to the devices directly from the cache should have a high
probability of being correctly recognized. The presence of a cache should not negatively affect the
accuracy. This is achieved when precision is high, i.e. the cache correctly recognizes true requests
with high probability.

We can see in Figure 3.4b that the recall dips slightly with increase in cache size and the trend
is similar across the datasets. On the other hand, precision is constantly high (>90%) across cache
sizes. The estimated polynomial for recall(k) for the different algorithms and datasets are listed

in Table 3.1.

3.3.1.4 Analyzing f(k)

We see that LSH is certainly much faster than brute force. The trend is very similar for both
datasets (Figure 3.4a), as the cache size (k), that is the number of trained objects in the model,
increases, f(k) increases. LSH is the default algorithm used in Cachier. The estimated polynomial

for f(k) for the different algorithms and datasets are listed in Table 3.2.

Note, the trade-offs between latency, recall and cache size seen here are specific to the algo-
rithms being used. The same trade-offs may not hold for a different set of algorithms, or if sup-
pose no geometrical verification is involved. It may happen that the latency grows at O(nlogn) or
O(logn) and not simply linearly. However, the approach of estimating the relationship, and using
it online will remain the same. What will change is the degree of the polynomial used for the

regression analysis.
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LSH BF
Stanford | 51.14 + 1.87k | 60.52 4 10.42k
UMiss 6.18 +2.21k | 21.88+11.77k

Table 3.2: Estimated f (k)

3.3.2 Estimating P(cached)

As we mentioned earlier, P(cached) is essentially the hit ratio for a typical web cache and as
mentioned earlier, depends on the cache size, the cache replacement policy and the underlying

request distribution.

3.3.2.1 Leveraging spatiotemporal locality

An edge server serves a small physical region, dictated by the network element it is co-located
with. This implies that the requests arriving at the edge-server are from users in the same physical
region, e.g. at the same coffee shop, same grocery store or same neighborhood. In such scenarios,
users’ recognition requests from applications will naturally be for similar objects, i.e. the requests
will exhibit spatiotemporal locality across users. For example, in a museum, multiple nearby
users will seek information about the same paintings in the area they are in. Our approach will
leverage this locality to cache relevant objects at the edge, recognize them there and minimize
the number of requests that go to the cloud. To leverage this spatiotemporal locality, we start
with the Least Frequently Used (LFU) policy and modify it to create a cache-inclusion policy
instead of an eviction policy. LFU eviction policy evicts the least frequently used item in the cache
when the cache is full. Conversely, this policy keeps the most frequently occurring requests in the
cache. Now suppose that the cache size is one, k = 1, then the cache only has the most popular
object, and hence the probability of a cache hit is the probability of a request being for the most
popular object. Let us now extend this notion. Let i denote the rank of popularity of an object,
i=1,2,..,N,1Dbeing the most popular. Let request; denote a request for an object with popularity
rank i. We can then say:

If k = 1, then P(cached) = P(requesty)

If k = 2, then P(cached) = P(request;) + P(request;)

If k = n, then P(cached) = Y% (request;)

Essentially, under this policy, the probability of a hit in a cache of size k is the probability
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that the request is for one of the k most popular objects. Thus, to estimate P(cached) the request
distribution needs to be dynamically estimated, since that is not available beforehand. The request

distribution also captures the spatiotemporal locality of the requests.

3.3.2.2 Estimating request distribution

The request distribution is modeled as a multinomial probability distribution, P(request;) = p;,
i =1,2,..N,and }_p; = 1, where N is the total number of object classes, and i is ordered in
decreasing order of probability. Thus, P(cached) = YI=% p;, for a cache of size k.

Such a distribution can be estimated using MAP (maximum a posteriori) estimation. This
requires the system to track the number of times each object i is requested, which is represented
by M;. Using this, the estimate is given by,

. M; +«a;

Pi= M+ e (3.2)

«; is the Dirichlet prior, which is used to provide a prior to avoid overfitting to incoming data,
especially when enough data has not been collected. This is generally set to 1, to convey that all
objects are uniformly distributed. However, «; can be used to insert different priors if needed, and
we discuss this in Chapter 3.5.

Thus, finally, for a cache of size k,

i=k
M; + w;
P(cached) =y — 11— (3.3
( ) ; XM+ Xa; )

3.3.3 Cloud and Network Profiling

The only remaining component in Equation (3.1) is the latency penalty on a miss, namely Lyj,pork +
Lciouq- Cachier tracks this on the edge server and keeps a moving average filter to even out noise.
For every miss in the cache, the time between issuing the request to the cloud and receiving a
response from it is measured. This essentially measures the sum (Lpetwork + Lcioud) as @ whole
instead of each term individually. This is useful because if the cloud is overloaded with requests
and is taking longer to compute responses then this gets incorporated in the measurements and

allows Cachier to adapt dynamically.
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Responses

Now we have a way to estimate the effects of changing the cache size on each of the compo-
nents in the Equation (3.1). Replacing the P(cached) term:

E[LE] = fE(k) +(1— recallE(k) * ' 4 ) * (LNetwork + LCloud) (3.4)

This is the final formulation that needs to the estimated. All terms in the formulation are now

either functions of the cache size or independent of it.

3.4 Adaptive Recognition Cache

We can now design a system that leverages Equation (3.4) to predict expected latency for different
k by measuring and estimating the different unknowns in this formulation, using the described
methods. Figure 3.5 shows the internal architecture of this system. It contains different modules
that work in concert to dynamically estimate latencies for different cache sizes and choose the one
that minimizes latency.

The Optimizer module brings these techniques together to find a cache size that minimizes
the expected latency. It estimates the formulation by using the estimated f(k) and recall(k) poly-
nomials from the Offline Analysis, the estimated request distribution to find P(cached) from the
Distribution Estimator, and the measured miss penalty from the Profiler.

The Distribution Estimator carries out the computation to estimate the request distribution
and hence P(cached) as shown in Figure 3.5. On receiving a request, the object in the request is
first recognized, either by the Recognizer, using the local model, or, on a miss, by the cloud. Once

the request is matched to a known object, the Estimator updates the respective object’s counter.
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When a P(cached) estimate is needed for optimization, it calculates the probabilities using the
counters and MAP estimation.

The Profiler measures the response time every time a cache miss occurs, thus estimating the
sum (LNetwork + Lcioud)-

Periodically, the Optimizer searches for a cache size, k, that minimizes the formulation given
in Equation (3.4) using gradient descent. This decides dynamically how many of the most fre-
quently occurring requests should be included in the cache. Once it finds the right cache size k,
it places the top k items in the cache, that is the model in the cache can now recognize those top
k objects. The top k items is known from the distribution estimated by the Distribution Estimator.
The Recognizer then uses this updated model to execute future recognition requests. Given the
simplicity of the function, it is not expensive to compute the expected latency for a given k and it

takes less than 1ms.

3.5 Optimizations

We now discuss some system-level optimizations that we use to design a more efficient system.

3.5.1 Multi-user Support

When there are multiple users in the same vicinity, making simultaneous requests to the edge
server then other latencies come into affect which need to be addressed. Requests will start
queuing up if the compute time of a single request is higher than the average inter-arrival time
of requests from the devices. At the same time, cloud resources will be under utilized because
all the requests will be held up by the edge cache. To ensure that requests do not queue up, two
techniques can be employed; (1) the compute time needs to adapt to the inter-arrival time, i.e. it
has to always stay below the prevailing inter-arrival time, and/or (2) requests should be offloaded

to the cloud when the edge server cannot serve all incoming requests.

3.5.1.1 Bounding compute-time

The compute time on the edge server is decided by the cache lookup time, i.e. by f(k). To ensure
that requests are not queued at the edge server, f(k) needs to be lesser than the average inter-

arrival time of requests. We already have a knob that can control this - the cache size k. Thus to
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avoid requests from queuing up at the edge server, k needs to be set in a manner that f (k) is lower
than the inter-arrival time. At the same time, k is also set by minimizing the expected latency cost
function Equation (3.4). Here, we leverage the monotonically increasing nature of f(k). Working
backwards from the inter-arrival time, the search space for k can be restricted between 0 and an
upper-bound.

Estimating inter-arrival time. To keep track of the inter-arrival time, Cachier pushes the inter-
arrival time for each request into a rolling buffer and uses the mean of the buffer’s contents when
the average inter-arrival time is required.

With an estimate of the mean inter-arrival time, IATyeqn, we set f(k) = [ATyean and find the
corresponding k and apply the floor function to it to get an integet, k;uax. This kjuax represents the
k up to which the search for a suitable cache size should extend. Going above this k will increase
f (k) (due to the monotonic nature) and thus go over IATean.

Automatic load-balancing. By reducing the cache size when the inter-arrival time is low, more
requests are automatically forwarded to the cloud since requests start missing in the edge cache.
This ensures that under high loads, cloud resources are also utilized. By keeping the most popular

objects in the cache, the edge server can still manage to respond to a high number of requests.

3.5.1.2 Explicit Load-balancing

The other approach is a more direct, cache-agnostic way of handling multiple simultaneous re-
quests. Given that there are resources available in the cloud, we can treat the cloud simply as
another server to which requests can be directed to. In this approach, the edge server is treated as
the primary server, and the cloud as a backup, similar to the caching hierarchy. However, instead
of forwarding requests to the cloud after going through the cache, requests are redirected to the
cloud before being looked up in the cache. To do this, we create a load balancer module as the
first entity the requests enter as they reach the edge server.

Load balancer. This module probabilistically allocates each request to the edge server or the cloud.
To make this decision, it uses the average inter-arrival time of requests, and the average lookup
time in the cache. Both these quantities are estimated as in the previous approach. The module
takes checks the ratio of the average inter-arrival time to the compute time. If this quantity is
greater than one, it means that the edge server is fast enough to compute the request, and hence

the request is allocated to the edge server. If the ratio is less than one, then the edge server
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certainly cannot keep up with all the requests and needs to offload. Then the probability of the
edge server processing the request is set to the calculated ratio. This ensures that for a large
number of requests, the edge server handles as many requests as it is capable of, and offloads the

rest to the cloud.

3.5.2 Learning from Previous Operations

If Cachier is powered up for the first time, it has no historical data and starts from scratch, with
uniform Dirichlet priors for the request distribution. However, once operation starts, Cachier pe-
riodically logs the request distribution to disk, and the next time it boots up, it can use this history
as the priors for the estimation. The priors are inserted as the « when finding the MAP estimates
of the request distribution (Chapter 3.3.2). This lets it predict the stable cache size right after
startup, without waiting to collect data from requests. This should be used when the request

distribution does not change significantly.

3.5.3 Lazy Model-fetching

Originally, the request is forwarded to the backend in the cloud on each cache miss and the reply
contains both the response for the user and the relevant part for the model in the recognition
cache. A recognition cache miss occurs if the cache doesn’t recognize the object in the request,
but it still might have the relevant part in its model. If this part of the trained model is fetched
from the cloud in such cases, communication bandwidth will be used needlessly. To optimize this
interaction in Cachier, the backend only returns the object identifier and the response to Cachier.
Cachier checks if the identifier is present in its local trained model. Only if it is not, it requests
the respective part using the identifier returned by the backend. This eliminates the unnecessary

traffic between the edge and the backend.

3.5.4 Model Request Holdback Queue

Cachier uses a holdback queue for the model requests sent to the cloud. When a model request is
sent to the cloud for a missing object, the request is also inserted into the holdback queue. Before
sending any requests, the holdback queue is checked, and if a request for the model of the same

object is found, the newer request is dropped, since it is redundant. This is useful when successive
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request images contain the same object but that object is not in the cache. It may happen that the
requests come in quick succession, and the model of the missed object has not yet made it to the
cache from the cloud. Then the second request will also miss in the cache, which will generate a
request for the same model. However, the holdback queue will prevent the second request from

actually being sent to the cloud, thus reducing bandwidth consumption.



Chapter 4
Prefetching for On-device Recognition

As introduced in the previous chapter, one approach to reducing the impact of network condi-
tions on cloud-based mobile recognition applications is edge computing. Edge computing places
compute resources at the edge of the network, and hence closer to the user. By offloading recog-
nition tasks to these "edge servers”, applications can avoid the latency incurred when offloading
to the cloud. The recognition edge cache takes a caching approach and uses these edge servers
as caches. It also takes into account the difference between available resources at the edge and
the cloud. These techniques essentially lower the edge-to-cloud interactions and hence lower the
recognition latency. However, this does not affect the last-mile network latency, that is the la-
tency due to the wireless communication between devices and the edge. Moreover, with the rapid
increase in the number of users using these applications, the edge server itself can potentially
become a bottleneck and lead to higher recognition latency.

The logical extension to address this issue is to push the computation even closer to the devices,
that is the devices themselves should do the computation required for recognition. This would
avoid latency due to communication and would not use any remote resources. However, the
primary motivation of offloading in the first place was that edge devices do not have sufficient
resources to power recognition applications, and that it was in fact faster to offload tasks to remote
servers at the edge or in the cloud.

We propose to use the resources available on edge devices efficiently by collaborating with
edge servers, leveraging locality and selectively recognizing images on the device. We propose

a system based on prefetching for image recognition applications, which employs an on-device
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Edge-server

________

Edge-server

________

Edge-server

(a) The user uses the device to (b) The user moves on to the next (c) The same process as (a) takes

capture an image, which sends it  exhibit. place; upload of the request,
as a request to the edge server, the recognition at the edge server and
edge server recognizes the paint- then reception of the related in-
ing and sends the related infor- formation.

mation back to the device.

Figure 4.1: This figure represents the scenario in which a visitor in a museum is using a mobile
device to recognize paintings to know more about them. Here the system does not use prefetching.

recognition cache and uses prefetching to avoid compulsory misses, while minimizing computa-

tion on the device.

4.1 Prefetching for Recognition

A recognition cache in the edge server caches relevant parts of the trained models that the recog-
nition algorithms use to recognize objects. Since edge servers serve a restricted physical area,
dictated by the networking element they are attached to, it is likely that the requests they re-
ceive have high spatiotemporal locality. For example, an edge server might receive requests from
shoppers in a grocery store, or visitors in a museum. The recognition edge cache leverages the
spatiotemporal locality in requests from across the devices. If it sees a request for an object for the
first time, a cache miss occurs, and the required data is fetched from the cloud. Then requests
for the same object from all devices can result in a cache hit. In this manner, a recognition cache
in the edge server minimizes expected latency across devices, and amortizes the cost of the first
cache miss. By storing only parts of the model, the cache can accelerate classification of incoming
request images.

This idea could be extended to devices by employing similar recognition caches on the devices
themselves. However, since the device cache will only see requests from the individual user, using
only a caching technique will lead to a high number of compulsory misses.

To elaborate, let us consider a scenario in which a visitor is walking through a museum while
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Edge-server

(a) The user uses the device to
capture an image. Since the de-
vice does not have a model for
this painting, it sends it as a
request to the edge server, the
edge server recognizes the paint-
ing and sends the related infor-
mation back to the device.

Edge-server

________

________

(b) While the user moves on to
the next exhibit, the edge server
predicts what the user might see
next. It sends the model for the
next painting to the device.
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Edge-server

________

(c) The user takes an image again,
but this time the device does have
a model for this painting. It rec-
ognizes the painting locally, and
serves the related information to
the user, thus avoiding going to
the edge server and minimizing
response time.

Figure 4.2: This figure represents the scenario in which a visitor in a museum is using a mobile
device to recognize paintings to know more about them. Here the system uses prefetching.

using a mobile application that recognizes exhibits and provides additional information, as shown
in Figure 4.1. As the visitor moves among exhibits, she will come upon new exhibits. Every time
a new exhibit is encountered, it will not be recognized by the device cache and will lead to a cache
miss. Such a cache miss is called a compulsory miss. These misses will raise the expected latency
and will not be amortized in the same manner as in the edge server.

We propose to avoid these misses by prefetching the required items into the cache before they
are requested, as shown in Figure 4.2. If the edge server knows what the user might see next, it
can provide the model to the device, so that the device itself can carry out the recognition process.
This will minimize the number of requests that result in cache misses on the device and thus

reduce latency due to the network and the remote computation.

4.1.1 Prefetching

The concept of prefetching originated in computer architecture literature, and has consequently
been applied in distributed systems to reduce user-perceived latency when loading pages from
the World Wide Web (WWW), across the Internet [55]. The concept behind prefetching here is
to leverage the fact that most web pages link to other web pages. The web server can keep track
of which web-page link visitors tend to visit next from a given page. The server can use this

information and push the next probable web pages to the client machine. Now, if the visitor clicks
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on a link that the server determined probable, it is readily available on the client machine, and
the visitor does not need to wait for it to be downloaded from the server after the link is clicked.
Essentially, the download has been moved from the critical path and instead takes place in the
background, such that the user need not experience that delay. We propose to use the concept of
prefetching, but apply it to mobile image recognition applications.

Prefetching can be challenging on already-resource-constrained devices because it can lead
to additional, potentially wasteful, computation. We design a recognition cache for devices, en-
hanced with prefetching, to use the following techniques to meet the challenges that arise due to

resource constraints.

4.1.1.1 Device-Edge Collaboration

Since the edge server sees requests from a number of devices in a given physical area, it can obtain
statistics about objects in that area. By monitoring these requests from across users, Cachier es-
timates a Markov model that describes the relationship among the objects in that area that users
are querying. This model is then used to make predictions about what a user might query in the

future.

4.1.1.2 Expected latency minimization

We extend the expected-latency formulation, which incorporates the network conditions, the de-
vice capabilities and the predictions made by the edge server. On each device, Cachier minimizes
this formulation by choosing an appropriate part of the trained model that should be cached and

used for recognition locally on the device.

4.1.1.3 Adaptive feature extraction

The compute time of recognizing an image includes both feature extraction and classification, as
seen in Chapter 1. Since the cached model on the device is trained to recognize few objects, we find
that the classification of the request image’s features is typically fast. Instead feature extraction
can be the bottleneck on the devices in such cases. We develop a technique that dynamically

reconfigures feature extraction, based on multiple runtime conditions, to minimize overall latency.
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Figure 4.3: System architecture of devices with recognition caches, backed by the edge cache in
the edge server.

4114 Optimized Model Loading

Prefetching will require constant updates to the cached trained model on the devices. Every time
a new object is encountered, the model on the device will need to be changed to contain the next
possible set of objects. This will lead to models being constantly loaded into memory. We design
optimizations that ease this stress on these resource constrained devices by using immutable data

structures and caches for the models.

4.2 Applying Prefetching to the Cache Model

The cache on the device is still a recognition cache. However, instead of deciding what to evict
from the cache, the device cache needs to decide what to prefetch into the cache. Once items are
stored in the device cache, the mechanism of lookup is the same as that for a recognition cache. As
shown in Figure 4.3, it is backed by the edge cache in the server, i.e. requests go to the edge cache
when they miss on the device cache. This implies that the formulation for expected latency from
the device’s perspective remains the same as the general formulation derived in earlier chapters.

Rewriting the expected latency formulation for prefetching on devices,

E[Lp] = fp(k) + (1 — recallp (k) * Pp(cached)) * (Lnetwork + LEdge) (4.1)

Where, the subscript D denotes that the term is from the perspective of the mobile device and
Lggg = is the lookup latency in the edge server. This will be the expected latency for future

lookups if a model of size k is prefetched on the device and used for the lookup. The future
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expected latency can be estimated by estimating each term in this formulation in terms of k.
Then by finding the k that minimizes it, choosing which objects make up those k objects and
prefetching the model for those objects, the device can minimize E[Lp], end to end latency or
recognition latency from the device’s perspective. The challenge will again be to estimate the
different terms in the formulation, in the context of prefetching on a resource constrained device,
such that the formulation can be minimized to find which parts of the trained model should be

prefetched and stored on the device.

4.3 Device-Edge Collaboration

To minimize the expected latency, the device cache will need to decide what should be prefetched,
along with determining how many objects (k) need to be prefetched. For an efficient cache, these
objects should be the most likely objects that the user will request in the immediate future. This
needs to be captured in Pp(cached). As mentioned earlier, this term is the probability of a hit in
the cache. The higher this term is, the lower the expected latency will be, when other terms are
constant. A high Pp(cached) reflects the belief that the items put into the cache are the ones the
user is most likely looking for, i.e. the probability of a hit is high, in the future. This is challenging
to estimate from only the individual device’s perspective. An external source is required for this.

The edge cache sees requests from a number of devices in its vicinity. It is in a good position
to estimate the requests the user may make in the future, based on a user’s current request. We
propose to estimate a Markov-model from the requests that the edge server receives, and then
use that model to predict what a user might see next, given her current query. Instead of only
providing the most likely next object, the edge server will provide a probability distribution over

all possible next objects. This will be used by the devices to calculate Pp(cached).

4.3.1 Edge-mediated Markov Prediction

The edge server has to serve the probability distribution over next possible objects, PDF;, to each
device that is connected to it, based on the last object the user has queried about. This will be
used to calculate Pp (cached), an integral component in the latency formulation Equation (4.1). The
edge server estimates P(next) by first estimating a Markov model from the requests it receives

from the devices.
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4.3.1.1 Markov model

Given a set of states, a Markov model describes the probabilities of transitioning from one state
to another. The Markov assumption is that these probabilities are dependent only on a finite
history of the previously visited states. A first order Markov model implies that the probability
of transitioning from one state to another state only depends on the current state, and not on any
other states that have been visited in the past. Cachier estimates and uses a first order Markov
model at the edge server.

In our approach, these states are the object classes to be recognized themselves. For example,
in a museum each exhibit would be a state in the model, or in a grocery store, each recognizable
product would be a state in the model. Hence the model essentially captures how users transition
from object to object. Then, by knowing what a user queried last, it will be possible to predict the
next object that the user might query about. Although typically a Markov model is used to predict
the next most likely state (or object in our case), in our approach we use the entire probability

distribution of the possible next objects. We elaborate on this later in the section.

4.3.1.2 Estimating the Markov model

Estimating the model essentially means estimating the transition probabilities. The transition
probabilities themselves are conditional probabilities, which can be depicted by P(S;|S;), where
Si is the current state and S; is the next possible state. A Markov model can be estimated by esti-
mating these conditional probabilities for all 7, j. Cachier uses MAP (maximum a posteriori) esti-
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mation to estimate each conditional probability. This estimate is given by 13(5]-|Si)
where N; ; is the total number of transitions from §; to S;, and a; ; is the prior. A prior is important
during bootstrap - it minimizes the chances of overfitting when not enough data is available.
Note that the counts, Ni,]-, are independent of the user or device. They are counts for whenever
a user requested for object S; after requesting for object S;. To track these counts on the edge
server, Cachier tracks the requests from each device separately but updates a global data structure
which stores the counts. For every device connected to edge server, Cachier remembers the object
that was recognized in the last request it has seen from that user, say S;. When it sees a new

request from the same user, which contains the object S;, it increments N;; in the global data

structure. Hence, Cachier learns a single Markov model in a given edge server, which captures
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the prevailing flow of users between objects that are in the area served by that edge server.

4.3.1.3 Using the Markov model

The edge server uses the Markov model to provide PDF; to the devices. PDF; is not a single
value. Instead, it is the probability distribution over all possible objects that the user might query
for next, after querying for object S;. The edge server can provide this to the devices in two ways.
Piggyback on response. In the first method, the PDF; is piggybacked on responses to requests
made by the device. If a request results in a miss in the device’s cache, it is received by the edge
server. After recognizing the object in the request, the edge server knows the current object (S;)
the user is looking at. The edge server then looks up all the possible next objects, (all S;) with non-
zero probabilities of transition in the estimated Markov model. It then orders these in descending
order of the probabilities. This forms the PDF;. It appends this list to the response being sent
back to the device. Note, the list only contains object IDs and their corresponding probabilities,
not the models for those objects.
Explicit request. In the second method, the device explicitly requests for the PDF; and provides
the current object (S;) in the request. This is utilized when the recognition happens on the device
itself and the device needs PDF; to decide what it should prefetch next.

Note, in both cases PDF; = [< S1,P(51]S;) >, < S, P(521S;) >, ..., < Sm, P(Sm|S;) >], where
S; is the last requested object, and there are M objects with non-zero conditional probabilities.
Once PDFj is received by the devices, each device uses it when estimating the k that minimizes
the expected latency.

The size of the message carrying predictions from the edge server to the mobile device is linear
in the number of objects in the edge server. However the process of sending predictions to the

device is in the background and does not directly affect the latency from the device’s perspective.

44 Estimating Expected Latency

Equation (4.1) can be used to estimate the recognition latency the device might experience, and
help decide what should be prefetched to the device. This requires estimating fp(k), recallp(k),
Pp(cached), and (Lnet + Lgdge)-
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441 fp(k) and recallp(k)

fp(k) represents the time it takes to recognize an object in an image given that the model being
used for recognition is trained to recognize k objects. This term is crucial since it estimates the hit
latency in the cache. It is also the constant penalty for using a cache - irrespective of hit or miss,
fp(k) must be spent for lookup. recallp (k) represents the accuracy of the recognition algorithm.
A request is considered an accuracy-based cache miss if it is not recognized, even though the
cached model is trained to do so. By incorporating recallp (k) into the latency formulation, we
ensure that such misses are accounted for since those misses will contribute towards latency as
well. Both of these terms, fp (k) and recallp (k), depend on, apart from k, the algorithm being used
for recognition and the compute resources available on the device. Since these dependencies do
not change at runtime, fp(k) and recallp (k) can be estimated offline and be used online.

To estimate these terms offline, a number of runs of the recognition application are carried out
on the device. Each such run generates points for recognition latency and recall. This is done for
multiple different sizes of the model on the device by changing k, and the mean and standard
deviation for recognition latency and recall for that k are recorded. This recorded data is then
used to estimate polynomial functions for fp(k) and recallp(k) using regression analysis. This
process is very similar to the one described in Section 3.3.1.

Note, the fp(k) captures the recognition time as a whole. Internally, it includes both the
extraction time and the classification time. We delve into this in Section 4.5 and show how this

can be further optimized for device caches.

4.4.2 Pp(cached)

As we discusses in Section 4.3.1, Pp(cached) is calculated from PDF;, which is provided by the
edge server. Pp(cached) denotes the hit ratio, or rather the future hit ratio - the probability that
the next request will be for one of the cached objects. To maximize this future hit ratio, the cache
should contain models for the objects that are likely to be in the next request. PDF; represents the
probabilities of all possible next objects. Thus, Pp(cached) should be an aggregate of probabilities
selected from PDF;. Pp(cached) is expressed as, Pp(cached) = LxPDF;. This sum denotes that
if the cache size is k, and the first k objects in PDF; are kept in the cache, then the probability

of a hit in the cache would the sum of the individual probabilities of those objects. By keeping
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PDF; ordered by the objects” probabilities, the most likely objects are always kept in the cache,

increasing the value of Pp(cached) and thus the hit ratio.

4.4.3 LNet + LEdge

Lnet represents the latency due the network and Lggg,, the lookup latency at the edge. On the
device this can be measured as a whole, the total miss latency - the time it takes for recognition if
a cache miss occurs on the device. Not only is this quantity easier to measure than the individual
terms, it also captures other effects that impact latency. For example if requests are being queued
at the edge then Lg;o, might not capture the time spent in the queue.

Whenever a cache miss occurs, the measured response times from the edge cache is recorded,
and the miss latency is estimated as a rolling average. This smooths out any spikes in the response
times. Note, the request may miss in the edge cache and get forwarded to the cloud. This will
add to the overall latency. This automatically gets incorporated in the measurements since it is

measuring the total response time from the device’s perspective.

4.5 Adaptive Feature Extraction

As introduced in Chapter 1, the recognition latency for a recognition pipeline is the total time
consumed by both the feature extraction and classification (and optionally verification). Typically,
for a given application, both of these phases are static. In Section 4.4.1 we show how the classifi-
cation time can be controlled by modifying the size of the trained model on the device. Another

approach to minimize recognition time is by minimizing the feature extraction time.

4.5.1 Controlling Feature Extraction Time

Feature extraction in itself is a complex process, and is controlled by a large number of parameters,
which depend on the kind of feature extractor being used. The time it takes to extract features
from an image depends on how "complex" these extractors are. Hence it is important to define
a common measure for "complexity” which can then be used as a knob to affect the extraction
time. In this thesis we will focus on local feature extractors such as SIFT [21], SURF [22] and ORB
[23], since these extractors are commonly used for mobile object recognition applications such as

augmented reality, object tracking, product recognition etc.
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4.5.1.1 Local Feature Extraction

When using local features, multiple features are extracted from each request image, and then
these features are used in the classification phase. The extraction of local image features is typ-
ically carried out in two major stages: (i) feature keypoint detection, followed by (ii) descriptor
computation for each detected keypoint. With the advent of fast detectors such as FAST [56], and
BRISK [57], ORB [23], the bulk of the time spent in extraction is in the descriptor computation.
Each such detector has a set of parameters to configure how it extracts each feature from the
image. A number of these parameters are specific to the detectors and control the efficiency and
accuracy of feature detection and description. One parameter that is available across the detec-
tors, which does not change the internal configuration of the parameters, is the number of features
detected in each image. If the number of features detected is lowered, then fewer descriptor
computations will need to be done.

However, this also has a direct impact on the overall recognition accuracy. Recognition ac-
curacy is dependent on the trained model being used for the classification and the number of
extracted features. If input images need to be classified among a large number of object classes,
then more extracted features from the input image will be required than when the number of
object classes is lower, to maintain high accuracy. Since the cached model size will be controlled
dynamically, we believe that Cachier will benefit by dynamically controlling the number of fea-
tures extracted as well. To understand this tradeoff and decide the cache size and the number of

features to extract at run time, we conduct a tradeoff analysis.

4.5.2 Offline Tradeoff analysis

The relationship between the recognition latency, recall, model size and number of extracted
features is analyzed by conducting experiments in a similar manner as described in Section 4.4.1.
That is, a given dataset is used, models for different model sizes are trained, and requests are
classified using these trained models. In addition, to measure the effect of number of extracted
features, for each request image, the request is repeated with a different number of extracted
features. Recall, precision and recognition latency are measured for these experiments. Figure 4.4
shows the results of these experiments, using the ORB feature, LSH classifier and the Stanford

dataset [53]. The analysis was conducted on mobile devices (ASUS Nexus 7) to ensure that the
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Figure 4.4: Latency and recall tradeoffs for different numbers of extracted features. Note that high
precision is important to maintain accuracy.

measurements reflect what users would experience.

From the analysis, it is evident that lowering the number of features extracted significantly
lowers the recognition latency. When extracting only 200 features, recognition time is very low.
At the same time, the recall for that setting drops fast with increase in cache size (k). On the
other hand, higher number of extracted features offers better recall for higher cache size, but is
much slower. Note, here recall is an important metric not just for accuracy, but also for overall
latency. If recall is low, it will lead to requests encountering recognition misses on the device’s
recognition cache and will be sent to edge server, increasing the overall latency. Thus these two

parameters, number of extracted features and the cache size, k, need to be co-optimized such that

overall latency is reduced.

4.5.3 Online Parameter Selection

The data collected from the offline tradeoff analysis needs to be utilized in making online decisions

of how many features to extract, and what size should the cache be.
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Number of features extracted fp(k) recallp (k)
200 170.34 + 0.70k | 0.81 — 0.00619k
400 221.24 4+ 1.13k | 0.87 — 0.00324k
600 265.01 + 1.74k | 0.88 — 0.00119k
800 310.99 +2.05k | 0.87 — 0.00146k

Table 4.1: Estimated fp(k) and recallp (k) for different numbers of extracted features.

The online decisions are made based on the Equation (4.1). Hence the data from the tradeoff
analysis needs to be incorporated here. To do so we turn back to fp(k) and recallp (k). Note that
the measurements we made in the tradeoff analysis, recognition latency and recall for different
k, correspond to these two terms in Equation (4.1). So we can use the measurements made to
estimate fp(k) and recallp (k) using regression analysis. To incorporate the effect of changing
the number of features extracted, multiple pairs of polynomials were estimated, for each possible
number of features, as shown in Table 4.1.

At run time, multiple versions of Equation (4.1) are generated using each pair of polynomials.
These are minimized in parallel, individually, and a minimum is then found across all the versions.
The number of features for that version is used for future requests, and the k that minimized that

version is used as the cache size.

4.6 Minimizing Expected Latency

Figure 1.2 depicts Cachier’s system architecture, split across the devices and the edge server. The
different components across the system implement the aforementioned techniques to estimate
Equation (4.1), find the value for k that minimizes it, and the prefetch the corresponding parts of
the model onto the device.

On the left is the recognition pipeline on the device. This is similar to the pipeline described in
Section 1.1. The application submits images (or frames from a live video stream) to the pipeline,
and expects to see the recognition result as the output. Typically, the inner modules of such a
recognition pipeline are static. To minimize recognition latency, Cachier dynamically changes the
parameters in this pipeline, specifically in the feature extraction and classification phases. The
Optimizer module leads this decision making process. It uses information from different sources,
namely offline analysis, edge server’s Markov estimator, and the Profiler modules, to decide the

number of features to extract in the feature extraction phase, and which objects to include in the
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Figure 4.5: Cachier’s Architecture.

cached trained model on the device.

When an image arrives into the recognition pipeline on the device, it proceeds as it normally
would - features are extracted using the current parameters, the extracted features are classified
using the current trained model, and this is followed by geometric verification. Cachier’s features
kick in differently for two scenarios - cache miss and cache hit.

Cache miss. On a cache miss, either compulsory or accuracy-based, the image is sent to the edge
server to be recognized. On the edge server, once the image is recognized, the Markov estimator
updates its estimates (Section 4.3.1) and the response of the recognition is sent back to the device,
along with future object probabilities. The Profiler on the device measures the latency of the
response and stores it. The Optimizer uses the probabilities in the response, measurements from
the Profiler and data from the offline analysis to minimize the expected latency (Section 4.4). It
uses gradient descent to find the cache size and number of extracted features that minimize the
future expected latency. Depending on the results of the optimization, the Optimizer reconfigures
the feature extraction phase (Section 4.5) and prefetches required objects into the device’s cached
model.

Cache hit. On a hit in the cached model, the Optimizer requests for the probabilities of the next
possible objects from the Markov estimator in the edge server. Then, similarly as before, using

information from different modules, the Optimizer runs the minimization and reconfigures the
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feature extraction phase and cached model if required.
In this manner, the recognition cache on the device is updated after each request. Note, Fig-
ure 4.5 depicts multiple stacked trained models. This is a system optimization to and is discussed

next.

4.7 Optimized model loading

Since Cachier prefetches and updates the cached model based on what the current object is, when
the current object changes, the cached model will also change. Even though the model is small, it
can take hundreds of milliseconds to fetch and load the model and begin using it on the device.
This can delay recognition on the device. Coupled with this, it is possible that the user quickly
switches between a small set of objects, e.g. comparing prices of cereal boxes or comparing
paintings of a painter. When this happens, the cache will keep switching between models based
on what the user is currently seeing. This can potentially cause further delays in recognition. To

overcome these challenges, we employ two techniques.

4,71 Immutable data structure

Cachier uses an immutable data structure to store the cached model. When the current object
changes and the model needs to be updated, it allocates memory and loads the new model. This
is done on a separate thread. If any requests arrive in this window of few hundred milliseconds,
they are looked up using the previous model. Given the small time window, these requests will
most likely contain the new current object. Since the cached models are trained to recognize future
requests, the previous model should be able to recognize the new current object in the requests.
Here, we rely on the assumption that users will dwell on any object for at least a few hundred
milliseconds, and the model can be updated in the background. Once the model is loaded, it is

atomically made the current model and all requests are then classified using the new model.

4.7.2 Caching models

When a user is in the "comparison" mode as described above, it can stress the resource constrained
mobile device by constantly switching models. Cachier would keep allocating new chunks of

memory to load the model. To avoid this, Cachier employs a software LRU cache for the models.
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Whenever a model is loaded into memory, it is inserted in the LRU cache, with the current item’s
ID as the key. Whenever the current item changes, Cachier checks if the LRU cache contains the
new item’s ID and the corresponding model. If it does, this model can be used directly, without

the need to allocate new memory. Cachier restricts the size of this LRU cache to 4.



Chapter 5

Cooperation between Devices

In the previous chapters we have discussed methods to reduce recognition latency by using edge
servers on their own or in collaboration with devices. When used in collaboration with devices,
edge servers have provided the analytics that helped reduce the computational burden on the
devices. Thus edge servers have played a key role in our approaches. We have assumed that
such servers will always be easily available near edge devices, since they have not actually been
deployed yet. However, there can be multiple scenarios in which they are unavailable or unusable.
For example, edge servers are being pushed for deployment in mobile cellular base stations rather
than Wi-Fi access points. In fact, it is being argued that it is better to deploy edge servers at
aggregation points, where networks from multiple base stations converge [58]. This will have
multiple ramifications. First, this will increase the latency between edge servers and devices,
which will make the devices do more computation locally. Secondly, such deployment scenarios
will put large areas and number of users under the same edge server. This will decrease the
spatiotemporal locality across the users, forward more requests to the cloud and increase response
times. Moreover, this will also burden the cellular wireless spectrum being utilized between the
edge servers and the devices.

Even if edge servers are close to devices, there will still be opportunities to leverage finer
spatiotemporal locality. For example if one server is connected to the network controller of a
building, it will be respond to requests from everyone in the building and leverage the locality
shred by all the users, irrespective of where they are within the building. However users in the

same room or users on the same floor of the building will certainly share more context, than users

47
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Figure 5.1: Groups of nearby devices see similar objects and share spatiotemporal context.

in different parts of the building, but the edge server might not be able to leverage locality at such
granularity.

We believe that collaboration and sharing information directly among neighboring devices
can help leverage locality at granular levels. We propose a distributed key-value store that is
supported by the devices themselves, for sharing local, on-device information. Mobile devices
have communication capabilities which allow them to talk to other nearby devices without going
over the Internet, such as wireless local area networks (WLANSs) and Bluetooth. Since these
wireless capabilities use a different wireless spectrum, using them can lower the stress on the
cellular wireless spectrum. Our approach leverages this and handles the communication and
coordination between nearby mobile devices to provide an easy-to-use key-value store abstraction
for sharing information. A key-value store will make it easy to find and retrieve information,

without the need to broadcast to all devices.

5.1 Leveraging Granular Locality

Users and devices that are immediately near each other, share a high degree of spatiotemporal

locality. These groups of edge devices see the same objects, under the same conditions, in a short
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time interval. Such visual overlap can be leveraged to enable mechanisms that contribute towards
better, faster recognition applications. These mechanisms can not only take over an absent or
distant edge server’s responsibilities, but can themselves be novel as well. Here we list some such

mechanisms that can be enabled if nearby devices cooperate with each other.

5.1.1 Cooperative Prefetching

If the edge server is situated in cellular network basestations, then the latency between it and the
devices will be significant [58]. Such basestations also serve a much larger user base than a Wi-Fi
access point, because of the area they are meant to cover. This combination of higher latency and
more devices can lead to significant delays when multiple devices request data from the edge
server simultaneously. This can directly effect the prefetching technique presented in Chapter 4.
When each device connected to the edge server retrieves models from the edge server to process
future requests, it can lead to congestion and delays. Instead, it is possible to leverage locality to
minimize such downloads from the edge server.

As mentioned earlier, neighboring devices and users will likely see the same objects within
short time windows. This implies that the devices will require models for the same objects.
If these devices could cooperate and communicate, it would be possible to share such models

directly with each other. This will minimize downloads from the edge server.

5.1.1.1 Model Adaptation

As the devices extract features from and classify new images, they can start learning from these
newly classified features as well [59, 28]. This way they can update the model with the new
features, which will make the model more sensitive to the current lighting and environment
conditions, which are likely different from the data that the model was trained on. Then by

sharing this adapted model, this model can benefit all nearby devices.

5.1.2 Cooperative Analytics

Apart from sharing models directly, cooperation among devices can also enable granular analytics

which can potentially lower recognition latency on the devices.
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5.1.2.1 Popularity Estimation

In previous chapters we discussed how the edge server can estimate request distributions to assess
which objects are popular in the area that they serve. If the edge server serves a large area, or if
there is no edge server, this estimation can be carried out by the devices themselves. If neighboring
devices can cooperate, they can aggregate individual counts of objects that each device has seen,
and rank the objects according to popularity.

This can be taken a step further by estimating a Markov model in a similar manner. The
estimation process is similar to the one described in the previous chapter, but now the model is
more granular. Here again, by cooperation, devices can keep counts of object pairs to estimate the

Markov model.

5.2 Distributed Key-Value Store

An infrastructure or middleware system is required that can enable all of the above potential
efficiency techniques. This system should provide mechanisms to search for data across the nearby
devices and to aggregate information when required. The system should handle the device-to-
device communication and cooperation required to provide these mechanisms. We believe that
a distributed key-value store, where each device is a node in the store, will be apt for such a
system. It will make data searchable through keys, and aggregators can easily be implemented
as values in such a system. A device can publish relevant data that it has locally, and it will be
available to other nearby devices to fetch and use. For example, to share prefetched information,
a device can put the model for the object with the object ID as the key. Then when a device needs
to prefetch an object’s model, it can use the object’s ID as the key to get it. Popularity and Markov
model estimation can be carried out similarly with object ID being keys, and aggregators being

the corresponding values.

5.3 System Design

This key-value store should have the following high-level properties:

Efficiency. The system itself should have low overheads with respect to bandwidth.
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Responsiveness. Since the system is suppose to lower response times, it search or information
requests should have low end-to-end latency.

The basic goal of the system is to provide a distributed key-value store to enable discovery,
sharing and retrieval of information across nearby devices. This is achieved through the use of
network-based discovery to find nearby devices and consistent hashing to guide the put and get
requests made on the key-store to the correct nearby device.

Guiding principles for the overall design are decentralization, to avoid any one device becom-
ing a central hub or coordinator, and autonomy, since there can be no system administrators for
such a system and the it needs to manage itself.

Defining “nearby". We define “nearby" devices as those that are one hop away on the same
network such as devices connected to the same wireless access points (WAP) or devices using
Wi-Fi Direct groups. Given the prevalence of such access points and development of technologies
such as Wi-Fi Direct, we believe this is a pragmatic assumption, and provides a number of features

that can be leveraged.

5.3.1 Background: Distributed Hash Tables

Distributed hash tables (DHTs) [60, 61] are a class of structured peer-to-peer systems. They use
key-based routing and consistent hashing to provide a lookup service similar to a hash table, but
where the (key, value) pairs are distributed across participating nodes. They were designed to
function on peers (desktops) distributed across the Internet, for cooperative Web caching, dis-
tributed file systems, domain name services, instant messaging, multicast, and also peer-to-peer
file sharing. On the surface, Cachier and DHTs look similar and in fact, Cachier draws inspiration
from DHTs. Both provide a key-value based lookup service, route based on keys, use some form
of hashing, and distribute the workload across all participating nodes. The key design choices
were made for DHTs to work across the wired Internet. However, the goal for Cachier is to work

across a local, wireless network, and this is the key difference.

5.3.2 Decentralized Discovery and Presence

For a device to join a group of nearby devices, it needs to announce its presence, and discover

other devices. Typically this is done through a central registry or bootstrap server. We propose to
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do it without the need of one. We leverage the fact that these devices are connected to the same
WAP. This allows each device to receive broadcasts from every other device connected to the
same access point. Typically broadcasts on wired networks are costly, requiring 7> messages to
traverse the network when n devices are connected to it. But in a wireless network, transmissions
are natively broadcast in nature. Wireless access points have the capability to broadcast a single
packet to all connected devices. By leveraging this, each device is only required to transmit one
message, thus a total of n messages are required for n devices. By transmitting this message
periodically, this discovery mechanism is also utilized for presence detection.

When a device joins a WAP, it starts broadcasting these beacons to alert other devices about
its presence. It sends UDP beacons to the broadcast address once every five seconds. At the
same time, the device also listens for beacons from other nearby devices. The beacon contains
the network endpoint that the sender device is listening on. Thus on receiving a beacon, a TCP
connection is made with the beacon’s source. Since these beacons are periodic, they are used for
detecting device departures as well. If a device does not receive a beacon (or any other data) from
another device that was discovered earlier, for T seconds, where T is configurable, the former
device tries to ping the latter over the formed TCP connection. If this is unsuccessful, the device
is considered to have left the vicinity. This is done by all the devices in the group. Therefore at
steady state each device eventually has a list of all other devices in the group, i.e. connected to
the same access point.

It might seem like this discovery scheme uses a large share of bandwidth. However, by keeping
the beacons small (13 bytes on average) and using the broadcast mechanism, the bandwidth
consumed is approximately 255 bytes/s per device, for a group of 20 devices and broadcast
period of five seconds, which amounts to less than 0.01% of a nominal 54MB/s Wi-Fi network.
By using this discovery mechanism and tracking devices” presence, each device can keep an up to
date list of available devices and manage connectivity to those devices. This preserves symmetry

and avoids having a centralized registry for storing membership and device presence information.

5.3.3 Hash-based Routing

As this is a distributed key-value store, the storage for the key-value pairs is provided by all

the neighboring devices. To keep the workload equal amongst participating devices, the key-
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value store needs to be distributed and decentralized. A hashing scheme is used to partition and
distribute the keys of the key-value store. This ensures each device is responsible for a unique

subset of the keys and no single device is overloaded.

5.3.3.1 Rendezvous Hashing

The hashing scheme used by Cachier is rendezvous hashing, also known as highest random weight
hashing [62]. This algorithm allows the devices to achieve distributed agreement on where to
place objects, independently, i.e. without the need to run a consensus protocol. Given a key and a
list of known nodes, this algorithm consistently orders the list of nodes. It uses hashing function,
h(), that consistently generates weights for each node, using the key and the node’s name or ID.
It then orders the the list of nodes in descending order of the generated weights. Then the first
node can be assigned the key that was used for this ordering. This can even be extended so that
if replication is required, the top-k nodes can chosen to store the key. This algorithm can be run
independently on each node, and since /() is the same on all nodes, the same order of nodes are
generated for the same key. In [62], this scheme was used by clients trying to access resources over
the Internet. If all the clients had the same list of servers, they would all always fetch a resource
at a given URL from the same server.

The rendezvous hashing scheme ensures that the system is decentralized yet coordinated,
and the workload is distributed. As there is no single “master" device, lookups and stores are
spread across all devices and no node becomes a bottleneck. The use of rendezvous hashing
helps minimize communication overhead for the system since it obviates the need for a consensus
protocol. By using rendezvous hashing, the system also ensures low end-to-end latency. Unlike
DHTs such as [60, 61], all lookups in this scheme are resolved in one hop, hence key retrieval is
fast. This is an appropriate choice for the number of devices in nearby groups. Since WAPs allow
for 40-50 active connections at a time, there is no need of using multiple hops, as used in [60, 61],
to reach the destination.

The system uses the set of available nearby devices provided by the discovery module, and
consistently maps a key to a device. Given that the discovery module on each device discovers

every other device in the group, this hashing scheme will always map a key to the same device.
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5.4 System Architecture

As can be seen in Figure 5.2, the system is divided into three main components: Discovery and
Communication, KRoute, and KVStore; the application, i.e. the mechanisms that share data or
aggregate information, on top interacts only with KVStore. The modular structure allows for
addition of more features in the future, and also allows direct access to lower layers if need be.

An instance of the system and the application runs on each participating device in the group.

5.4.1 Discovery and Communications

This module implements the discovery and presence mechanisms. It also forms the TCP connec-
tions with other devices and provides an asynchronous communication abstraction to the above
layer. It discovers new devices and keeps an up-to-date list of available nearby devices, which it

provides to the above layer.

5.4.2 KRoute: Partitioning and routing

KRoute implements the hashing scheme. It presents itself to other components as a high-level
communication layer, where instead of requiring endpoints to communicate with, it requires keys.
It uses the hashing mechanism to map keys to devices. Hence, if two different devices provide
the same key to their respective KRoute modules, they end up communicating with the same

device. This is essential for efficient coordination. It obviates the need for any dynamic agreement
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protocol when multiple devices want to talk to the same device. Neither does it need multiple
hops to find the correct device. This is important because multiple hops can cause congestion at
the WAP.

By keeping the hashing mechanism at the communication layer, it can be used for more than
just distributed storage. In effect it allows an SDN (software defined network) abstraction. If
applications want to communicate with a known service on the network, it would just need to
use the service name or ID to communicate with it. Moreover, the system allows for explicit
replication. If the application needs to send a copy of the message to multiple entities, it needs to
only specify how many replicas. Since the hashing mechanism provides consistently ordered list

of devices, the same message can be replicated to top-k devices, for k replicas.

5.4.3 KVStore: Key-Value Abstraction

Armed with the key-based communication provided by KRoute, this module builds a thin remote
procedure call (RPC) layer on top of it. It also contains the device-local hash table for storage of
keys and values. The RPC layer implements the two procedures required for a key-value store,
namely put(key, value) and get(key). When the application stores a key-value pair, KVStore creates
and serializes a put RPC object and sends it using KRoute by providing the key from the key-value
pair. On receiving a remote put call, KVStore extracts the key-value pair from the serialized RPC
and stores it in its local hash table. When the application requests a key, KVStore provides the
get RPC object and the requested key to KRoute, which sends it to the correct remote device. On
the remote device, when KVStore receives the RPC, it extracts the key, checks its local hash table
and replies with the associated value. By providing a simple key-value interface, KVStore makes
Cachier easy to use for applications.

There are two ways in which KVStore can be used: (1) directly store items in the key-value

store, or (2) use as a redirection service.

5.4.3.1 Direct storage

For directly storing items, attributes of the information such as object names or IDs can use be

used as keys, and the value is the information itself, such as the model or features or counts.
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Figure 5.3: Using the system to share models prefetched from the edge server.

5.4.3.2 Redirection service

To use as a redirection service, the keys are still the same, i.e. some attribute of the data, but the
value will be the URI (Universal Resource Identifier) of the information. The URI is provided by
the system, and hence can be resolved within that group. When an application issues a get, it gets
the URI as the response. The application can then use the system to resolve the URI and fetch
the data it points to. This is really useful when the information is large in size, e.g. a long list of
extracted features, as we will see later on that this can reduce bandwidth consumption.

In both cases, if other users also store values with the same key, these values can be configured
to be appended into lists. When fetching, the application would need to provide an attribute for

the content it is looking for and would receive the consolidated list.

5.4.4 Using the system

As we mentioned, the system can be used for multiple different mechanisms that can increase
efficiency, or make the system less dependent on the edge server. We highlight one of the mecha-

nisms here and show how the system can be used.

5.4.4.1 Enabling Cooperative Prefetching

We discussed in Section 5.1.1 that it will be more efficient if a device could share the information
it has prefetched with other nearby devices. This would decrease the amount of data that needs
to be downloaded from the edge server. We describe how this can be achieved by the key-value

(k-v) store. Figure 5.3 shows the flow of information.
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Suppose Cachier on device A wants to prefetch the model for the object "Mona Lisa". It will
first check the k-v store by using the get ("Mona Lisa") RPC on KVStore. KRoute will take the
key and the list of available devices and hash them. Suppose in the resulting list device B is first.
KRoute will send the RPC to device B. Since device B does not have this key yet, it will return a
null. On getting this response, device A will fetch the model from the edge server. Note, there is
no need to check any other device because only device B could have had that key. Once device A
has the model, it will insert it into its local recognition cache , and then issue a put ("Mona Lisa",
model pongs) . This will use the RPC and contact device B. Device B will store the model in its local
k-v store. Now suppose device C wants to prefetch the model for the object “Mona Lisa". It will
first check the k-v store by using the get ("Mona Lisa") RPC on KVStore. This will get routed to
device B again, where the model will be found. Then in the response of the RPC, device C will
receive the model, which it will insert into its recognition cache.

Potentially, only one device per group may need to download a model for a given object from
the edge server. The other devices can get a copy of the model from this on device, device B in
this case. If instead of using direct storage, the system uses redirection, this load can be balanced.
Then device A would have stored the URI on device B and device C would receive this URI, which
it would use to fetch the model from device A. On successfully fetching the model, it would enter
the URI for its copy of the model into the k-v store, which would be appended into the list on
device B. Thus as more devices store the model locally, they too can become sources and thus the

load can spread.



Chapter 6

Implementation and Evaluation

6.1 Implementation

Cachier is implemented as a recognition service with a software development kit (SDK), similar
to [15, 46, 16]. The application developer provides the images of objects which the application
should recognize. This is used as the training set to build the model in the cloud. The SDK has a
library that is installed on the mobile device along with the application. To recognize objects in an
image or video frame, the application calls the recognize (image, callback) function, providing
the image to be recognized and the callback. The callback is used to notify the application about
the result of the recognition.

The interactions between the mobile device, edge server and the cloud are over remote pro-
cedure calls (RPC). We implement the RPC to allow extensive logging and measurements, and
it uses ZeroMQ [63] internally for asynchronous communication. The interface definition for the
RPCs and the serialization is implemented through Google Protocol Buffers [64]. All of these
details are abstracted away from the application through the use of the SDK.

Cachier and the entire recognition service is implemented in Java. The mobile component
is implemented for the Android operating system, while the servers, both edge and cloud, are
implemented for the Linux operating system. All the image manipulation and recognition tasks
across the system use implementations of algorithms from the open-source computer vision li-
brary, OpenCV [65].

In this implementation, the two key algorithms used for the recognition pipeline are ORB [23]

58
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for feature extraction and multi-probe LSH [52] for feature classification. Compared to others,
ORB allows for fast extraction of binary features, while LSH allows scalable feature classification.
The choice of the feature classification algorithms is important since that dictates how the cached
model is trained. In the case of LSH, to train the classifier to be able to recognize an object, the
features of that object are inserted into the hashtables created by LSH. Thus to recognize objects
on the device, Cachier creates an LSH classifier on the device, fetches features of the objects being

prefetched from the edge server, and inserts them into the device’s LSH classifier.

6.2 Evaluating the Effect of Scale

The goal of Cachier is to allow large scale use of recognition applications, while at the same
minimize the response time for each user. Thus the goal of the evaluation is to measure the effects
of different kinds of loads on Cachier, explore the operational space and to evaluate how each
proposed technique helps alleviate the load, enable higher scalability and reduce response time.
There are various different variables that can impact the performance and efficiency of a mobile
recognition application, such as the nature of the application itself, or application-independent
factors such as network availability. This leads to a wide variety of operational points at which
recognition applications might function. In this evaluation we will run multiple experiments that
explore this operational space to analyze the implications on recognition applications and on the

proposed techniques and present the trade-offs that are made to lower end-to-end latency.

6.2.1 Variables

At the very outset of the thesis we had described that the biggest challenge that we wanted to
address was how will systems deliver real-time recognition in such a device-dense world. Thus,
though there are multiple variables that can potentially impact applications, we choose a set of

variables that demonstrate the effect of scale on systems that support recognition applications.

6.2.1.1 Number of users

This controls the number of edge devices or users simultaneously using the application in a

location served by an edge server. Given the rapid increase in the number of people carrying
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mobile devices, it is important to know how/if recognition systems will scale to accommodate

them.

6.2.1.2 Object density

This controls the number of recognizable objects in the area served by an edge server. Edge
servers can be configured (manually or automatically) to only recognize objects in their area, thus
making this an important variable to analyze an edge server’s performance. This also affects

compute time and accuracy.

6.2.1.3 Total number of classes

This controls the size of the set of all objects the application is supposed to recognize. This
depends on the type of application - e.g. a smart assistant may need to recognize a large number
of objects while product-specific recognition applications may recognize a much smaller set. This

will affect compute time and accuracy.

6.2.1.4 Network availability

This controls the network conditions between the edge server and the cloud. The motivation for
edge computing is based on the premise that this part of the network will become the bottle-
neck for recognition applications and hence it is vital to see how network conditions impact an

application’s performance.

6.2.2 Metrics

To assess the impact of the variety of loads, a number of metrics need to be measured in each
experiment.

6.2.2.1 Latency

End-to-end latency - the time between capture of the image and reception of response on the
device. Along with measuring end-to-end latency, break-downs of time spent in computation and

communication individually is also be measured.
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6.2.2.2 Accuracy

Accuracy of the recognition system is measured through its recall and precision. Since the recog-
nition cache also runs recognition algorithms, its effect on the accuracy of the overall system needs

to be evaluated.

6.2.2.3 Infrastructure resource utilization

There are two types of infrastructure resources which are utilized in recognition systems - com-
pute resources and the network, measured through bandwidth consumption. Compute resources
are used in both, the edge server and cloud. Since the goal of the proposed techniques is to enable
support for more devices, we need to analyze whether the techniques add or remove stress from

the infrastructure.

6.2.3 Configurations

By comparing the metrics measured for all the experiments for each system configuration, we will
be able to shed light on the trade-offs the contributions make to achieve low latency. For example,
we expect that there for few devices, on-device local computation might not be necessary. The
sections below describe all the different system configurations for which the experiments will be

performed. Italicized configurations are our novel contributions.

6.2.3.1 Only Cloud

The typical image recognition approach for mobile applications. All images captured by each
mobile device are uploaded to the cloud for processing.

6.2.3.2 Load-balanced Edge Cache

An edge server is placed in the system above, in-between the devices and the cloud, and uses a
recognition cache. The recognition cache employs all the techniques described in Chapter 3 and

uses the load-balancer to support multiple devices.
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6.2.3.3 Bounded Edge Cache

The cache in the edge server is similar to the above but for multi-user support, it dynamically

bounds the allowed compute time and thus the cache size, as described in Section 3.5.1.

6.2.3.4 Prefetching and On-device Computation

On-device computation is added to the above system and prediction is used to decide which

objects to prefetch and compute on the device.

6.2.3.5 Adaptive Feature Extraction

On-device recognition is modulated to not only change the feature classification phase, but also

the feature extraction phase.

6.2.4 Application

An application is required to drive the above analysis. A desirable application will be one in
which all the variables can actually change in the real world and requires low-latency responses.

There are a number of applications which exhibit such properties. For example,

o A product search application, like [45, 4], that can be used in grocery stores, which uses the

phone’s camera to locate items on shelves and retrieve nutritional and allergen information.

e A smart virtual assistant for smartphones, like [66, 67], in which the users can point the
camera at objects around them and get contextual information. For example trivia about

buildings and monuments, showtimes in a movie theatre, or names of flowers.

e An indoor navigation application, like [3], which can guide first-time or vision-impaired

visitors, or even drones inside buildings, where GPS does not work.

There are some applications that do employ recognition, but due to other constraints, are
not amenable for distributed operation. For example, recognition of vital features such as lane
markers, pedestrians, other cars etc. in autonomous vehicles have hard realtime constraints and
hence are not suitable for offloading and will be executed on the vehicle itself.

A good representative application in this application space is an art recognition application

that recognizes artifacts and paintings in museums and galleries and provides visitors with new
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content or information, overlaid on top of the camera’s view, like [44, 68]. Such augmented real-
ity applications are known to have low-latency requirements [17]. Mapping the aforementioned

variables to such an application:

The network conditions would be the prevalent network conditions between on-premise

edge servers and the cloud.

The total dataset would be all the artifacts in a museum.

The edge servers would serve their own respective sections of the museum and thus object

density would be the number items in those sections.

The number of users would be the number of visitors in a given section of the museum.

To drive the experimental analysis we have developed such an art recognition application. This
application runs on the mobile devices and makes recognition requests during the experiments
to recognize artifacts in images. We first describe the dataset for such an application and then the

setup for the experiments.

6.2.5 Dataset

To evaluate a recognition system, using actual traces of users using such an art recognition ap-
plication would provide the best results. However, such traces do not exist in the public domain.
Instead we have built a dataset using museum visitors” mobility traces, overlaid with painting
recognition requests, to yield recognition traces that emulate a trace from an art recognition ap-
plication.

From [1], we take real-world mobility traces that capture the mobility of 180 visitors walking
around a room of a museum that contains 44 exhibits, as shown in Figure 6.1. Each trace in
this dataset tracks a unique visitor as they move around in the room. Each entry in the trace
contains three items: the time at which the visitor starts looking at an exhibit, the duration for
which they look at the it, and the ID of the exhibit being looked at. To create a recognition trace
using a visitor trace, the visitor trace needs to be augmented with image requests. We use a public
image dataset containing images of exhibits from a museum along with other objects [53] to create
the image requests. Some sample images from the dataset are shown in Figure 6.2. This dataset

provides both training and test images. To create a recognition trace, first, the exhibit IDs from the
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Figure 6.1: Floor-map of the section in the museum from which visitor traces were taken. Each
number is an exhibit ID, and its position represents the location of the exhibit. Image taken from

[1].

Figure 6.2: A selection of images from the dataset which are used as request images in traces.

museum traces are mapped to objects in the image dataset. Then, in each trace, for each second
that a visitor is looking at an exhibit, a training image for the mapped exhibit’s ID is sampled
from the image dataset and used as an image request. Such traces mimic what the visitors might
be seeing as they walk around the museum room. Moreover, given that it is taken from a real
museum, the intra-object relationships of how actual visitors move from one object to another is
also captured by the traces.

We use one frame per second instead of a typical framerate such as 30 fps, because there
are many approaches that have been proposed to filter frames at the source. For example [28]
proposes to drop frames based on readings from inertial sensors, [69] proposes to drop frames if

they are blurry, and [29] proposes to make recognition requests only if the frame is significantly
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different from the previous frame. These techniques lower the number of frames that actually

need to be recognized by the recognition pipeline.

6.2.5.1 Controlling the number of exhibits

The set of traces as is has the visitors looking at 44 objects in one section of the museum. In our
experiments, we need to be able to control the object density, i.e. the number of exhibits that
fall in the area covered by an edge server, to be able to see how this impacts the performance in
the edge server. Hence the number of objects cannot be fixed at 44 and needs to be controllable.
At the same time, we do not want to change the flow of any trace internally since that reflects
the spatiotemporal locality. Instead, we use this section, shown in Figure 6.1, as a repeatable,
indivisible unit. To increase the number of objects, the number of sections are increased, where
the layout is the same. The exhibits, however, change - each new section is mapped to a new set
of objects from the dataset. The visitors are equally divided across the sections. This allows us to
keep the flow of the visitor in the trace, but still increase the total number of sections served by

an edge server, and thus increase the number of objects served by the edge server.

6.2.5.2 Learning the Markov model

For the on-device computation configuration, models are prefetched from the edge server on the
device. For prefetching to be successful in this configuration, the edge server needs to estimate a
Markov model that can predict which objects will be queried next. We use the traces generated
above, to have the system estimate a Markov model, and then we test the model. More than an
evaluation of the system’s estimation techniques, it is a verification of whether the traces exhibit
the Markov property, and what order Markov model is best suited for these traces. We use 80%
of the traces to train the model, and 20% to test. To assign an accuracy score, for each query in
the test trace, Cachier’s estimated model is used to predict the top 5 possible exhibits that might
be next. The output is then checked to see if the actual next exhibit in the trace is present in
the prediction. We run this experiment for different orders of the Markov model. The result,
Figure 6.3, shows that the first order Markov model is indeed the best choice. The other models
tend to overfit to training data and hence have low accuracy on test data. The accuracy for the

first order model actually grows fast, for example in a test predict top 8, the accuracy is over 80%.
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Figure 6.3: Accuracy of different Markov models.

Mobile Device | Edge server | Cloud
Type Nexus 7 2013 PC Server
CPU Cores 4 8 24
Memory 2GB 8 GB 32 GB
CPU Speed 1.5 GHz 220 GHz | 2.00 GHz

Table 6.1: Specifications of the mobile device, edge server and cloud server.

6.2.6 Setup

The characteristics of the devices, edge server, and the cloud server are given in Table 6.1. There
are two different networks used in the system. There are a total of 10 devices that connect to
the edge server over WiFi (802.11n), through a router capable of supporting 900 Mbps. The edge
server connects to the cloud over gigabit ethernet. This network is controlled to emulate desired

network conditions using netem [70].

6.2.7 Procedure

First, the cloud is started with a model trained using all objects for that experiment setting. Then
the edge server is started, if present in the experimental configuration, and its cache is warmed
according to the experiment setting. For the prefetching configuration, the trained Markov model
is loaded on to the edge server. Each recognition trace is for a unique visitor and is assigned
a unique label. For each experiment, each device is assigned a visitor. The matching trace is
downloaded to the device. As mentioned above, the trace contains the ID of the training image
to request, and the time at which to request it. The request images are stored on the devices
as well. Once the experiment starts, the application on the device makes a request every second,
according to the trace, using Cachier’s recognize (image, callback) function. This is done asyn-
chronously to ensure that the requests go out on time. The application then waits until it receives

all responses. Each experiment is run four times, each time using a different set of traces for the



CHAPTER 6. IMPLEMENTATION AND EVALUATION

67

Number of Visitors

Number of Sections

Total number of Exhibits

Network Conditions
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Table 6.2: Baseline values for the variables.
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Figure 6.4: The effect of varying number of visitors on the different system configurations.

devices. In each run, all the configurations are run using the same set of traces.
Since there are multiple variables in the set of experiments, we define a baseline, and then vary

one in each experiment while the others are held constant. Table 6.2 defines the baseline.

6.3 Impact of User Density

This experiment evaluates the effect of request load, that is how the number of users simul-
taneously using the application affects the application latency or response time. Thus in this
experiment, we control the number of users (devices) that simultaneously send requests. All the
other variables are kept at the baseline values.

We see that as the number of visitors increase, the response times on most system configura-
tions increase, but the only-cloud system increases significantly faster than the rest. This happens
for two reasons. First, as the number of visitors increases, the amount of data being offloaded
increases, and all of it goes to the cloud. This causes congestion in the network, which leads to
delays. Second, even though the cloud has formidable compute resources, it still is processing a

model for all 500 objects in the dataset. This means that compute times for each request is high,
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Figure 6.5: The effect of varying number of visitors on the CPU usage in different system config-
urations.

and as the number of devices increase, the compute resources get saturated, as seen in Figure 6.5a.
This leads to queuing up of images and further delays.

We see a similar trend in the edge-cache-based system configurations as well. Both edge
cache configurations have low response times initially, but by 8 and 10 devices, it has significantly
increased. The load-balancing edge cache delivers the fastest response times for low number of
devices. The cause is similar here as well. Initially, the edge cache can handle the rate of requests
it is receiving and can respond in time, rarely offloading to the cloud. The load-balancing edge
cache fares better here since the bounded edge cache is conservative, and offloads to the cloud, as
seen by increased cloud CPU usage in Figure 6.5a, even when the edge server’s CPU is not fully
utilized (Figure 6.5b). For high number of devices, the bounded edge cache fares better since it
utilizes less resources, while delivering similar response times as the load-balancing edge cache.

Of all the configurations, the on-device computation configurations fare the best (low infras-
tructure resource usage, low response times) when number of devices is high, with the adaptive
extraction configuration being consistently fast. When the number of devices is low, the edge
cache and the wireless network are relatively free, and they can respond to requests quickly, lead-
ing to low response times. At higher number of devices, since the edge cache will get congested
and hence lead to delays, the system decides to use on-device computation, to reduce the number

of requests that get offloaded, as is evident in the lower CPU and bandwidth usage for these
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Figure 6.6: The effect of varying number of visitors on accuracy in different system configurations.

configurations. Of the two on-device configurations, adaptive feature extraction consistently per-
forms better. Not only is its on-device compute time lower, but this also leads to lesser requests
being offloaded to the edge cache.

For most configurations, both, recall and precision, are consistently high. Except for the cloud
configuration for high number of devices. The recall suffers in this case because the cloud starts to
drop requests in an attempt to drain requests that have been queued for more than five seconds.
This means many requests are returned as unrecognized and thus it leads to a drop in recall.

In summary, for any number of devices, having an edge cache is necessary for low response
time. Relying only on the cloud is slow even for one or two devices. For few devices, edge caches
deliver low response times and lower the cloud and network resource usage. However, to handle
requests form a large number of devices, on-device caching and recognition, as implemented in

Cachier, needs to be used to provide low response times, low resource usage, and high accuracy.

6.4 Impact of Object Density

This experiment evaluates the effect of object density in the area that an edge server serves, i.e.
how does changing the number of recognizable objects in the area served by the edge server affect
performance and other metrics. This is useful to know because it can provide insight into how
densely edge servers will need to be deployed. Thus in this experiment, we control the number of

sections that are served under a single edge server. All the other variables are kept at the baseline
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Figure 6.7: The effect of varying number of sections on the different system configurations.
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Figure 6.8: The effect of varying number of sections on the CPU usage in different system config-
urations.

values.

We see in Figure 6.7, Figure 6.8 and Figure 6.9 that all metrics for the only-cloud configu-
ration is approximately constant, which is expected. The cloud always uses the full model for
recognition, hence changing the number of sections does not affect recognition in the cloud.

On the other hand, the metrics for the edge server change significantly. We can a rise in
the overall latency in the edge-cache configurations as the number of sections increase. More

significant is the rise in the CPU usage in the edge server (Figure 6.8b). As the number of sections
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Figure 6.9: The effect of varying number of sections on accuracy in different system configurations.

increase, more objects are covered by a single edge server. This means that it will get requests
containing a wider variety of objects and thus will need to cache accordingly. This increases the
size of the cached model on the edge server, thus leading to higher compute time. As the compute
time increases, the load balancing mechanisms in both edge cache configurations kicks in and they
start offloading more requests to the cloud to make use of the cloud’s resources.

This behavior is in contrast with the behavior of on-device configurations. Here we see that
with increase in number of sections, the devices use lesser of the edge resources, evidenced by
the drop in bandwidth utilization (Figure 6.7b) and edge CPU usage (Figure 6.8b). But these
configurations still remain faster than the edge server and cloud configurations. With low number
of sections, compute time at the edge is low, hence the miss latency for the device cache is low. This
favors having a really small device cache and offloading more requests. But when the compute
time at edge increases due to the increase in the number of sections, Cachier reacts by growing the
device cache (and thus model) to enable more on-device recognition, and offload lesser number
of requests to the edge cache.

For most configurations, both, recall and precision, are consistently high. The cloud configu-
ration recall is consistent, but low because of the request drop mechanism explained earlier.

In summary, having an edge cache allows a recognition system to leverage locality and drive
down response time, compared to an only cloud system. However, edge caches can get satu-
rated as well, if they serve large areas, e.g. if they are a part of a cellular basestation. By using

prefetching and on-device computation, this compute stress on edge caches can be relieved. For
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Figure 6.10: The effect of varying number of classes on the different system configurations.

the same large area or number of objects, lesser edge caches would be needed to ensure low

latency responses. Thus on-device computation will help systems scale to larger areas.

6.5 Impact of Total Number of Object Classes

This experiment evaluates the effect of changing the number of object classes that the application
can recognize, or in other words the effect of the complexity of the recognition application. As
mentioned earlier, different applications can have different complexities, for example a virtual as-
sistant may be trained to recognize thousands of objects, while a product recognition application
may only recognize a specific brand’s logo. We want to see how this complexity affects perfor-
mance. Thus in this experiment, we control the number of object classes that can be recognized
by the application. All the other variables are kept at the baseline values.

We see in Figure 6.10 that the response time for cloud configuration increases as the number
of classes increase. So does the cloud CPU usage in Figure 6.11. This is expected because as
the number of classes increases, the model in the cloud grows, leading to high compute times.
The interesting observation here is that the metrics for edge cache stays almost constant. This is
because the edge cache only caches those objects which the visitors query for. The visitors can
only query for those exhibits which are present in the sections. Since the total number of objects
in the sections (44x3) is always lower than the total object classes, changing the object classes does

not have an effect on the edge cache. The edge cache can always cache all objects in the section,
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Figure 6.11: The effect of varying number of classes on the CPU usage in different system config-
urations.

and avoid going to the cloud at all (except for recognition misses).

The on-device configurations have a similar trend as the previous experiment - with increase
in number of classes, the devices use lesser of the edge resources, especially for the prefetching
configuration, shown by the drop in bandwidth utilization (Figure 6.10b) and edge CPU usage
(Figure 6.11b). This happens because with higher number of classes, misses in the edge cache are
most costly, which affects the on-device configuration when a miss happens in the device cache.
To reduce such misses, Cachier increases the device-cache size, so as to have fewer misses.

For most configurations, both, recall and precision, are consistently high. The cloud configu-
ration recall is consistent, but drops for the highest number of classes because of the request drop

mechanism explained earlier.

6.6 Impact of Network Conditions

One of the factors motivating edge computing is that the network can become congested and
lead to delays. This experiment evaluates how network conditions affect performance and other
metrics of the system. We only change the wired portion of the network, i.e. between the edge
server and the cloud. Thus in this experiment, we control the network conditions, i.e. the RTT
and bandwidth. All the other variables are kept at the baseline values. The labels on the x-axis

in Figure 6.12, Figure 6.13 and Figure 6.14 correspond the values in Table 6.3. These values were
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Slow Medium

40ms RTT, 2 Mbps?, 10 Mbps|, 30ms RTT, 5 Mbps?, 10 Mbps,
Fast SuperFast

20ms RTT, 10 Mbps*, 20 Mbps/,, | 10ms RTT, 20 Mbpst, 40 Mbps|.

Table 6.3: Network condition values
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Figure 6.12: The effect of varying network conditions on the different system configurations.

taken from measurements done in [38].

We see in Figure 6.12 that the only cloud configuration has very high response times when
the network is really slow. This is expected behavior. However, as the network gets faster, the
response time does not decrease. This is because the bottleneck has shifted from network to
compute.

Interestingly, we see that the edge server and on-device configuration, both are largely unaf-
fected. Their metrics are relatively constant, similar to the previous experiment’s results. This
happens because the edge cache serves most requests from its local cache. So changing the net-
work between the edge cache and the cloud does not significantly influence the response times
for these configurations.

In summary, an edge cache can shield devices from poor network conditions or congestion in
the backhaul, and from any changes in compute time in the cloud, thus ensuring low response

times and high accuracy.
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Figure 6.13: The effect of varying network conditions on the CPU usage in different system con-
figurations.
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Only Cloud Edge Cache Device Cache
Number of Devices < 600ms for 1 Device < 300ms for < 7 Devices < 300ms for > 1 Device
Object Density No Effect < 300ms for < 150 Objects | < 300ms for > 50 Objects

Number of Classes

< 600ms for < 300 Classes

No Effect

No Effect

Network Conditions

> 5s for all conditions

No Effect

No Effect

Table 6.4: Summary of insights from the evaluation.

6.7 Summarizing Effect of Scale

In all the previous experiments we see that edge caches are essential to a recognition system.
Even under low loads offloading requests directly to the cloud is not fast enough. Moreover,
we see that the full system, with on-device computation, prefetching and adaptive extraction,
performs the best or at par with only edge-cache configurations in most scenarios. It delivers
faster responses, uses lesser infrastructure resources and is accurate. This especially holds for
high loads, represented by high number of devices and high number of objects. In these scenarios
the full system scales much better than the one without on-device computation. If high loads are
not expected in a system, then on-device computation can be avoided - in fact, the system will
automatically not carry out computations on the device and directly offload to the edge server.
Table 6.4 summarizes the benefits of each component of Cachier. It shows what the upper

bound on the latency might be under the given conditions.

6.8 Evaluating the Key-Value Store

The goal of the experiments was to evaluate the K-V store and compare it with Kademlia [61], a
popular DHT, for a group of wireless mobile devices. The metrics for comparison were end-to-end
latency for getting the value of a specified key. This measures the responsiveness of the system.
Setup. Our experiments were setup to emulate a group of 20 nearby users. Each user’s mobile
device was emulated by a virtual machine configured with 1 CPU and 2GB RAM. These 20 virtual
mobile devices were connected to a simulated access point, over a simulated wireless-medium,
using NS3 [71].

Procedure. A different trace of requests was generated for each mobile device. During the exper-
iment, the requests made by a virtual mobile device was in accordance with its assigned trace.
The procedure followed by each device for each experiment:

1. Discover all devices and stabilize
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2. Store keys from the user-trace in key-value store
3. Issue get requests as per its user-trace

Note, the metrics are measured during the get-requests phase only.

6.8.1 Modifying Kademlia

Bootstrapping. Kademlia, and any DHT in general, starts up using at least one “well-known"
node which every new node contacts to join the DHT. Having such a node is infeasible in the
scenarios that our K-V store is meant for. Hence, the same discovery layer as the k-v store is used
in Kademlia for the experiments. The discovered nodes are treated as neighbour nodes and the
normal Kademlia protocol for joining takes over.

Bucket size. Kademlia has a tunable parameter, k, which controls the size of each bucket. A
bucket is a list of neighboring nodes at an equal “distance” from the given node. Each node
contains multiple buckets, each for a fixed distance from this node!. To make a fair comparison
we set k to 20. This way every node in the network knows every other node in the network and

hence effectively it would not need multiple hops to reach a specific node.

I Krowd
Il Kademlia

0.10} R

Average Latency per lookup (seconds)

0.00
01 2 3 4 5 6 7 8 9 101112 13 14 15 16 17 18 19

Node Number

Figure 6.15: Comparing lookup latencies in our K-V Store and Kademlia.

1For further details about the distance metric and how it is established, please see [61]



CHAPTER 6. IMPLEMENTATION AND EVALUATION 78

6.8.2 Insights

Latency. In Figure 6.15 we see that for each node, our K-V store has lower end-to-end latency than
Kademlia. The latency is measured as the time taken starting from issuing a get request to when a
value is returned to the application. The graph shows average latency per request. Note, not only
is our K-V store much faster but is also consistent across all nodes, approximately taking the same
time per request on each node, compared to Kademlia. This is because of multiple reasons. First,
Kademlia employs heuristics for accelerating lookups such as parallel lookups and storing fetched
key-values in nearby nodes for faster subsequent lookups. On a local, wireless medium these
heuristics cause harm - every additional lookup or store blocks other requests/lookups. A second
reason is the periodic pings used by Kademlia for liveness. This again causes interference with
other operations on the wireless medium. Our K-V store, instead, uses the broadcast property of
the wireless medium in its discovery and presence protocol. It does not need to ping each node
separately to check if it is still available.

DHTs were designed for the Internet and wide-area wired networks and a number of heuristics
were used to lower latency of requests across the Internet. However in a local, wireless network,
these heuristics are ineffective and in fact degrade performance.

Since our system is designed specifically for a local, wireless network from the ground up, we
make sure there is no duplication of effort. It uses the network’s properties and is thus faster and

more efficient than systems designed for the Internet and wired networks.



Chapter 7

Conclusion and Future Work

Increasingly, applications on edge devices such as mobile smartphones, drones, cars, and other
IoT devices are relying on machine learning and recognition techniques to provide interactive
and intelligent functionality. Given the complexity of these techniques, and resource constrained
nature of edge devices, applications rely on offloading compute intensive recognition tasks to
the cloud. This has also lead to the rise of cloud-based recognition services. A number of these
applications require immediate responses since they may be taking actions based on the response,
or interacting with the user. However, using a cloud-based service involves sending captured
images to remote servers across the Internet, which leads to slower responses. With the rising
numbers of edge devices, both, the network and such centralized cloud-based solutions, are likely
to be under stress, and lead to further slower responses.

To address this challenge in this dissertation, we created a distributed caching framework to
use the resources on the cloud, edge servers and devices more effeciently. This caching framework
leverages the spatiotemporal locality of requests from nearby users to carry out recognition closer
to/on the edge devices to minimize response time. We developed a model for expected latency
in an image-recognition cache and showed how to incorporate the effects of compute-intensive
recognition algorithms in this model. We then used this model as a guiding formulation to
minimize expected latency by dynamically adjusting its cache size. This was first utilized for
edge servers that serve multiple devices in their respective areas. Then it was applied to caches
on devices. We introduced prefetching for device caches as a way to avoid compulsory misses.

We further optimized the feature extraction phase and made it dynamic so that it can react to

79
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the cache size on the device. We then finally presented a distributed key-value store created on
nearby devices themselves, to leverage locality, and allow devices to cooperate directly with each
other. We demonstrated the effectiveness of this caching approach by implementing an end-to-end
system, along with an application and then evaluating each component of the system. We used
real world datasets to drive the evaluation. The main contributions of this caching framework,
Cachier, is as follows:

Caching for Recognition. Caching for recognition essentially means pushing parts of the cloud-
based model being used for recognition to the edge, i.e. onto edge servers and devices. Doing so
will push the computation towards the edge, and reduce the number of times requests need to
traverse the Internet and thus reduce response time. To achieve this, we introduced a model for a
recognition cache. Recognition is complex and its compute time depends on the size of the cache,
or rather the model being used for recognition in the cache. Moreover, the misses in the cache can
now also happen when the recognition algorithm fails to recognize the object in the request. Both
these factors are taken into account in building the model. This model serves as a mechanism to
estimate latency in the different parts of Cachier where a recognition cache is implemented.
Recognition cache at the edge. Edge computing has been proposed as a method to address the
challenge of recognition applications” low-latency requirements. We proposed to use these edge
servers as recognition caches. Instead of deciding which parts of the application to execute at the
edge, Cachier dynamically decides which subset of the recognition classes to be included in the
trained model at the edge. Cachier makes use of the formulation developed earlier to make this
decision. To achieve this, we presented the different estimation methods involved in estimating
the formulation and then finding the cache size, k, that minimizes it. We showed that once
this is found, a model for the most frequent k items is cached at the edge server, which is used to
recognize future requests. By making the cache size adapt to dynamic conditions, Cachier reduces
the response time.

Prefetching for on-device recognition. Although having a recognition cache at the edge server
reduces response times by not going to the cloud as often, requests still need to incur latency due
to the wireless network when they try to reach the edge server. Moreover, the edge server can
become a bottleneck if there are multiple users. To decrease response time further, we showed how
caching can be used for efficient, on-device recognition. We introduced the concept of prefetching

models on to the device to avoid compulsory misses. By having the devices collaborate with the
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edge server, the edge server predicts which object the user/device might see next. Cachier uses
this information, along with the caching model to decide how many such predicted models to
prefetch onto the device. This takes into account the resources available on the device.

Adaptive feature extraction. By prefetching models into the device cache and recognizing objects
on the device, we showed that dependence on the edge server can be decreased. However, edge
devices are resource constrained, and recognition needs to be further optimized to be carried out
on devices. We proposed to do this by optimizing the feature extraction phase. To achieve this,
the complexity of the feature extraction is adjusted dynamically to match the number of classes
in the prefetched model. We analyzed the tradeoffs between accuracy, latency, model size and
number of extracted features, and then used this analysis online to decide how many features to
extract.

Coordination among nearby devices. In the proposed techniques, Cachier assumes that it has
low-latency access to an edge server to carry out a number of mechanisms. However, these edge
servers may be deployed deeper in the cellular or Internet network. In such scenarios, it is not
feasible to rely on the edge server. Even though prefetching minimizes reliance on the edge
server for recognition, it is still required to prefetch the models on to the device. By enabling
coordination among nearby devices, our distributed key-value store provides a mechanism for
devices to share their downloaded models with other nearby devices. This reduces the number
of interactions required with the edge server. Such a distributed key-value also enables other

features such as cooperative analytics.

7.1 Open Questions and Future Work

The caching approach introduced in this dissertation, opens up a new way of thinking about ma-
chine learning applications and distributed computing at the edge. This also raises open questions

about scalable systems that support machine learning applications.

7.1.1 Optimizing Inference on Edge Devices

Research in machine learning, especially deep learning, has mostly focused on algorithms and
models for training for high accuracy [24]. Only recently research has started to focus on systems

approaches to making this feasible. Since the bottleneck is handling the large datasets, models,
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and the training time, these new approaches focus on how to accelerate training complex models
on distributed clusters and GPUs. Very few efforts have explored the challenge of accelerating
inference on edge and embedded devices. [31] have looked at how to use compression and
approximation to run complex models on mobile devices that have state-of-the-GPUs. [32] focused
on how to tradeoff accuracy, energy and latency when running neural networks on edge devices,
and distribute the model across device and cloud accordingly. Since there will be millions of such
devices generating data, all of it cannot be uploaded to cloud to be processed. Since this data
will likely be processed by machine learning and recognition techniques, it is important these
techniques by optimized to run on such devices, to reduce the amount of data that gets offloaded.
This will not only help minimize bandwidth bottlenecks, but also reduce remote resource usage,

reduce response times and increase privacy.

7.1.2 Distributed Intelligence at the Edge

Given the rise of the number of devices at the edge of the network, as we mentioned earlier, it
is necessary to push computations back to the edge. This will enable richer services and faster
responses for applications and help systems to manage scale. At the same time, this implies
that these edge devices will now be smarter, and run machine learning on-board. Given that
these devices will be densely distributed, many should be able to communicate and interact with
each other. This then raises the question how can systems or applications benefit when these
devices collaborate. In this dissertation we showed one approach to enable such collaboration
and provided few techniques that can leverage it. Some research efforts have started to look into
it. [59, 72] address distributed learning and push some computation related to training to the
edge. This area needs to be explored further, to answer questions such as can devices exchange

knowledge or adapted models? Can such distributed learning accelerate training or inference?

7.1.3 Vertically Distributed Systems

In this dissertation, we relied on the new computing paradigm called edge computing. There is
another, more generic approach, called fog computing [37]. This approach proposes to distribute
computing resources all across the Internet, between the edge and the cloud. So instead of the

three levels we considered in this dissertation, fog computing can enable to multiple levels. This
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means that there can be a rich hierarchy starting at the device, then the edge servers, fog nodes
and finally the cloud. Research has typically tackled these entities in pairs - devices and edge
servers [36], devices and cloud [34, 33, 73]. We believe that there is an opportunity to look at
these different entities as layers in a larger system, engineer and optimize them for end-to-end
performance and provide abstractions that make developers oblivious of where there applications
will actually run or how they will be partitioned. One could think about it like MapReduce [74] or
Spark [75] for vertically distributed systems instead of clusters. That is, ideally we need a system
that can automatically place data and computation across this vertically distributed system, taking
into account the requirements of the applications and the heterogeneity of the nodes and networks

involved. This can ease development of applications and management of systems.
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