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Strange is our situation here on Earth. Each of us comes for a short visit,
not knowing why, yet sometimes seeming to divine a purpose. From the
standpoint of daily life, however, there is one thing we do know: that man
is here for the sake of other men.

—Albert Einstein



Abstract

Network processes model how information, virus, or failures interact and spread in a
system or population. The network structure captures relationships or contacts between
multiple, interactive agents. Network processes also account for the dynamical characteris-
tics of these interactions. These models can give insights on how to respond to outbreaks as
well as on how to design optimal distributed, network structures for engineering purposes.
These processes are complex to study because of inherent dependencies between topology
and dynamics. The inclusion of finite-size networks introduces combinatorial complexity,
making analysis computationally intractable for large networks. Consequently, existing ap-
proaches rely on simulation or coarse approximations of the underlying network structures.

The thesis presents and studies the scaled SIS process, a model for which the exact
network structure can be accounted for exactly. The scaled SIS process is an epidemics-like,
binary-state, stochastic process on an arbitrary, undirected network whose nodes represent
agents and edges represent contacts. Contagion of healthy agents by infected neighbors can
potentially overcome the healing process leading to epidemics. Alternatively, the scaled
SIS process can also be used to model cascading failures like blackouts in the power grid.

The scaled SIS process has a closed-form steady-state characterization (i.e., equilib-
rium distribution) of the Gibbs form, making it appropriate to study the effects of network
topology and dynamics on the steady-state behavior of the process. We use the equilibrium
distribution to formulate and study network vulnerability on 3 different scales: 1) individual
agents, 2) substructures in the network, and 3) overall network.

With tools from discrete optimization and Monte Carlo sampling, we can solve or ac-
curately approximate the solutions to these inference problems for network processes on
arbitrary, real-world networks in polynomial-time. When infection and healing rates are ex-
treme, the topology of the underlying network is unimportant. For the appropriate range of
dynamics parameters, however, topology becomes an important factor in determining vul-
nerability; the macroscopic characterization of network vulnerability is not representative

of the microscopic vulnerability of the individual agents. We show, using the scaled SIS



process, that, when the contagion rate is low, agents with more neighbors have higher prob-
ability of being infected at equilibrium. When the contagion rate is high, local characteriza-
tions such as the node degree is not sufficient; agent vulnerability depends on membership
in dense subgraphs in the network.

Finally, we use the scaled SIS process to study other network process models such as
the extended contact process as well as edge-centric network processes like the dynamic

bond percolation process.

Keywords: complex networks, network processes, contact process, e-SIS process, scaled
SIS process, epidemics, cascading failures, contagion, SIS epidemics, continuous-time
Markov process, network topology, graph density, dense subgraph, k-regular graphs, com-
plete multipartite graphs, complete multipartite with k-regular islands, densest subgraph,
maximum independent set, Perturb-and-MAP, loopy belief propagation, Gibbs distribu-
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CHAPTER 1

Introduction

Interaction characterizes many real-world phenomena. Infection spreads from infectives hosts
to susceptible as a result of contacts between agents leading to epidemics. Similarly, rumors or
information spread in a social network due to the interaction between a communicator and an
adopter such as the ‘viralization’ of Internet memes. It is also often observed in networked systems
that local failures of a few components can lead to cascading failures like blackouts in the power
grid.

Models are useful for studying these phenomena because it is difficult to conduct experiments
or make measurements on these types of complex, interactive systems due to their size and scale.
While these processes can be simulated on a computer, simulations lack explanatory ability [1]. It
is not feasible to simulate every possible scenario: What if a group of agents form a community
amongst themselves? What if the population is larger than expected? What if healthy agents
interact with infectives more often (i.e., the infection rate is high)? What if failed components

recover faster? How will these changes affect the behavior of the process?

To answer these questions, a new type of models needs to be considered. Traditional models,
such as the SIS (susceptible-infected-susceptible) compartmental model in epidemiology, assume
homogenous-mixing, which means an agent may contact all other agents in the population [2].
In reality, homogenous-mixing is often not possible since agents may have a limited number of
contacts; some infectives have more contacts with susceptible agents and are therefore super-
spreaders [1, 3]. Networks can account for both the heterogeneity and finiteness of contacts [1].

In this respect, network process models, which assume that the structure of interactions amongst

15



multiple agents is described by a graph, are more realistic than traditional models.

For network processes, it is of interest to understand both the impact of dynamical parame-
ters such as contagion rate and healing rate as well as the impact of the network structure on the
dynamics of the process. The challenge is in developing feasible models that incorporate network
structure as part of the model description; networks, being discrete structures, introduce combinato-
rial complexity in the analysis. This thesis presents and studies the scaled SIS process to model the
stochastic, microscopic interactions between individual agents in a population, assuming healthy
agents can become infected due to contagion from neighbors and that infected agents can heal.
Unlike many existing models, the scaled SIS process accounts for the exact underlying network

topology without resorting to approximations or assuming simpler network structures [3,4].

The scaled SIS process assumes that the infection rate is exponentially dependent on the num-
ber of infected neighbors (i.e., contacts) whereas previous network process models such as the
contact process [5, 6] or the extended contact process (also known as the e-SIS process) [7] con-
sider the infection rate to be linearly dependent on the number of infected neighbors. It is possible
for the infection rate to be nonlinear for some biological mechanisms [8]. The infection rate may
be superlinear due to secondary effects such as nutritional stress. The assumption of exponential
dependence that we make in this thesis is also one of convenience. We prove in the thesis that the
steady-state behavior of the scaled SIS process can be characterized with a closed-form equilibrium

distribution whereas the extended contact process can not.

Chapter 8 discusses how the scaled SIS process can also be used to study models with linear
dependence. This follows from the binomial expansion of exponential functions; under small
perturbations, the exponential rate of the scaled SIS process well-approximates the linear rate of
the extended contact process. As a result, the equilibrium behavior of the extended contact process
can be well approximated by the equilibrium behavior of a scaled SIS process.

With the scaled SIS process, we can address, for different network structures and different
dynamics parameters, questions such as which individuals or communities in a network are the
most vulnerable, what is the expected fraction of infected agents or failed agents. These questions
can be answered quantitatively by performing inference on the equilibrium distribution. Although
many inference problems are in general computationally NP-hard, for the scaled SIS process, we

can solve them in polynomial-time for a range of parameter values of practical interest. This
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thesis provides the first model for which the microscope, mesoscopic and macroscopic behaviors
of networks processes over exact, arbitrary networks can be analyzed in polynomial-time; the
results, which depend on subgraphs in the network, on the preference of individual agents, and on

the strength of the coupling effects, show how complex network processes can be.

1.1 Previous Work

Networks appear in many domains. The potential of applying networks to describe relations
among multiple elements in a system makes the study of networks popular in many different dis-
ciplines from social networks [9, 10], to power grids [11, 12], and to contact networks in epi-
demics [13-15]. Datasets of real-world networks include the KONECT database [16] and the
SNAP database [17].

The study of networks is often related to the study of graphs, and understanding graph theory
is fundamental to networks. Network science differs from traditional graph theory in that networks
are often derived either from measurement or by design from real-world systems. These networks
generally do not conform to standard graph classes. There exists a large corpus of literature on the
statistical characterization of large-scale networks, particularly, the study of how the topology of
the network reflects certain characteristics of the system [18, 19]. Much of this work is algorithmic
in nature and focus in finding meaningful substructures such as communities or core structures
[20,21].

Network processes extend network science by considering dynamical processes on networks;
the network is only one of the parameters of network processes. Network processes model the
evolution of the states of agents in networks rather than the evolution of the population as a whole.
The simplest model of network processes assumes that the state of each agent is binary and the
transition from one state to another is dependent on the states of the agent’s neighbors in the net-
work. There are many realizations of such models [3,22-24], with various assumptions regarding
for example topological dependencies. The common challenge these models face is the analytical
difficulty in accounting for the network structure. The topology couples each agent’s evolution to
the evolution of their neighbors, and the neighbors’ are coupled to their neighbors’ evolutions. As
the networks of most interest in application are large (thousands or millions of nodes), keeping

track of the evolution dynamics of all the individual agents becomes an intractable problem.
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One approach, favored in statistical mechanics, to overcome this challenge is to assume that
the number of agents, /V, in the network grows to infinity, N — oo. This leads, under appropriate
assumptions, to the mean-field approximation of the network process dynamics; by assuming the
mean-field approximation, the dynamics of all the agents is summarized by a simpler set of ODEs
(ordinary-differential equations) [3, 15,25, 26]. Alternatively, many researchers assume that the
agent states evolve stochastically and model the network process as Markov [6, 7,27-29]. This
approach is, in general, intractable for large networks since the number of states in the Markov
process is exponential in the size, N, of the network. Assuming that each agent can only be in
one of two states, a network with 30 agents results in a network process with 23°, or roughly, 1
billion possible configurations. As a result, researchers focus on specific, often simple, network

topologies such as the complete graph, which yield a reduced number of states through symmetry.

1.2 Thesis Contributions

This thesis considers the problem of modeling and analyzing network processes over arbitrary,
static, undirected network topologies. We developed the scaled SIS process, which models the
dynamics of the network process as a continuous-time Markov process. The advantage of the
scaled SIS process over other similar models is that it is also a reversible Markov process, and we
can derive its closed-form equilibrium distribution while accounting for arbitrary network struc-
tures. The equilibrium distribution characterizes the probabilistic behavior of a network process
at equilibrium (i.e., the time-asymptotic behavior of the process). The expression of the equilib-
rium distribution shows that the sufficient statistics of the scaled SIS process at equilibrium are:
the number of infected nodes and the number of edges where both end nodes are infected. Fur-
thermore, the equilibrium distribution is decomposable into two terms: a topology-independent
process, which accounts for the preference of individual agents, and a topology-dependent process,
which determines if the network facilitates or impedes diffusion.

Vulnerability of the population to the epidemics can be characterized at different scales: at
the microscopic scale, where we are interested in the vulnerability of individual agents; at the
mesoscopic scale, where we are interested in finding the most vulnerable communities in the
network; and at the macroscopic scale, where we want to characterize the susceptibility of the

entire population. We show that only network processes models, like the scaled SIS process that
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we study, can give analytical insights of the process at the microscopic and mesoscopic scale since

they incorporate structure.

We study the mesoscopic vulnerability of the process by solving for the configuration with
maximum equilibrium probability. For a given set of parameter values that we refer to as regime
III) Exogenous Infection Dominant, we prove that structural vulnerability is related to the Max-
imum Independent Set Problem of the underlying graph [30]. In another parameter regime, one
that is of more practical interest, regime II) Endogenous Infection Dominant, the more vulner-
able communities are related to dense subgraphs in the network. The size of these vulnerable
subgraphs shows nonlinear dependence on the dynamics parameters. Furthermore, although this is
a combinatorial problem, we show that it can be solved exactly using polynomial-time algorithm
due to the property of submodularity.

We characterize the microscopic vulnerability by solving for the marginal probability of infec-
tion for individual agents. The problem is NP-hard because the sample space of the equilibrium
distribution grows exponentially with the size of the network. We use Monte Carlo sampling and
show that it can effectively approximate the marginal probability of infection. Agents that have
high probability of infection for one set of dynamical parameters may have low probability of
infection for another set of parameter values. Depending on the dynamical parameters, it is not
always the agents with large number of contacts that are more vulnerable to infection. The scaled
SIS process is the first network process model for which we can present analytical results at this
level of detail for arbitrary network topology.

Solving for the expected fraction of infected agents describes the vulnerability of the entire
network to the epidemics. We prove that this macroscopic statistics is the average of the marginal
probability of infection. Consequently, the expected fraction of infected agents can also be approx-

imated effectively for large networks using Monte Carlo sampling methods.

The scaled SIS can be used to gain insights into other network process models. We consider
two such models—the extended contact process and the dynamic bond percolation process. For the
extended contact process [7,31], we prove the conditions under which, the equilibrium distribution
of extended contact process can be described by an equivalent scaled SIS process. The dynamic
bond percolation process considers the scenario where instead of infection or failures spreading

from node to node, infections or failures spread from edge to edge. As a result, structural vul-

19



nerability relating to edges instead of nodes can be addressed using the dynamic bond percolation
process. Under certain assumptions, we can show that the dynamic bond percolation process is also
a reversible Markov process and can derive its closed-form equilibrium distribution. The model is
more complex than the scaled SIS process; its sufficient statistics are related the number of small

subgraphs in the network (i.e., motifs [32]).

1.3 Thesis Outline

The chapters are organized with their own introduction and conclusion. Some proofs are rel-
egated to an appendix at the end of a chapter. Some results in the thesis have been published
in [31,33-39].

Chapter 2 introduces general background information on the theoretical foundations of the the-
sis: epidemics models, graph theory and network science, network processes and continuous-time
Markov processes. The scaled SIS process is formally presented in chapter 3, which details the
underlying assumptions. We then prove that the process is a reversible Markov process and derive
in section 3.4 the closed-form equilibrium distribution of the scaled SIS process. In section 3.5
we introduce the 4 parameter regimes, corresponding to four different network process behaviors.
Chapters 4 through 7 are related to solving various inference problems of the equilibrium distribu-
tion.

Chapters 4 and 5 discuss the most-probable configuration (i.e., the configuration with the max-
imum equilibrium probability). The Most-Probable Configuration Problem is introduced and de-
fined in chapter 4. We then analyze the solution space of the Most-Probable Configuration Prob-
lem for all 4 parameter regimes to find the vulnerability of the network to infection or failure at
the mesoscopic scale. In section 4.4, we prove, that for regime I1I) Exogenous Infection Domi-
nant, the most-probable configuration is related to the Maximum Independent set. This means that
solving for the most-probable configuration is NP-hard for general networks. In section 4.5, we
prove that, for structured network topologies such as k-regular, complete multipartite, or complete-
multipartite with k-regular islands, for regime II) Endogenous Infection Dominant, the solution
of the Most-Probable Configuration Problem is either the configuration where all the agents are
healthy or the configuration where all the agents are infected. For nonstructured topologies, the so-

lution of the Most-Probable Configuration Problem in regime II) may be configurations where only
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subsets of agents are infected. These non-degenerate most-probable configurations are discussed
in detail in chapter 5.

Chapter 5 first shows that the Most-Probable Configuration Problem can be solved in polynomial-
time in regime II). This is because within this range of parameter values, the combinatorial opti-
mization function is submodular. Regardless of the underlying network structure or the degeneracy
of the solution, the most-probable configuration can be found efficiently. We show that the most-
probable configuration of a 4941 node network can be found in less than 1 sec on a standard
desktop. The chapter proves that the non-degenerate most-probable configurations in unstructured
networks are due to the existence of subgraphs denser than the overall network. There may be
many non-degenerate solutions depending on these denser subgraph structures of the network. Fi-
nally, the chapter discusses the uniqueness of the most-probable configuration. We show that non-
degenerate configurations are subgraph unique in that there are no other subgraphs isomorphic to
subgraphs induced by non-degenerate most-probable configurations.

Chapters 6 and 7 discuss the vulnerability of the network to infection or failure at the micro-
scopic and macroscopic scale, respectively. We study these vulnerabilities by discussing inference
problems that are NP-hard but whose solution can be effectively approximated for regime II) En-
dogenous Infection Dominant. Chapter 6 studies vulnerability at the microscale through the
marginal probability of infection of individual agents. It shows that this probability can be found
using the Monte Carlo sampling technique known as Perturb-and-MAP [40]. The accuracy and
convergence of the approximation is tested with small network examples. We show that Perturb-
and-MAP sampling outperforms Loopy Belief Propagation [41]. Section 6.4.3 analyzes when the
structural characteristics of each agent, such as its degree, is a reliable indicator of its vulnerabil-
ity to infection by computing the correlation coefficients between the marginal probability with
various nodal centrality measures.

Chapter 7 studies macroscopic vulnerability by computing the expected fraction of infected
agents or failed components at equilibrium. The chapter shows that the expected fraction of in-
fected agents is the average of the marginal probabilities of infection. Using approximations com-
puted with Perturb-and-MAP sampling, we plot the nonlinear dependence of the expected fraction

of infected agents with respect to the dynamics parameters.

Chapters 8 and 9 analyze two other network processes related to the scaled SIS process. Chap-
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ter 8 considers the extended contact process, which also models SIS epidemics as a continuous-
time Markov process, but with linear instead of exponential dependencies [6, 7]. However, the
equilibrium distribution can only be solved numerically, therefore making the model intractable
for large networks. We prove in section 8.3 that for a range of parameter values, the equilibrium
distribution of the contact process with exogenous infection can be well approximated by that of
an equivalent scaled SIS process. This allows us to gain insights on the long-term behavior of the
extended contact process.

Chapter 9 presents and studies a new model, the dynamic bond percolation process, for which
the states of edges, instead of nodes, change in time. It is similar to the scaled SIS process in
that it exhibits exponential dependencies and is also a reversible Markov process with closed-form
equilibrium distribution. This closed-form equilibrium distribution is more complex than the equi-
librium distribution of the scaled SIS process. This is due to complication of defining neighbor-
hood for edges; we show two possible methods of accounting for the total number of neighboring
edges: SUD (sum-dependent) in section 9.3.2 and POD (product-dependent) in section 9.3.3. Sec-
tion 9.4 discusses the computational complexities of finding the most-probable configuration for
the dynamic bond percolation process.

Chapter 10 concludes the thesis with a summary of the thesis contributions and discussion of

future directions.

1.4 Mathematical Notations

e G(V,E), a simple, static, unweighted, undirected graph representing relationship between
multiple agents

e V/, set of nodes in a graph

e [, set of edges in a graph

e N, total number of nodes in a graph

e |E]|, total number of edges in a graph

e d(G), density of graph G(V, E)

e i, healing rate

e )\, exogenous (i.e., spontaneous) infection rate

e 7, endogenous (i.e, contagion) infection rate
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A, adjacency matrix of a graph
r=,1...10F

x;, state of the ith agent in a network
d;, total number of neighbors of agent ¢

m;, total number of infected neighbors of agent ¢

X = |11, 29, ..., 2y]T, the configuration of the state of all the agents in the network
xV =[1,1,...,1]T, configuration where all the agents are infected
x? =[0,0,...,0]", configuration where all the agents are healthy

Q, transition rate matrix of a continuous-time Markov process

q(7,7) = @, transition rate of going from Markov state ¢ to Markov state j

X, the set of all possible configurations/states of a continuous-time Markov process
7(x), equilibrium distribution of a continuous-time Markov process

H (x), the Hamiltonian of a probability distribution

Z, partition function of a probability distribution

x*, configuration with the maximum equilibrium probability (i.e., most-probable configura-
tion)

F(x), subgraph induced by the configuration x

d(F(x)), density of the subgraph induced by the configuration x

F(x*), subgraph induced by the most-probable configuration

I, subgraph with the highest density

E[Y], expected fraction of infected agents at equilibrium

P(x; = 1), probability that agent ¢ is infected at equilibrium

]g[?], approximate expected fraction of infected agents at equilibrium

P (x; = 1), approximate probability that agent i is infected at equilibrium

K, total number of Monte Carlo samples

Xy, the kth sample configuration,

(xx )i, the state of the ith agent in the kth sample configuration
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CHAPTER 2

Background

This chapter reviews basic concepts from epidemics modeling, graph theory, and continuous-time
Markov processes. Additional background information is in subsequent individual chapters and
presented when needed. Due to the interdisciplinary nature of networks, different fields may refer
to the same concept differently. For example, the forward equations of a Markov process are
called master equations in physics. We will note this when appropriate. In section 2.1, we review
the common concepts and terminologies used in epidemics modeling. Section 2.2 reviews the
fundamentals of graph theory and network science such as degree, subgraphs, and graph models

like Erd6s-Rényi graphs. Markov processes and network processes are discussed in section 2.3.

2.1 Epidemics

Epidemics models study the progression of disease in a population. Two fundamental frame-
works in mathematical epidemiology are the susceptible-infected-susceptible (SIS) model and
the susceptible-infected-recovered (SIR) model.

The SIS model assumes that agents in the population can be in one of two states 1) healthy
and susceptible or 2) infected and contagious. A healthy agent is infected due to contagion from
an infection source; infected agents may heal and be reinfected at a later time. The SIR model on
the other hand, assumes that once an infected agent has recovered, it can no longer be reinfected.
An agent in the SIR model can be in one of three states 1) healthy but susceptible, 2) infected and
contagious, or 3) recovered and no longer susceptible.

The generality of these basic frameworks make them suitable as first step approximations for
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other diffusion phenomena in networks such as the spread of information/memes in social net-
works or cascading failures in technological networks such as the power grid or computer net-
works. In the former case, the infection process is akin to the spread of new ideas or opinions
whereas the healing process is reverting back to a former opinion. Susceptible agents are would-be
adopters and infected agents are spreaders. In the latter case, infection is like a component failure

process whereas healing is the recovery of a failed component.

Traditional epidemics models often assume full-mixing, also called random-mixing or ho-
mogenous mixing, behavior [3, 18]. This means that an agent has an equal chance of interacting
with all the other agents in the network. Without considering the behavior of individual agents,
these models analyze the evolution of macroscopic quantities such as the fraction of infected
agents. A more realistic assumption is heterogeneous-mixing, in that agents interact with only a
subset of the population and/or have heterogeneous rates of interactions. The result of these inter-
actions over time is a graph structure called the contact network. Network-based epidemics avoid
the full-mixing assumption by accounting for the topology of the contact network as a parameter
in the model. Further, network-based models often take into account the microscopic interactions

between individual agents.

Epidemics models may be deterministic, in which case, the progression of the disease is mod-
eled by differential equations of the proportion of healthy or infected agents in the population over
time [3, 18]. The epidemics model may also be stochastic, in which case, progression is modeled
as a stochastic process. In this case, the variations between infection time and healing time of
different individuals is also accounted for. The model we present and study in this thesis further
divides the infection into two different types depending on the source of infection. An infection
is exogenous if the source of infection is external to the network; this may be due to the network
being only an approximation of the population or if an agent spontaneously develops an infection
or failure. An infection is considered endogenous if the infection originates from other agents in

the network.

Studying network-based epidemics requires knowledge of both graph theory and dynamical

processes, which we review briefly in the following sections.
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2.2 Graph Theory and Network Science

Information on graphs can be found in [18,19,42,43]. A graph, G(V, E), is defined by the set of
nodes (also called vertices) V/, and the set of edges, E. Graphs are well-studied in the mathematical
field of graph theory. In the context of networks, the nodes often represent different agents or
components under consideration whereas the set of edges represents relationships, contacts, or
dependencies between agents. For a network with N agents, the cardinality of the set V is N. If
an edge exists between node 7 and node j, we write (i, j) € E.

When these dependencies exist only in one direction, then G(V, E) is a directed graph (also
called a digraph). If all the edges are bidirectional, then G(V, F) is an undirected graph. If we as-
sociate different numerical values (weights) to the edges, the graph G(V, E) is called a weighted
graph. Graphs where all the edges are associated with the same or no numerical value are un-
weighted graphs. An unweighted, undirected graph is simple if there is only one edge between
two different nodes 7 and j and no edge between a node and itself. If V' and E remain unchanged,
the graph is static. If V' or £/ changes over time, the graph is time-varying.

A path is a sequence of edges in a graph that goes from some node i to a node j; with the
exception of the starting and ending node, all the other nodes in the path are distinct. A path where
the starting and ending nodes are the same is a cycle. A walk is also a sequence of edges in a
graph that goes from node 7 to node j. Unlike a path, a walk may have repeated nodes. A graph is
connected if there is a path between any pair of nodes in V.

Graphs can also be represented as matrices. The adjacency matrix, A = [A;;], of a simple

graph G(V, E)isa N x N matrix where

1, if(i,j) € E
Aij -

0, otherwise.

When the graph is undirected, then A;; = A;; and the adjacency matrix, A, is symmetric. The

total number of edges can be found using the adjacency matrix:

1
|E| = =17 A1,
2

where 1 = [1,1,...1]7 is the N-length vector of ones.
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2.2.1 Neighborhood and Degree
The neighborhood of node i is the set of nodes that are adjacent (i.e., directly connected) to

node i:

Ni={jeV|(ij)eE}

These nodes are called the neighbors of node i. The total number of neighbors of node ¢ is the

degree of node i. The degree of node 7 in a graph is given by

where A = [A;;] is the adjacency matrix that describes the graph. If the graph is directed, then the
degree of a node can be further classified as the in-degree or the out-degree depending on if the
edges are going in or exiting the node. The degree distribution is the collection of the degrees of
all the nodes in the graph. It is the most commonly used statistical characterization of the structure
of large networks.

The total number of edges in an undirected graph can also be found from the degree:

1 N
1=1

The density [44] of a graph, d(G), is

The density is equal to half the average degree since

_ 1 Ef\il d;
dG) =5=y—

An alternate definition for density (also called conductance) [45] of the graph is the number of

edges divided by the maximum possible number of edges,

2|E|
NN 1)

A graph is considered a dense graph if the number of edges, |E| ~ N2. A graph is considered a
sparse graph if the number of edges, |E| ~ N*, o < 2 [3].
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2.2.2 Subgraphs
A graph G'(V’, E’) is a subgraph of G(V, E) if and only if all the nodes in 1/’ are also in V" and
all the edges in £’ are in E. The subgraph is an induced subgraph when it satisfies the additional

condition that, for all 7, j € V', the edge (¢, 7) € E’ if and only if (i, 5) € E.

2.2.3 Graph Isomorphism

Two graphs, G and F, are equivalent if they are isomorphic: there is a bijection between the
vertex sets of G and F', f : V(G) — V/(F), such that any two vertices v and v of G are adjacent in
G if and only if f(u) and f(v) are adjacent in F'. This means that edge (u,v) is in G if and only if

(f(u), f(v))isin F. We denote the equivalence between two different graphs as

F~d

2.2.4 Graph and Network Models
Graphs are divided into two major classes: tree and non-tree graphs. A graph is a tree if it does
not contain any cycle. In addition, common classes of graphs that we will reference in the thesis

arc:

e Complete graph is a graph with each node connected to every other node in the network.
The complete graph with N nodes is denoted by K . The degree of each node in a complete

. . . . N(N—-1)
graph is V — 1. The total number of edges in a simple complete graph is then —=—=. The

complete graph is the densest possible connected, simple graph.

e Cycle graph is a graph where each node is connected to two other nodes. The cycle graph
with N nodes is denoted by Cy. The degree of each node in a cycle graph is 2. The total

number of edges in a cycle graph is N.

e A graph is k-regular graph if and only if each node has degree k. The complete graph
and the cycle graph are both examples of k-regular graphs, with &k = N — 1 and k = 2,

respectively.

e A graph is a complete multipartite graph if and only if the nodes can be partitioned into m

sets, V' = {V4,..., Vi, }, such that no nodes in the same set are connected; a node in set V;
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(a) (b)

Figure 2.1: k-Regular Examples

is connected to all the other nodes in set V;, j # . The sets V; are islands or partitions. A

complete bipartite graph is partitioned into 2 islands.

e A graph is a complete multipartite graph with k-regular islands if and only if it is a
complete multipartite graph and, within the ith island, each node is connected to d"™ other
nodes in the same set. We will refer to d'"™ as the intra-degree of a node. The inter-degree
of a node is the total number of connections to nodes belonging to different sets. The total

degree of a node in G(V, E) is its intra-degree plus its inter-degree.

Graphs can also be specified probabilistically. Different instantiations of a random graph may

have different structures but the statistical characteristics remain the same.

30

e The Erdos-Rényi (ER) [18] model is the most common random graph model. For a pair
of nodes i, j out of the NV nodes of the graph, the edge (4, ) forms with probability p, inde-
pendently of all the other edges. It is referred as G(IV, p). An alternative formulation of the
model is to choose uniformly at random a graph from the set of all possible graphs with N

nodes and M edges. Figure 2.2 shows examples of Erdds-Rényi graphs.
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Figure 2.2: Instantiations of Erd6s-Rényi Graphs

e The Watts-Strogatz (WS) [18] model is a random graph that demonstrates small average
distance between nodes and high clustering. This is known as the small-world phenomena

in networks. Figure 2.3 shows examples of Watts-Strogatz networks.
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Figure 2.3: Instantiations of Watts-Strogatz Graphs
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Real-world networks are derived from real-world systems. They can arise from measure-
ments (e.g., biological networks or contact networks), or they describe engineered systems (e.g.,
computer networks, the power grid). Real-world networks do not in general conform to having
nice deterministic or statistical characteristics. It has been pointed out, though subject to debate,
that many real-world networks demonstrate scale-free degree distribution [3]. Databases of real-
world networks are in [16, 17]. These are some of the real-world networks that we are interested in

studying in this thesis:

e Figure 2.4 shows a real-world social network of drug users. The 193 nodes represent dif-
ferent users. The network was determined through interviews of drug users in Hartford,
CT. Reference [46] looked for influential agents in the network by considering it as a graph
connectivity problem. However, they did not consider a dynamical model of influence. As-
suming that we can model drug habits as an epidemic (i.e., there is a social contagion aspect
to the behavior), we applied the scaled SIS process to this network and solved for the most-

probable configuration under different parameters to find influential network structures.

e Figure 2.5 shows the 4941-node, 6595-edge network abstraction of the US Western power
grid used by Watts and Strogatz in [12]. They showed through simulation of the SIR
(susceptible-infected-removed) epidemics model on the western power grid that small-world
networks like the western power grid are more conducive to spreading infection/failures than
lattice networks. This is useful for explaining why failures propagate so quickly in a black-
out. However, they can not identify which components in the power grid are more vulnerable
to the epidemics with their approach. Here, we model the blackout as a SIS epidemic by as-
suming that failures and recoveries of grid components (e.g., power stations, substations,
generators, switches, lines) are intermittent; a failed component may return to power, possi-
bly failing again, as often happens in practice. Using the scaled SIS process, we can identify

the most vulnerable substructures in the network.

e Figure 2.6 shows the largest connected component of a network of protein interactions in
the yeast Saccharomyces cerevisiae [16]. The largest connected component contains 1458
nodes and 1948 edges. The nodes represent individual proteins; the edges are direct physical

interaction between protein pairs as measured in experiments. The network was used in [47]
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Figure 2.4: Social Network of Drug Users (N = 193, |E| = 273)

to demonstrate the connection between nodal centrality and protein lethality. The paper ar-
gued that nodes with high degree are more crucial to the function of the yeast (i.e., their
removal is lethal to the yeast). The analysis has been called into question due to the measure-
ment method with which the network was obtained. Reference [48] argued that studies and

measurements artificially bias degree with lethality.

Figure 2.7, obtained from [17], shows a small sample of the Facebook network. The nodes
are Facebook users and edges denote relationships between users. Due to the large number

of edges, the visualization of the networks itself becomes a complicated issue.
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Figure 2.5: US Western Power Grid (N = 4941, |E| = 6595)



Figure 2.6: Largest Component of Protein Network (N = 1458, |E| = 1948)
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4039, |E| = 88234)

Figure 2.7: Sample of Facebook Network (N
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2.3 Markov Process
A stochastic process (also called random process) describes the random evolution of a system
in time. A Markov process, { X (¢),¢ > 0}, is a stochastic process that takes value over a countable

set of states, X', and for which
P(X(tpy1) =ips1 | X(tn) =tn,. .., X(0) = i) = P(X(tpt1) = tnt1 | X(tn) = in).

There are many references regarding Markov processes [49,50]. We summarize the main concepts
that we will be using. Markov processes are often used in queueing theory.

A Markov process can be discrete-time or continuous-time. A discrete-time Markov process,
often called a Markov chain, changes state at set times ¢t = {0, 1,2, ...}, whereas a continuous-
Markov process changes states at random times ¢ = [0, 00). A Markov process is stationary if

Vti,...,t,, 7, and n,
PX(ti+71),X(ta+7),....,X(tn, + 7)) = P(X(t1), X(t2),..., X (tn)).
A Markov process is homogenous if V¢, 7,
PX(t+7)=j|X(1)=1) = P(X(t) = 7| X(0) =1).

It is irreducible if every state in X’ can be reached from every other state. The process is ergodic
if the proportion of the time the process spends in state k& during the period [0, ¢] converges to 7 (k)
as ¢t — oo.

The transition rate from state : € & to state j € X for a homogenous Markov process is

g6.9) =t PELED=A1XO=D)

The evolution of the homogenous, continuous-time Markov process is completely specified by the
transition rate matrix, Q = [();;]. It is also called the infinitesimal generator of the process. The

transition rate matrix is a | X'| X |X’| matrix and has the following properties
* Qi =q(i,])
e (;; >0foralli #j

® > icx Qi = 0foralli.
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e Qii=— Z#i Qi; < oo for all 7.

Let P;(t) = P(X(t+ 1) = j | X(r) = 1), then Kolmogorov’s forward equation of the

Markov process, also called the master equation (ME) in physics, is

%P-j(t) = QuPa(t) — Py(t) > Quy.

k#j k#j
which, with P(¢) = [P;;(¢)], can be written as
d
—P(t) =P(1)Q.
ZP(1) = P(1)Q
The equilibrium distribution, 7, is the probability distribution over X’ for which
d
—P(t) =0.

Finite-size Markov processes (i.e., |X| < o0o) always have an equilibrium distribution. The equi-
librium distribution does not depend on the initial condition of the process X (0) and is also the
limiting distribution

lim P(X(t) = k | X(0) = j) = m(k).

The equilibrium distribution of the continuous-time Markov process satisfies the full balance

condition
7() Y qli k) =Y w(k)q(k,j), jeX
keXx keXx
and is the left eigenvector corresponding to the 0 eigenvalue of the transition rate matrix:
0=7Q
with

> w(i)=1.

1eX

2.3.1 Reversibility

A stochastic process is reversible if the behavior of the process is statistically the same forward
in time as it is backward in time. This means that (X (¢;), X (¢2), ..., X (¢,,)) has the same probabil-
ity distribution as (X (7 — 1), X (7 —t2),..., X(7 —t,)) fort,7 = [0, 00). A reversible process is
by definition also stationary. The equilibrium distribution of a reversible, continuous-time Markov

process satisfies the detailed balance conditions
m(7)a( k) = m(k)a(k,j), Jj.keX.
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2.3.2 Network Process as a Markov Process
Network processes model the evolution of individual agent states. For a network with NV agents,

the state of the network process at some time ¢, which we call the network configuration is

X = [11, 29, . .. ,xN]T,

where z;,7 = 1,..., N is the state of the individual agents. When the size of the network is finite,

the set of all possible network configurations, X, is also finite. The number of configurations,
x| =27,

is exponential in V.
A network process that is Markov assumes that the network configuration at time ¢,,,; depends

only on the network configuration at time ¢,,,
P(X (tnt1) = x(tng) | X(tn) = x(tn))-

The dynamics of the continuous-time Markov process are specified by the transition rate of the

network process going from a network configuration, x, to another network configuration, x’,
q(x,x'), x,x' € X.

Typically, network processes assume that the transition rate between two configurations is nonzero
if only one agent changes state from x to x’. The transition rate matrix, Q, of a network process is

a |X| x |X| with many zero entries.

2.4 Conclusion

This chapter reviews basic theoretic concepts used in this thesis from epidemiology, graph

theory and network science, and Markov processes and networks processes.
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CHAPTER 3

Modeling Epidemics on Networks: Scaled SIS

Process

3.1 Introduction

The chapter introduces a network process model that allows for tractable analysis of contagion
effects in arbitrary heterogeneous networks. The details of the dynamics and assumptions of the
scaled SIS (susceptible-infected-susceptible) process are presented in this chapter. We will present
the scaled SIS process from different but equivalent perspectives: 1) as a microscopic model that
accounts for the interactions among N individual agents; and 2) as a continuous-time Markov
process where each Markov state corresponds to a particular configuration of healthy and infected
agents in the network. Therefore, the number of Markov states grows exponentially with the
number of agents N. This illustrates the challenge of using general Markov processes to study

epidemics on large networks of arbitrary structure.

Rather than having to solve the intractable eigenvalue-eigenvector problem of the transition
rate matrix, Q, to find the equilibrium distribution 7(x) of the process, we develop the scaled
SIS process. In section 3.4, we prove that this process is a reversible Markov process for which
we can find the equilibrium distribution in closed-form regardless of network size and structure.
This allows us to study how arbitrary network structure and dynamics affect the equilibrium or the
time-asymptotic (f — o0o) behavior of the network process. Section 3.5 discusses the four different

parameter regimes of the process.
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3.2 Scaled SIS Process

The relationships between /N agents are described by a static, unweighted, undirected, simple
graph G(V, E), where V represents the agents, and E is the set of edges representing the dependen-
cies, contacts, or relationships amongst the agents. The structure of the network is described by its
adjacency matrix, A. We assume that the graph G is undirected, unweighted, simple, connected,
and static.

The state of the ith agent in the network is denoted by x;. When z; = 0, the agent is healthy
but susceptible to infection. When x; = 1, the agent is infected and capable of spreading the virus
to others. The state of the population is the N-tuple collection of the states of all the agents in the
network,

X = 11,79, ...,2n]".
We refer to x as either the network state or configuration. The set of all possible configurations

is X = {x}. Since each agent can be in one of two states, the cardinality
x| = 2N,

The scaled SIS process, { X (¢), ¢ > 0}, models the evolution of a stochastic process on the network
G(V, E). The dynamics of the process is based on the SIS epidemics framework. The scaled
SIS process assumes that infected agents can heal and healthy agents will become infected in a
random amount of time. As a result, the process will transition from one configuration to another
configuration as individual agents heal or become infected. Since infected agents can pass virus to
their healthy neighbors, how long the agent remains infected depends on the state of their neighbors.

The scaled SIS process assumes the following microscopic dynamics:

e Only one agent can change its state at any time.

e The amount of time it takes for the sth agent to heal (assuming that it was infected) is expo-

nentially distributed with rate

w > 0.
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The parameter y is the healing rate. By the properties of the exponential distribution. The

expected time it takes for an agent to heal is

Ty, =

1
I
The scaled SIS process assumes that all the infected agents in the network have the same ex-

pected healing time 7T'j,. For example, the expected healing time for agent V5 in Figure 3.1(a)

and for agent V3 in Figure 3.1(b) are the same.

' External . External

\ J \ J

(a) Agent V5 Heals

. J . J

(b) Agent V5 Heals

Figure 3.1: Examples of Healing Transitions (Blue = Infected, Red = Healthy)

e The amount of time it takes for the ith agent to become infected (assuming that it was healthy)

is exponentially distributed with rate
Ayt >0,

where m; is the total number of infected neighbors of the ith agent.

43



44

— The rate v > 0 is the endogenous infection rate or the contagion rate. It characterizes
a contagion effect when an agent has infected neighbors that may potentially spread the
infection to the agent. When v = 1, the infection rate does not depend on the number
of infected neighbors; the structure does not affect the dynamics. When v > 1, the
infection rate increases as the number of infected neighbors increases, which models a

typical epidemics scenario.

— The rate A > 0 is the exogenous infection rate or the spontaneous infection rate. It is
the infection rate for which a healthy agent becomes infected from sources outside the

network (i.e, not by its infected neighbors).

The expected time it takes for the ith agent to become infected is

— 1

Ti == .
Ay

Only healthy agents with the same number of infected neighbors, m;, have the same expected
infection time T';. The expected infection time for agent V5 in Figure 3.2(a) is not the same
as the expected infection time for agent V5 in Figure 3.2(b) since V3 has 3 infected neighbors,
while V5 has no infected neighbors. Since the total number of infected neighbors, m;, of a
node is upperbounded by the total number of neighbors, d;, the infection rate depends on the

underlying network topology.



|\ J \ J

(a) Agent V3 becomes Infected

(. J | J

(b) Agent V5 becomes Infected

Figure 3.2: Examples of Infection Transitions (Blue = Infected, Red = Healthy)

3.3 Continuous-Time Markov Process

The scaled SIS process, { X (¢),t > 0}, is a stationary, homogenous, irreducible, finite-size
continuous-time Markov process. Continuous-time Markov processes are reviewed in chapter 2.3.
Each state of the Markov process corresponds to a configuration, x. The state space of the scaled
SIS process is the space of all possible configurations, X'. The possible transitions of the scaled

SIS process are:

1. Consider the configuration

T
X = [T1,T0,...,0; = 1,0k, ...xN]" .

Let x’ denote the configuration where the jth agent heals:
1"

/
X =[r1,29,...,2;,=0,...,2n

45



The transition rate of the scaled SIS process from x to x’ is
q(x,x") = p. 3.1)

2. Consider the configuration

T
X = [.I'l,l’g,...,l’j,,fk:0,...1’]\[] .

Let x’ denote the configuration where the kth agent becomes infected:

X' =[z1,20,.. ., o =1,...,2x5]".

The transition rate of the scaled SIS process from x to x’ is
q(x,x") = My™, (3.2)

where
N
j=1

is the total number of infected neighbors of node k. The symbol 1(+) is the indicator function,

and A = [Ajk} is the adjacency matrix of G.
3. The transition rate from a configuration x to any other configuration x’ is 0 otherwise.

The dynamics of the scaled SIS process are summarized by the asymmetric, 2%V x 2V transition
rate matrix, Q = [@);;]. The ith row and jth column of Q correspond to the decimal representations
of different configurations, x,x’ € X, respectively. Depending on the type of the transition, the
value of ();;,7 # j is determined by (3.1), (3.2), oris 0.

An alternative description of the scaled SIS process, using the transition rate matrix, is the

master equation formulation

d

ZP()=P1)Q, (3.3)

where the ith row and jth column of P(¢) denote the probability that the scaled SIS process is in

some configuration x’ at time ¢ > 0 given that it started in some configuration x at time ¢t = 0
P(X(t) =x"] X(0) =x).
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3.4 Equilibrium Distribution

The probability distribution for which

d
2P =
ZP() =0

is the equilibrium distribution. Adopting a convention from the Markov process literature, we
denote the equilibrium distribution as 7(x), which is a probability mass function (PMF) over the
configuration space X. The equilibrium distribution is also the limiting distribution of the scaled
SIS process [50]

. d
tlgg %P(t) = m(x).

The equilibrium distribution for a finite-size, continuous-time Markov process can be found,

up to the normalization constant, by solving the eigenvalue-eigenvector problem

mQ = 0.

The unnormalized distribution is the left eigenvector of the transition rate matrix corresponding
to the null eigenvalue. However, for large networks, directly finding the equilibrium distribution
of the scaled SIS process by this method is infeasible since the dimension of the QQ matrix is
exponential in the size of the network. For N = 100, the transition rate matrix is 2!%0 x 2100,
Solving this eigenvalue-eigenvector problem is computationally intractable for all but small size

networks. However, we can prove that:
Theorem 3.4.1. The scaled SIS process, {X(t),t > 0}, is a reversible Markov process and the
equilibrium distribution is

1Tx T
r(x) = & (5) VT xeX (3.4)

where Z is the partition function defined as

A 1 xT Ax
zZ=> <;) N (3.5)

xeX

According to Theorem 3.4.1, the equilibrium behavior of the scaled SIS process is completely

described by 2 statistics:
N
1TX = Z X,
i=1
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the total number of infected nodes in the network configuration, and

N N
TAX _ %ZZAijl'il'j,

=1 j=1

the total number of edges where both end nodes are infected. Note that 0 < 17x < N and
0< XT% < |E|, where N is the total number of agents in the network and | E)| is the total number
of edges.

The equilibrium distribution of the scaled SIS process is a Gibbs distribution [51]. An alternate

formulation of (3.4) is

1
(x) = EeH(x) (3.6)
with
Y TA
H(x) = 1Txlog (;) 4+ X > * log(7) (3.7)

N
— Z :log ( ) + Z ZA,jx i log(y (3.8)

i=1 j=1

In statistical mechanics, H (x) is called the Hamiltonian and is considered the energy, or poten-
tial, of the network configuration x. By the Hammersley-Clifford theorem, the distribution 7(x),
being a Gibbs distribution, is also a Markov random field (MRF, also known as undirected Markov
network in the probabilistic graphical model literature [41]). Using MRF terminology, we will

refer to x; log (%) as the unary potential and A;;z;x; log(y) as the pairwise potential.

Proof. Recall the definition for reversible Markov processes from chapter 2.3. The proof for

Theorem 3.4.1 uses the following theorem regarding reversible Markov processes:

Theorem 3.4.2 (Theorem 1.3 in [50]). A stationary Markov process is reversible if and only if there
exists a collection of positive numbers m(x),x € X, summing to unity that satisfy the detailed
balance equation (3.9). When there exists such a collection w(x),x € X, it is the equilibrium

distribution of the process.

The detailed balance equation is
T(x)q(x,x) = m(x')q(x',x), x,x' € X (3.9)
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We show now that equation (3.4) satisfies the detailed balance equation (3.9) and is therefore

the equilibrium distribution.

1. Consider the scenario where the Markov process jumps from state x, where the £th agent is

susceptible, to the state x’ where it becomes an infective:

X/ = [.Tl,l’g,...,ﬂj‘k = 1,...,$N]T
By (3.2), q¢(x,x') = Ay™ where m;, = Zjvzl 1(z; = 1)Ajy is the total number of infected
neighbors of node k. Using (3.4), the LHS of (3.9) is

By (3.1), ¢(x’,x) = p1. We know that in state x’ there is one additional infected node than in
state x. Furthermore, transitioning from x to x’, we gain as many additional infected edges

as the number of infected neighbors of agent k&:

(x)TAX) _ xT Ax

Therefore, the RHS of (3.9) is

Since the RHS of (3.9) is the same as its LHS, the detailed balance condition (3.9) is satisfied.

2. Consider the scenario where the Markov process jumps from x, where the jth agent is infec-

tive, to the state x’ where it is healed:

x = [, 79,...,7;=0,...,25]"
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We know that in state x’ there is one fewer infected node than in state x. Furthermore, tran-
sitioning from x to x’, we lose as many infected edges as the number of infected neighbors

of node j. Therefore, the LHS of (3.9) is

The RHS of (3.9) is

1 )\lTX xL Ax
_ — — 2
VA Iu(lTx—l) v

The detailed balance condition in (3.9) is again satisfied.

3. If ¢(x,x’) = 0, then ¢(x’, x) = 0, and the detailed balance condition is satisfied trivially.

By Theorem 3.4.2, equation (3.4) is the equilibrium distribution of the scaled SIS process. [J

3.5 Parameter Regimes

According to (3.4), the equilibrium behavior of the scaled SIS process, { X (t),¢ > 0}, depends
on the underlying network, A, and the dynamics parameters: ﬁ and . The parameter v is the
endogenous infection rate, also called the contagion rate. The parameter % is the ratio of the
exogenous infection rate and the healing rate. Since the network topology affects only the ~ term,
we will also refer to the process controlled by the v parameter as the topology-dependent process
and the one controlled by % as the topology-independent process.

Depending on the value of the dynamics parameters, the scaled SIS process models different
behaviors. The parameter space can be divided into 4 regimes, as shown in Table 3.1.

The parameter % models the preferences of individual agents.

e When % > 1, on average, an agent is in the infected state longer than it is in the healthy state.
When % falls in this parameter range, individual agents prefer the infected state (x; = 1) to

the healthy state (z; = 0).
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IIT) Exogenous Infection Dominant IV) Infection Dominant

A1 A1
B B

0<~y<1 v>1

I) Healing Dominant IT) Endogenous Infection Dominant
0<2<1 0<2<1
© ©
0<~y<1 v>1

Table 3.1: Parameter Regimes

e When 0 < % < 1, on average, an agent is in the healthy state longer than it is in the infected
state. When % falls in this parameter range, individual agents prefer the healthy state (x; = 0)

to the infected state (z; = 1).
e When % = 1, individual agents have equal preference for the infected and healthy state.

The parameter v models how an individual agent is affected by its neighborhood. This param-
eter couples the underlying network topology to the dynamics of the process. It determines if the

network structure will facilitate or impede the spread of infection.

e When v > 1, additional infected neighbors of a healthy agent will increase the infection
rate, thereby making the agent more vulnerable to infection. As the number of infections
increases, the population will be more vulnerable to the epidemics as a single infection may
quickly lead to additional infections. In the context of opinion spreading in social networks,
having more neighbors who are spreaders will positively influence an adopter agent to adjust

its opinion to that of the spreaders.

e When 0 < v < 1, additional infected neighbors of a healthy agent will decrease the infec-
tion rate, thereby making the agent less vulnerable to infection. This means that additional
infections will actually strengthen the population. For example, in a system with active coun-
termeasures, increasing the number of infected neighbors is a signal to booster the suscepti-
ble agent’s defense. Another way to interpret this scenario, in the context of opinion spread
in social networks, is that having more spreaders as neighbors will negatively influence an

adopter agent to switch its opinion to that of the spreaders.
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e When v = 1, the state of an agent is unaffected by the states of its neighbors. In this case,

the underlying network topology does not affect the dynamics of the scaled SIS process.

The behavior modeled by the 4 regimes are

I) Healing Dominant: 0 < % < 1,0 < v < 1. Agents prefer the healthy state. Agents

adopt defensive mechanisms so that the infection rate decreases with increasing number of
infected neighbors. The network also helps to impede the infection. In this regime, the

topology-dependent process supports the topology-independent process.

IT) Endogenous Infection Dominant: 0 < % < 1,7 > 1. Agents prefer the healthy state. How-
ever, the infection rate increases with increasing number of infected neighbors. The network
helps to spread the infection. This regimes models the behaviors of traditional epidemics. In

this regime, the topology-independent process opposes the topology-dependent process.

III) Exogenous Infection Dominant: % > 1,0 < v < 1. Agents prefer the infected state.

However, the infection rate decreases with increasing number of infected neighbors. The
network helps to impede the infection. In this regime, the topology-independent process

opposes the topology-dependent process.

IV) Infection Dominant: % > 1,7 > 1. Agents prefer the infected state. The infection rate also
increases with increasing number of infected neighbors. The network helps to spread the
infection. In this regime, the topology-dependent process supports the topology-independent

Process.

3.6 Conclusion

This chapter introduced the scaled SIS process, which models an epidemics-like stochastic pro-
cess over a static, undirected network. Unlike previous network process models, the equilibrium
behavior of the scaled SIS process is analyzable for arbitrary network structure. We proved that
the scaled SIS process is a reversible, continuous-time Markov process for which the equilibrium
distribution has a simple, closed-form description. The equilibrium distribution is a Gibbs distribu-
tion. The sufficient statistics of the scaled SIS process at equilibrium are 1) the number of infected

nodes and 2) the number of edges with both end nodes infected. The rest of the thesis studies the
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equilibrium behavior of the scaled SIS process using the equilibrium distribution for the 4 different

parameter regimes presented in this chapter, in section 3.5.
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CHAPTER 4

Most-Probable Configuration

4.1 Introduction

The equilibrium distribution of the scaled SIS process characterizes its behavior at equilibrium
or as t — oo. We can infer about the effect of the network topology on the network process by
studying various quantitative measures of the equilibrium distribution, 7(x). This chapter stud-
ies the mesoscopic vulnerability of the network by finding the configuration, out of 2%V possible
configurations, with the maximum equilibrium probability; we call this the most-probable config-
uration. In the long-run, this would be the most often observed configuration. This configuration
is known as the ground state in statistical mechanics, and in machine learning, this configuration
is called maximum a posteriori (MAP) configuration. However, since each agent can only be
in one of two states, the Most-Probable Configuration Problem is a combinatorial optimization
problem.

Assuming that the infection and healing rates fall into regimes I) or IV), finding the most-
probable configuration is trivial. In the other two regimes, the optimization is nontrivial. We show
in section 4.4 that, in regime III), vulnerable structures in the network are related to the maximum
independent set. Finding these structures is therefore NP-hard for an arbitrary network. It is only
polynomial-time solvable for perfect graphs.

In section 4.5, we show that in regime II) the solution space for the Most-Probable Configura-
tion Problem can be characterized exactly for several families of graphs: 1) k-regular, 2) complete
multipartite, or 3) complete multipartite with k-regular islands. For these graphs, the solution space

exhibits a single phase transition between x° = [0, 0, ... 0]7, the configuration where all the agents
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are healthy, and xV = 1,1,... 1]T, the configuration where all the agents are infected. The thresh-
old can be determined exactly. We observe that, for other network topologies, the most-probable
configuration may demonstrate multiple phase transitions; it may be a configuration where subsets
of agents are infected. We call these types of solution to the Most-Probable Configuration Problem

non-degenerate most-probable configuration.

4.2 Most-Probable Configuration Problem
The Most-Probable Configuration Problem solves for the configuration in X’ with the maximum

probability

)\ bx xL Ax 4 1
* = = — 2 . .
X" = arg max 7(x) = arg max <,U> ~y 4.1)

This is equivalent to solving for the maximizer of the Hamiltonian (3.7)

xeX xXeX 2

TA
x* = argmax H(x) = arg max {ITX log <i> ;2 ax log(y)} : 4.2)
i

We call x* the most-probable configuration. In statistical mechanics, the most-probable con-
figuration is called the ground state [51]; it is the configuration with minimum energy. Tradition-
ally, the energy is defined as negative values in physics, but as positive values in the Markov random
field literature; consequently, the most-probable configuration is the configuration with maximum
energy in our case. In the Markov random field literature, the most-probable configuration is also
called MAP (maximum a posteriori) as the distribution that is typically being maximized is the
posteriori distribution.

The Most-Probable Configuration Problem (4.1) is a combinatorial optimization problem as
agents can only be in one of two states. Its solution space depends on both the network topology,
A, and the infection and healing rates, A, -, . For large networks, it is infeasible to iterate through
all 2V configurations of the scaled SIS process to find the most-probable configuration.

Recall the 4 parameter regimes of the scaled SIS Process as defined in section 3.5. We analyzed
the solution space of the Most-Probable Configuration Problem for these regimes in this chapter

and chapter 5.

56



IIT) Exogenous Infection Dominant IV) Infection Dominant
A1 A1
B B
0<~y<1 v>1
I) Healing Dominant IT) Endogenous Infection Dominant
0<2<1 0<2<1
© ©
0<~y<1 v>1

Parameter Regimes

4.3 Regime I) Healing Dominant & IV) Infection

Dominant

The Most-Probable Configuration Problem is trivial for regimes I) and 1V) as the individual
preferences of the agents (i.e., topology-independent process), controlled by %, corroborates the
network effect (i.e., topology-dependent process), controlled by ~.

In regime I) Healing Dominant, 0 < % < 1,0 < v < 1, as explained in chapter 3.5, both
the topology-independent process and the topology-dependent process favor the healthy state. The
most probable configuration in equilibrium is x* = x° = [0,0,...,0]7, the configuration where
all the agents are healthy. This holds for any network topology, G(V, E). The most-probable

configuration has probability

1
0y _
(x°) = 7"
In regime 1V) Infection Dominant, ﬁ > 1,7 > 1, as explained in chapter 3.5, both the

topology-independent process and the topology-dependent process favor the infected state. The
most probable configuration is x* = x" = [1,1,...,1]%, the configuration where all the agents

are infected. This holds for any network topology, G(V, ). The most-probable configuration has

-3 0)

4.4 Regime lll) Exogenous Infection Dominant
Unlike regime I) and 1V), in regime III), the topology-independent process, controlled by ﬁ,

probability

opposes the topology-dependent process, controlled by . This introduces an additional complexity

in the analysis; unlike in regimes I) and IV), the solution space of the Most-Probable Configuration
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Problem exhibits a phase transition; the solution of (4.1) changes depending on the parameter
values.

With % > 1, the exogenous infection rate, ), is larger than the healing rate, u. If the exogenous
infection rate is ignored (i.e., we take v = 1), then the most-probable network configuration would
be x* = xV = ,1,... 1]T. However, since 0 < v < 1, additional infected nodes decrease the
infection rate. This implies that healthy agents adopt a defense mechanism in response to having
infected neighbors.

In regime III), the topology-dependent process wants to minimize the number of infected edges
(i.e., edges where both end nodes are infected) whereas the topology-independent process wants
to maximize the number of infected agents. In other words, these processes favor isolated infected
nodes. Therefore, the solution space of the Most-Probable Configuration Problem is related to the
graph theoretic concept of independent sets. An independent set is a subset of nodes such that
the induced subgraph is composed entirely of isolated nodes. The maximum independent set is
the largest possible independent set for a given graph [30]. The maximum independent set is also
the largest maximal independent set (i.e., an independent set which is not a subset of any other
independent set).

Intuitively, if ﬁ >> 1 and v is close to 1, then the epidemics will be dominated by the topology-
independent process; a good guess for x* is x¥ = [1,1,...1]7. When 0 < v << 1 and ﬁ is close
to 1, the epidemics will be dominated by the topology-dependent process. However, as proved in

Theorem 4.4.1, the most-probable configuration can not be x° = [0, 0, ... 0]%.

Theorem 4.4.1. For any network topology, when % > 1,0 <y <1, thenx* #x"=[0,0,...07

for any feasible parameter values.

Proof. We prove this by contradiction. Suppose that there is a network topology for which x* = x°.

Therefore,

m(x") = % > 7m(x), ¥x € &\ x°

We know that, for any network configuration with 1 infected agent, x', the equilibrium is

m(x') = % <%) regardless of the network topology. Since % > 1,

") = (%) > % — r(x")
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which contradicts the premise that x* = x°. U

In regime III), according to Theorem 4.4.1, no matter the values of the parameters or the un-
derlying network structure, it is not possible for x° = [0,0,...,0]%, the configuration where all
the agents are healthy, to be a solution of the Most-Probable Configuration Problem. On the other

hand, it is possible for x'¥ = [1,1, ..., 1]7 to be a most-probable configuration.

Theorem 4.4.2. For any network topology and when % > 1,0 < v < 1, sort the degrees so that

ki > ko> ... > ky. If XYM >u,thenx*:xN:[l,l,...l]T.

Proof. Suppose that there is a network topology for which x* = x/,x’ # x. This means that

7(x') > n(xV).

What are possible x’'? Since % > 1,0 < v < 1, we should consider configurations which
either have more infected nodes or less infected edges than x”. However, only the latter option is
possible. In addition, having less than | E/| infected edges means that we need to reduce the number

of infected nodes in the configuration as well. Consider

TA
X ={xeX|1Tx=N-1,>2%_|g| -k}
Note that since
e L)
I 1
then
m(x') > 7(x),Vx € &\ xV
Realize that
AN\ el
W(XN) (ﬁ> " k1
N N = -1 >1
m(x') (A) ~IEl-k1 K
“w

This implies that 7(x) > m(x’), which contradicts the premise that x* = x’, x" # x.

O

N

Theorem 4.4.2 shows that the only consideration necessary for x* = x** are the values of the

dynamics parameters A, 7, i, and the maximum degree of the underlying network.

59



Theorem 4.4.3. For any network topology and when % > 1,0 < v < 1, ifin addition \y < p,

then X* are the network configuration(s) with maximum number of infected nodes and 0 infected

edges.

Proof. Let
X ={xec X |x"Ax =0, and 17 x is maximum} 4.3)

The set X is also known as the maximum independent set [30]. Since % > 1, we know that

1Tx/

m(x') = % (%) > 71(x),Vx € {x € X | x' Ax = 0} (4.4)

Consider x € X’ and x ¢ X’. Let X, represent the set of configurations in X' \ X’ with s

infected nodes.
1. If 17x’ > 17x, then, since % > 1,0 < v < 1, we know that 7(x’) > m(x).

2. If 17x' = m < 17x, then we know that XT% > 1 by our definition of X’. Consider the
sets X 4, and X, where 1 < k < N —m — 1. Suppose that all the configurations in
X+ have at least ¢ > 1 edges. Condition (4.3) also implies that each additional infected
node will result in at least one additional infected edge; therefore all the configurations in

X kw1 will have at least ¢ 4+ 1 infected edges.

Since 0 < v < 1, the configuration(s) with the maximum equilibrium probability in X,

should have the fewest number of infected edges amongst all the configurations in X, ,

m—+k
max w(x) = z <é> ~?

similarly for X, 1.

XE?erk Z 1%

and ot
1 A m+k+
wax wi =5 ()
XEX77L+k+1 Z /~’L
With Ay < u, we see that
max 7(x) > max 7(x). 4.5)
xeXerk xeXm+k+l

Equation (4.5) implies that the configuration with the largest equilibrium probability in { X |

s =m+1,m+ 2,..., N} is the configuration with m + 1 infected nodes and 1 infected
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edge.

1
~ max T(x) = =
xe{Xs|s=m+1,m+2,..,N} A

With Ay < p, w(x) > max, 5 . 7(x).
Since we showed for both cases 1) and 2), we conclude that x* = x/. O

Corollary 4.4.4 (Proof in Appendix 4.9). For a complete graph, K, when % >1,0<y< L if
in addition \y < p, then
x*e{xeX|1Tx=1}.

Corollary 4.4.5 (Proof in Appendix 4.9). For a bipartite graph with islands of size N1 and N,

when % > 1,0 < v <1, ifin addition \y < p, then
x* € {x € X | 17x = max{N;, No}, x" Ax = 0}.

Maximum Independent Set Problem Theorem 4.4.3 shows that, in the parameter regime III),
ﬁ > 1,0 < v < 1, and Ay < p, the most-probable configuration x* of the scaled SIS process
at equilibrium is the maximum independent set. There exist polynomial-time algorithms to find
this set for a special class of graphs called perfect graphs [52]. Well-known examples of perfect
graphs are: complete graphs, bipartite graphs, and chordal graphs. Unfortunately, finding the
maximum independent set is NP-hard for general graph topologies [30]. As a result, it is infeasible

to analyze the equilibrium behavior for large, real-world networks when the dynamics parameters

are in regime III).

4.5 Regime Il) Endogenous Infection Dominant

In regime II), like regime III), the topology-independent process, controlled by the rate ﬁ,
opposes the topology dependent process, controlled by the contagion rate . Similarly, the solution
space of the Most-Probable Configuration Problem also exhibits phase transition; the solution of
(4.1) changes depending on the parameter values.

The behavior modeled in regime II) however, is the opposite of the behavior modeled in regime
III). With 0 < % < 1, the exogenous infection rate, A, is smaller than or equal to the healing

rate, p. If the exogenous infection rate is ignored (i.e., v = 1), then the most-probable network
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configuration would be x° = [0,0,...0]”. However, since v > 1, additional infected agents
increase the infection rate. The process utilizes the network structure to spread the infection to
healthy agents. Regime II) models the behavior of standard epidemics.

In regime II), the topology-dependent process wants to maximize the number of edges (i.e.,
edges where both end nodes are infected) whereas the topology independent process wants to
minimize the number of infected agents. Intuitively, if % is very small and -y is close to 1, then the
behavior of the process will be dictated by the topology-independent process; a good guess for x*
is x% = [0,0,...0]". When v >> 1 and % is close to 1, the process behavior will be dictated by
the topology-dependent process; a good guess for x* is xV = [1,1,...1]T.

We divide the analysis of the most-probable configuration in regime II) according to different
classes of graphs: 1) structured networks and 2) unstructured networks. For structured graphs like
k-regular, complete multipartite, and complete multipartite with k-regular island networks (see
section 2.2.4), the solution space of (4.1) can be characterized exactly. Below some threshold S,

N

the most-probable configuration is x", whereas above 3 x* = x”. The value of 3 depends on

the dynamics parameters, \,y, i and on the network topology. For general network topologies,
the most-probable configuration may be other configurations; we call solutions x* to the Most-

Probable Configuration Problem that are neither x° nor x"¥ non-degenerate configurations.

4.6 Structured Network Topology

4.6.1 £k-Regular Graph

Consider the k-regular graph, G(V, E'). We can partition the set of all possible configurations,
X, as

X:X(]UXlUXN

where X, = {x € X | 17x = s} is the set of configurations with s infected agents and x°* € X,.

Note that Xy = {x°} and Xy = {x"}.

Lemma 4.6.1 (Proof in Appendix 4.9). When 0 < ﬁ <l,y>1landfors=0,1,...,N,x° € X,
the unnormalized equilibrium distribution for a k-regular graph is upperbounded by an exponen-

tial function:
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m(x%) o (5) V< (37’3) (4.6)

f I

where 5 = g Furthermore, the relationship (4.6) holds with equality for x° and x".

Theorem 4.6.1. For a k-regular graph, when 0 < % < 1,v > 1, a threshold exists for the most

probable network configuration, x*. Let

then

1. \® > ifand only if x* is unique and x* = x".

2. M < ifand only if x* is unique and x* = x°.

3. MP = u ifand only if x* is no longer the unique maximizer, and x" and x° are both

maximizers.

Proof. LMW >p

Sufficiency: If \v® > p, we show that x* is unique and x* = x*.

When 276 > 1, the RHS of (4.6) is maximized when s = N. Since this is a growing ex-
ponential function, it is also the unique maximizer. By Lemma 4.6.1, x* = x'V, and the

relationship in (4.6) holds with equality.

Necessity: If x* is unique and x* = x, we show that \y* > p.

Since x* = x", it follows from Lemma 4.6.1 that the bounding exponential function reaches
a maximum at s = N, and this bound is met with equality. The RHS is monotonically

increasing only when %76 > 1.

2. W< p

Sufficiency: If \y® < p, we show that x* is unique and x* = x°.

When %75 < 1, the RHS of (4.6) is maximized when s = (. Since this is a decaying

exponential function, it is also the unique maximizer. By Lemma 4.6.1, x* = x°, and the
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relationship in (4.6) holds with equality.

Necessity: If x* is unique and x* = x°, we show that \y* < p.

Since x* = xY, it follows from Lemma 4.6.1 that the bounding exponential function reaches
a maximum at s = 0 and this bound is met with equality. The RHS is monotonically decreas-
ing only when %76 < 1.

3.0 =4
Sufficiency: If \y” = 1, we show that x* is no longer the unique maximizer, and x" and

x are both maximizers.

When %75 = 1, the RHS of (4.6) is 1 regardless of s. We know that this is satisfied with
equality for x° and xV. Therefore, x* is no longer the unique maximizer since x¥ and x°

are both maximizers.

Necessity: If x* is no longer the unique maximizer, and x” and x are both maximizers, we

show that %75 =1.

For s = 0, the RHS of (4.6) equals to 1 and by Lemma 4.6.1 this bound is met with equality.

If xV and x° are both maximizers, this can only be achieved when %75 =1

4.6.2 Complete Bipartite Network
Consider the complete bipartite graph, G(V, E) = Ky, n,. We can partition the set of all

possible configurations, X, as
X - XO,O U XI,O U XO,I U Xl,l U... XN17N2

where

X, s, = {X € X' | 51 infected agents in V3, s, infected agents in V5 } 4.7)

Let x*%2 € X, , denote a configuration with 0 < s; < [V} infected agents in set V; and 0 < s5 <

N5 infected agents in set V5.
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Lemma 4.6.2 (Proof in Appendix 4.9). For the complete bipartite graph, all configurations, x°1:%2,

belonging to the same partition, Xy, ,,, have the same equilibrium probability.

Lemma 4.6.3 (Proof in Appendix 4.9). When 0 < % < 1l,v > 1landfors = 0,1,2,..., Ny,
so = 0,1,2,..., Ny, the unnormalized equilibrium distribution for a complete bipartite graph is

upperbounded by an exponential function:

Y s1+52 A s1+52
m(x°) o (—) Y < (—75) (4.8)
H H
where 3 = J\J,\I 1]\17\2,2 Furthermore, the relationship holds with equality for x*°2 = xV and x5 =
0
x°.

Theorem 4.6.2. For a complete bipartite graph, when 0 < ﬁ < 1,7 > 1, athreshold exists for the
most probable network configuration. Let

5 N1 N,
Ny + Ny

then

1. \® > ifand only if x* is unique and x* = x".

2. MP < p ifand only if x* is unique and x* = x°.

N 0

3. M = p ifand only if x* is no longer the unique maximizer, x* = x~, x* = x°.

Proof. The proof follows that of Theorem 4.6.1. Note that when N; = N5, the complete bipartite
graph is also a k-regular graph, and k£ = Ny,

5 NN, N
N+ N, 2

4.6.3 Complete Multipartite
Consider the complete multipartite graph, G(V, E) = Kn, n,...n,,» Where the intra-island
degree, k™ = ( for all nodes.

We can partition the set of all possible configurations, X, as

X = Xoo,.0U X1, 0UXop, oU...UXN Ny N (4.9)
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where X, 5, .. 1s the set of configurations with 0 < s; < V; infected nodes in V7, 0 < 55 < N,
infected nodes in V5, and so forth. Let x*-*2-+*m denote a particular configuration in X;, o, ..

For brevity, we state without proof the generalized version of Lemma 4.6.2. For the complete
multipartite graph, all configurations, x°-*2~~*" belonging to the same partition, X, 5, ., ., have

the same equilibrium probability.

Lemma 4.6.4 (Proof in Appendix 4.9). When 0 < ﬁ <1,y>1,andfors; =0,1,2,..., Ny, 89 =
0,1,2,....,No, ..., 80 = 0,1,2,..., N, the unnormalized equilibrium distribution for a com-

plete multipartite graph is upperbounded by an exponential function:

dpe1s
o s s )\ p=1°P (x51:825-++ sm)TAxsl,SQ ,,,,, Sm
7T(X 15525000 m) X _ ,y P}
1

D1 Sp
G
1

Zzil Ni(Zj;ﬁi L(V; ~ V;)N;)
2 221:1 Np

Furthermore, the inequality holds with equality for x5+52-5m = xN apd x51525m = x0

(4.10)

where

b=

Theorem 4.6.3. For the complete multipartite graph, when 0 < 3 < 1,v > 1, a threshold exists
for the most probable network configuration. Let

_ 221 Ni(zj;éi]l(vi ~ V;j)N;)
22?:1 Np

B

Then
1. \? > ifand only if x* is unique and x* = xV.
2. M < ifand only if x* is unique and x* = x°.
3. M = p ifand only if x* is no longer the unigue maximizer, x* = x~, x* = x°.

Proof. The proof follows that of Theorem 4.6.1. Note that the complete bipartite graph is a spe-
cial case of the complete multipartite graph where m = 2 and ,, 1(Vi ~ V;)N; = N, and
D jea W(Va ~ Vj)Nj = Ny m
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4.6.4 Complete Multipartite with k-regular islands
Consider the complete multipartite graph with k-regular supernodes, G(V, E), where the intra-

island degree, 0 < k" < N, Vi =1,...,m.

Lemma 4.6.5 (Proof in Appendix 4.9). When 0 < % <1l,y>1,andfors; =0,1,2,..., Ny, 89 =
0,1,2,....,No, ..., 8n = 0,1,2,..., N, the unnormalized equilibrium distribution for the com-

plete multipartite graph with regular islands is upperbounded by an exponential function:

m
A) szl Sp (x51,82 ,,,,, Sm)TAxsl 38500y Sm
Y

(X520 8m) o <— z
U

e Sp
()
i

(4.11)

where .
oS (SN
i—1 2 2 Zp:l Np
Furthermore, the relationship holds with equality for x*1525m = nN and x®152sm = x0,

Theorem 4.6.4. For the complete multipartite graph with k-regular islands, when 0 < ﬁ <l,yv>
1, a threshold exists for the most probable network configuration. Let

g3k (Sl TN,
2 25 N,

i=1

Then

1. \® > ifand only if x* is unique and x* = x".

2. M < ifand only if x* is unique and x* = x°.

N 0

3. M = p ifand only if x* is no longer the unigue maximizer, x* = x~, x* = x°.

Proof. The proof follows that of Theorem 4.6.1. 0

4.6.5 Unstructured Networks
For networks that are not k-regular, complete multipartite, or complete multipartite with k-
regular islands, in regime II), the most-probable configuration, x*, may be configurations other than

x% or xV. We call solutions of (4.1) that are neither x° nor x", non-degenerate most-probable
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Figure 4.1: Example Network Topologies

configurations. Non-degenerate solutions mean that subsets of agents in the network are more
vulnerable to infection than others.

For example, consider the two 16-node networks shown Figure 4.1(a) and Figure 4.1(b). Fig-
ure 4.2 shows the corresponding solution space of the Most-Probable Configuration Problem for
ﬁ = 0.5. The X-axis shows different - values ranging from 1 to 4. On the Y-axis, we plot the
total number of infected agents in x*. When the number of infected nodes is 0, x* = x°; when the
number of infected nodes is 16, x* = xV. As v increases, x* switches from x° to x" as per our

intuition.

Most probable configuration (lambda/mu =0.5) vs. y. Graph name=AdjMatrix16ERa.txt
T

Most probable configuration (lambda/mu =0.5) vs. y. Graph name=AdjMatrixCore16WScNEI.txt
T T

- ] 1S D

T
number of infected nodes

number of infected nodes

(a) x* for Network A (b) x* for Network B

Figure 4.2: Solution Space of the Most-Probable Configuration Problem
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However, for a small range of ~y values the number of infected nodes in x* is neither 0 nor
16. These are non-degenerate solutions to the Most-Probable Configuration Problem (4.1). For
network A, it is 9 agents out of the 16 total agents that are infected while the other 7 agents remain
healthy. For network B, depending on the parameters, either 14 or 15 agents are more vulnera-
ble than others. From Figure 4.3, we can see that there appears to be a structural dependence
regarding which nodes in the network are more susceptible. In the next chapter, we will show
that, surprisingly, these non-degenerate most-probable configurations can be found efficiently us-
ing polynomial time algorithms. We then prove the conditions for non-degenerate most-probable

configurations and their relationships to the underlying network structure in the next chapter.

o ®
o
® (-}
® ©
o o
o e ®
® o
() @ o
o o o % o
® o
o
®
@ ® o
(a) x* for Network A (b) x* for Network B

Figure 4.3: Non-Degenerate Most-Probable Configurations (Blue = Infected, Red = Healthy)

4.7 Ordering of Probability of x*

This section analyzes how m(x*), the probability of the most-probable configuration, varies

with parameter values in all 4 parameter regimes.

Lemma 4.7.1 (Proof in Appendix 4.9). Consider two nonnegative vectors x = [x1,...,x,] and

Y = [y1, -, yn]. Weuse x® =[5, ... 28] and y° = [y, ...15] to denote entrywise power. We
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denote entrywise product as
Xoy = [xlyla ce 7xnyn]
Ifd >1and ( > 1, then

x% o y¢
=)y

XOy
xTy

Theorem 4.7.1. For any network topology G(V, E), consider two scaled SIS processes, { X (t),t >
0} and {X'(t),t > 0}. Process X (t) is parameterized by (X, i, y) and process X'(t) parameter-
ized by (XN, i/, ~") with corresponding equilibrium distributions 7(x) and w(x') and most-probable

network configurations, x* and x'*.

e Regime I) Healing Dominant: 0 < 2 < 1,0 < v < 1. Ifﬁ—: <

w(x") > w(x*).

A

5 andfor v < 7, then

=

o Regime II) Endogenous Infection Dominant: 0 < % <l~y>1If 2—: < ﬁ and/or v > 7,
then w(x'™) > m(x*).
o Regime III) Exogenous Infection Dominant: % >1,0<y< LI 2—; > % and/or v < 7,

then (x'™) > m(x*).

e Regime IV) Infection Dominant: % > 1,y > 1L Ifﬁ—: > % and/or v > ~, then w(x"") >

(x*).

Proof. We will prove Theorem 4.7.1 for regime IV; the other 3 regimes use similar arguments. We
want to show that when % >1,v>1, if:\l—l, > % and/or 7/ > ~, then 7w(x'") > m(x*).
We can express the parameters of X'(¢) as scaled versions of the parameters of X (¢) where
N =X,/ = u®, v = ~°. Depending on if the parameters in X'(t) are larger than, smaller than,
or equal to the parameters of X (¢), we canset 0 > 1 or 0 < ¢ < 1, and likewise for (.
Alternatively, the equilibrium distribution of the scaled SIS process can be written as the Gibbs

distribution. The equilibrium distribution of X (¢) is
eH). (4.12)
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where

A TA
H(x) = 1"xlog (—) 4+ X 5 x log (7).
o

The equilibrium distribution of X' (¢) is

'(x) = ieHl(x), (4.13)

where

We can write 7/(x) as

1 [ amxiog(2)\' [ xTas ‘
'(x) = Zi (elT lg@)) (e > logm) , XeEX

Since the equilibrium is a PMF, there is a bijective mapping from 7(x) to the finite length

5oy < .
vector 272 and from 7'(x) to the vector % Using Lemma 4.7.1, we conclude that

™) = max 7(x') > m(x*) = max 7(x)

m(x
x'eX xeX

4.8 Conclusion
This chapter studied the problem of solving for the configuration with the maximum equilib-
rium probability, x*. This inference problem is a combinatorial optimization problem. We showed

that depending on the dynamics parameters, A, 7, x4, the problem has different computational com-

plexity. When O<§ <l0<~y<1lor % > 1,7 > 1, the solution of the inference problem is
uninteresting since, regardless of the underlying network structure, the most-probable configura-
tion is either x", the configuration where all the agents are healthy, or x”, the configuration where
all the agents are infected.

The most-probable configuration is more interesting in regime II) endogenous infection dom-
inant: 0 < % < 1,7 > 1 and regime III) exogenous infection dominant: % >1,0<y<1

since the preference of the individual agents (i.e., controlled by %) opposes the network effect (i.e.,
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controlled by 7). Conflicting interests between individual preferences and network effect result in
different solutions to the Most-Probable Configuration Problem depending on the parameter values.
The solution of the inference problem in regime III) is related to the Maximum Independent Set
Problem, a graph theoretic problem that is NP-hard to solve for all graph structures except perfect
graphs. As aresult, regime III), while interesting, is computationally infeasible to analyze for large
networks.

Regime II) on the other hand, is more amenable for analysis. For k-regular, complete multi-
partite, and complete multipartite with k-regular islands, we can characterize the solution space
exactly, including finding the threshold where the most-probable configuration transitions from x°
to xV. For other networks however, the most-probable configuration may be a non-degenerate
solution where only a subset of agents is infected. This means that, at equilibrium, for these net-
work structures, some agents are more vulnerable that others. These non-degenerate solutions are

studied in more depth in the next chapter. Lastly, we showed that the probability of x* increases

for extreme parameter values (i.e., either much large than 1, or much smaller than 1).

4.9 Appendix
Proof of Corollary 4.4.4

Corollary. For the complete graph, Ky, when % > 1,0 < v <1, ifin addition \y < p, then
x*e{xeX|1Tx=1}.

Proof. For the complete graph, every node is connected to every other node. Therefore, if there
are more than 2 infected nodes in a network configuration, at least 1 infected edge will be created.

The maximum number of infected nodes that results in O infected edges is 1.

Proof of Corollary 4.4.5

Corollary. For the bipartite graph, when % > 1,0 < v <1, ifin addition \y < p, then
x* € {x € X | 17x = max{N;, Ny}, x’ Ax = 0}.
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Proof. Without loss of generality, we assume that N; > N,. We will prove that x* € {x € X |
17x = Ny, xT Ax = 0} by contradiction. Suppose that X’ is a configuration where 7(x’) > 7(x*).
Case 1: Consider when 17x’ < N;. By the definition of a bipartite graph, we can obtain 0
infected edges by placing all the infected agents in V;. Since ﬁ > 1, we know that 7(x') < 7(x*),
which contradicts the supposition.
Case 2: Consider when 17x’ = Ny +d > Ny, d = 1,2,...N,. Since | V; |= Ny, the
minimum number of infected edges that will be created is d (i.e., we place all /V; infected nodes in

V1 which generates no infected edges for a bipartite graph and the rest of the infected nodes in 5).

)\ Ni+d
m(x') = (—) 7 d=1,2,...N,
i

- ()’

, d
W(XR - (57) . d=1,2,...N,
m(x*) A\ p

Since Ay < p, m(x') < mw(x*), which contradicts the supposition.

Therefore

whereas

Realize that

Proof of Lemma 4.6.1
Lemma. When 0 < 3 <1,y>1landfors=0,1,... N,x* € X, the unnormalized equilibrium
distribution for a k-regular graph is upperbounded by an exponential function:

m(x®) o (3) e (575) (4.14)

I f

where 5 = % Furthermore, the relationship holds with equality for x° and x* .
Proof. For the k-regular graph

S Ay k
Zi]il Ag;wj k

IN

, ifk<s

Zi]\il Aniz; k
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and

YL A 5
N
L Agixd
Ax® = 22—1' S S C ifk>s
Zz]\;1 Anixi 5
Then
*TAx® < sk if k < s
(4.15)
xTAx® < s? < sk,if k > s
With v > 1 and (4.15), we deduce that
)\ s XST XS )\ 5 S
(-) e P (—) T ¥s=0,1,...,N (4.16)
1t I

When s = 0, equality is satisfied in (4.16). When s = N, % = £ hence equality is also
satisfied.
[l

Proof of Lemma 4.6.2
Lemma. For the complete bipartite graph, all configurations, x°'*?, belonging to the same parti-

tion, Xy, s,, have the same equilibrium probability.

51,82

Proof. Consider two configurations, x;*, x3"" € X, ,,. By definition (4.7), 17x]"*? = 51 + 5o
and 17x5""* = s; + s,. Furthermore, if the underlying topology is a complete bipartite graph, we
know that (X‘;l’”)T Ax]"™ = s185 and (xgl’”)T Ax3"% = s15,. Since the number of infected
nodes and the number of infected edges are the same, then 7(x7"*?) = m(x5""?).

O

Proof of Lemma 4.6.3

Lemma. When 0 < % < 1,y >1landfors, =0,1,2,...,Ny, so = 0,1,2,..., Ny, the unnor-
malized equilibrium distribution for a complete bipartite graph is upperbounded by an exponential
function:

Y S1+s2 Y S1+s2
m(x%1%2) o (—) e < (—75) (4.17)
Y H
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NiNo
N1+N2

where 5 = . Furthermore, the relationship holds with equality for x°*°? = x" and x*12 =

xY,

Proof. Proving the inequality in (4.17) is equivalent to showing that

NN
o152 < L2 , fors; =0,1,..., Ny,
S1 + S Ni + No (4.18)

s9=20,1,..., Ny, excluding s; = 0,5, =0

NiN2 5182

S )
N T s 2 0, which we can restate as

Equation (4.18) implies that

NlNg(Sl + 82) — 8182(N1 + Ng)
(Nl + Ng)(Sl + 82)

>0 (4.19)

The denominator of the LHS of (4.19) is always positive, so we only need to consider the numerator.
Realize that we can rewrite the numerator term of the LHS of (4.19) as Nys1(Ny— s2) + Nosa (N7 —
51).When51 :0,1,...N1 — 1,82 :0,1,...N2 -1,

lel(Ng — 82) + NQSQ(Nl — 81) >0 (420)
When S1 = Nl, So = N2
lel(Ng — 82) + N2$2(N1 — 81) =0 (421)

Therefore, (4.18) is satisfied. Since v > 1, we can conclude that

sy S1+82 1 S1+52
(éwﬁi) < (%W) (4.22)

1
for s; = 0,1,...,Ny,s9 = 0,1,..., No. Equality is satisfied for s; = Ny, s5 = N, which

corresponds to the network configuration x%.

818 S1+82 S1+82
Consider the special case of of s; = 0, 5o = 0. If we rewrite A7311+§2 s (2) 5182,
1 1
then the relationship in (4.22) is also satisfied with equality.
0J

Proof of Lemma 4.6.4
Lemma. When 0 < % < 1l,v> 1, andfors, =0,1,2,...,N1,80 =0,1,2,..., Ny, ..., 8, =

0,1,2,..., N, the unnormalized equilibrium distribution for a complete multipartite graph is
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upperbounded by an exponential function:

m
)\) Zp:l Sp (xsl 18950y sm )TAxsl’SQ ,,,,, Sm
g

(x515Bm) o <— z
1

Zgbzlsp
W

8= 27;1 Ni(Zj;ﬁi L(V; ~ V;)N;)
B 2221:1 Ny .
0

Furthermore, the inequality holds with equality for x5+:52-5m = xN and x5152»%m = x0,

(4.23)

where

Proof. This proof follows the same reasoning as the proof of Lemma 4.6.3 in appendix 4.9; certain
steps are skipped for brevity. Proving the inequality in (4.10) is equivalent to showing that for
s1 = 0,1,2,..., Ny, 89,= 0,1,2, ..., No,...;5,,, = 0,1,2,..., N,,, (excluding the case s; =

0,89 =0,...,5, =0, which we will handle separately),
mos(O L (Ve ~ Vs
5 TS 1V Vi)s) e
2 Zp:l Sp
Realize that the sign of the LHS of (4.24) is determined by
DONQ Vi~ VN | [ Do | -
i=1 J#i p=1
(4.25)
YosQ Vit Vidsy) | (DN
i=1 J#i p=1
which we can rewrite as
YD Nisy | DLV~ V)N, — sy) (4.26)
i=1 p=1 j#£i

Equation (4.26) is positive when s; = 0,1,...,N;, Vi =1,...,mand is 0 when s; = N;,Vi =
1, ..., m, which means that (4.24) is satisfied.
Consider the special case of 51 = 0,59 = 0, ..., s, = 0. The inequality in (4.10) is satisfied

with equality trivially.
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Proof of Lemma 4.6.5
mem&&LW%mogﬁgL7>Lmﬂﬂml:QLZ”WNL@:OJQV”J%V“ﬁm:
0,1,2,..., Ny, the unnormalized equilibrium distribution for the complete multipartite graph with

k-regular islands is upperbounded by an exponential function:

m

)\ p=15p (x515525055 sm)TAxsl,sg ,,,,, sm
51,525+ Sm - 3
(X X Y

2pe15p
1

m k,;:ntra Z 2]]‘(‘/@ ~ V)N
B=2 +Ni< e |-
0

Furthermore, the relationship holds with equality for x51:525m = xN and x51:52»5m = x0,

(4.27)

where

Proof. Recall that NN; is the total number of nodes in island 7. There are m islands so the total
number of nodes in the entire network is N = """ | N;. The number of infected nodes in the ith
island is s;. Without loss of generality, we can label the nodes in such a way that x4, . . .z, refers
to the state of all the nodes in island 1 and xn, 41, . . ., N, + N, refers to the state of all the nodes in

island 2, and so forth.

Proving (4.27) is equivalent to proving thatfor s; = 0,1,2, ..., N1,50,=0,1,2,..., Ny, ..., 5, =

0,1,2,..., N, (excluding the case s; = 0,5, =0, ..., s, = 0, which we will handle separately),
(X81,82 ..... Sm)TAX81,82 ..... Sm

2 mezl Sp
We will partition the rows of A into blocks corresponding to each island. Let Ap;). denote the

<p (4.28)

rows of the ith block where each block corresponds to different islands, A = {A;).}i~,. Following
the same reasoning as the proof of Lemma 4.6.1 in appendix 4.9, we can deduce the following
bound for each island

e SOV~ Vy)sg, i R < s

A[i].X81,52 ----- Smo_ JF#i

S; + E ]I(LZ ~ Vj)Sj, if kintra > S;
J#i
Recognize that then

moo 4.29
S sk 4 STV~ V)sy) (29

i=1 i#£j
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We can rewrite the RHS of (4.29) as

D sk > s (Vi ~ Vi)sy) (4.30)
i=1 i=1 ]

Divide the LHS and RHS of (4.29) by 2 Z;nzl sp. We obtain the new relationship

(X51’82 ..... Sm)TAX81’82 ..... Sm

" <
22 e 5 4.31)
R s si 4 ity 8i(Q i 1(Vi ~ Vi)sj) |
2 Z?:l Sp
Since the largest possible s; is N;, we can upper bound the RHS of (4.31) with
- /{Zimra n Z?ll Nz’(zi# L(V; ~ V;)N;) (4.32)
i=1 2 2 Z?:l Np .
This means that
81,82, ,8m \T' 81,82,.-+,8m
(x )mAx <
2 Zp:l Sp
™ intra m N 1(V; VN, (4.33)
i=1 2 2 Z?:l Np

which is the relationship we want to prove in (4.28). Note that the first term of the RHS of equation
(4.33) is the same threshold that we derived for k-regular graphs and the second term is the same

term we derived for complete multipartite graphs.

0]

Proof of Lemma 4.7.1
Lemma. Consider two nonnegative vectors X = [x1,...,x,] andy = [y1,...,Yn]. We use x° =
(20, .. 28] and y¢ =[S, ... 48] to denote entrywise power. We denote entrywise product as

X0y = [zlyla s 7xnyn]
If0 >1and ¢ > 1, then

4 ¢
x’ oy Xoy
X oy 434
s 2| 39
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Proof. Without loss of generality, assume that z; = HX| }OO and y; = }|y| ‘OO. Since 6 > 1 and ¢ >

1, then 2 = “x‘;}‘m and ¢ =

‘ycw . Furthermore, as all the terms are nonnegative, z1y; =
[oe)
|[xoyl|_ and 20ys = “x5 oy*| ’OO.

To show (4.34) is equivalent as showing

5,
>0 (4.35)
S ay; Qi G

We can write the LHS of (4.35) as

9y (O wiyi) — (Z?zl $fyf)
<2?:1 ffyf) (2?:1 xiyi)

T1Y1

(4.36)

The sign of (4.36) is determined by 25~ 'y~ (320, @) — (Z?:l a0yt ), which we can rear-

range into

n n
1 0—1 (¢—1 ) 4
2y + 2y D s | -yt — | D2l
1=2 =2

n

=2y D D | — [ D2y (4.37)
=2 j

n
6—1,¢—1 _ _§-1 (-1
:Zﬂ%‘yi (% 1y§ - in )
i=2

Since all the terms are nonnegative and a:‘fyf is the maximum, expression (4.37) is either greater

than or equal to 0. This implies that

ﬁy% _ i Sy

> in1 $fyf Do Tl
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CHAPTER 5

Most-Probable Configuration: Non-Degenerate

Solutions

5.1 Introduction

When individual agents prefer the healthy state but network effects spread infection (i.e., 0 <
ﬁ < 1,7 > 1), the solution to the Most-Probable Configuration Problem may be non-degenerate in
that only subsets of agents in the network are infected while others remain healthy. This means that
agents are not equally susceptible to the infection process. This chapter studies the non-degenerate
solutions in regime II) and how it is related to the underlying network structure. First, we prove that
the Most-Probable Configuration Problem, a combinatorial optimization problem, can be solved
in polynomial-time when v > 1. This is because it is finding the maximum of a supermodular
function (i.e., solving for the minimum of a submodular function).

We then show an alternate formulation of the equilibrium distribution (3.4) using induced sub-
graphs and subgraph density. The existence of non-degenerate most-probable configurations is
related to the existence of subgraphs in the network that are denser than the overall network. This
means that agents that are more connected than the general population are more vulnerable to

infection. Lastly, we discuss the uniqueness conditions of these non-degenerate solutions.

5.2 Submodular Function

This section proves that the Most-Probable Configuration Problem in regime II) can be solved

exactly in polynomial-time for arbitrary network structure. We first present a brief summary on
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the necessary concepts. Pseudo-Boolean functions are functions that map /N binary variables to a
real number [53]. Minimization of general pseudo-Boolean functions is NP-hard [54]. Groétschel,
Lovéasz, and Schrijver, [55], proved that the minimization of a pseudo-Boolean function that is
submodular could be solved in polynomial-time. If the function is supermodular, its maximization
can be found in polynomial-time.

A pseudo-Boolean function, f : {0,1}" — R, is also a set function g : P(V) — R where
P(V) is the power set of V' = {1,2,..., N}. There are many equivalent definitions of submodu-

larity [56]. The one we use in this paper is the following:

Definition 5.2.1 ( [53]). A set function, g : P(V) — R, is submodular if and only if for any

(05} QV,ozg Qal,iEV\als

glon U{i}) — g(en) < glag U {i}) — g(az).

For a submodular function, the incremental gain of adding an element to the set «; is less than
or equal to the gain of adding the element to a smaller subset of a;;. A supermodular function has
the inequality in the opposite direction. Submodular functions are studied extensively in the field

of combinatorial optimization.

5.2.1 Most-Probable Configuration: A Submodular Problem

The Most-Probable Configuration Problem (4.1) seeks the maximum of a pseudo-Boolean func-
tion that maps a 0-1 vector, the network configuration x, to a scalar. The network configuration
x € {0,1}" is the characteristic vector or characteristic function of the set of infected agents:
ax = {i |1 € V,z; = 1}. Let h(ax) be the set of infected edges (i.e., edges where both end nodes
are infected) in configuration x: h(ax) = {{¢,j} |4, € V. A;; = 1,2, = 1,2; = 1}.

The number of infected agents in configuration x is |a| = 17x. The number of infected edges

is ‘h(ax)‘ — x"Ax The Most-Probable Configuration Problem is then to solve for the maximum

2
lox|
g(ax) = (5) e, (5.1)

argument of

v
We will prove in Theorem 5.2.2 that — log(g(ax)) is a submodular function. Therefore, we can

solve for its minimum argument in polynomial time. Lemma 5.2.1 sets up some basic conditions

that makes proving Theorem 5.2.2 easier.
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Lemma 5.2.1. Consider two sets of infected agents, a1, a0 CV and i € V '\ 1. The cardinalities
of ay and avs are || = ny and |as| = ny, respectively; then ‘al U {z}‘ =n;+1, and ‘Oég U {z}‘ =
ny + 1. The numbers of infected edges induced by o, and o are ‘h(al)‘ = ey and ‘h(OQ)‘ = ey,
respectively. Let |h(cy U {i})| = e1+my and |h(az U {i})| = ea-+mo; therefore my is the number
of additional infected edges created with the inclusion of agent i in oy and mo is the number of

additional infected edges created with the inclusion of agent i in cs. Let as C . Then:

Proof. 1. When ay C «aq, as must have strictly fewer infected agents than «r;. When as = oy,

then they contain the same number of infected agents. Hence, n; > ns.

2. When ay C a4, infected agents in o, can not induce more infected edges than the number of
infected edges induced by the infected agents in ;. When as = «, then the infected agents

in a;; and a, will induce the same number of infected edges. Hence, e; > es.

3. Every infected agent in v is an infected agent in ;. Every new infected edge that is induced
when adding infected agent i to as is also a new infected edge when adding infected agent ¢
to a;. Therefore, m; > ma.

O

Theorem 5.2.2. Let g(ay) be the set function given in (5.1). If A > 0, > 0 and v > 1, then

—log(g(ax)) is a submodular function, where
A
~tou(g() = ~ sl 105 () = [Aax) 05(2).
Proof. To prove submodularity of — log(g(ax)), we need to show that
—log(g(an U {i})) +log(g(a)) < —log(g(az U {i})) + log(g(az)), (5.2)

forany a1 C Vs Cay,i € V \ .
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The left-hand side (LHS) of (5.2) is

—(n1 + 1) log (%) — (e1 +my) log(y) + nq log (%) + ey log (), (5.3)

which reduces to

—log (%) — my log(7). (5.4)

The right-hand side (RHS) of (5.2) is

A A
(ny + 1) log (;) — (e3 + ma) log(7) + ny log (;) T 5.5)

which reduces to

A
—log (;) — mg log(y). (5.6)

Expression (5.2) reduces to

—log (%) —my log(y) < —log (%) — mg log (7).

Since v > 1, we know that log(y) > 0 and that m; > ms by Lemma 5.2.1. Therefore, the LHS of
(5.2) is less than or equal to the RHS of (5.2) for any ot C V,ap C ay,i € V' \ «;. By definition,

—log(g(ax)) is a submodular function. O

Theorem 5.2.2 proves that — log(g(ay)) is submodular if A > 0,z > 0, and y > 1; this means
that log(g(ax)) is supermodular under the same condition. Since the logarithm function is a mono-
tonic function, the maximum argument of log(g(ay)) is also the maximum argument of g(ay),
which is the solution to the Most-Probable Configuration Problem. As regime II) Endogenous
Infection Dominant: 0 < ﬁ < 1,7 > 1 satisfies the condition that v > 1, using submodular
minimization, the exact most-probable configuration of the scaled SIS process can be found for
arbitrary network topology in polynomial-time.

Reference [57] shows an algorithm for using Max-Flow/Min-Cut algorithm for finding the
minimum of submodular functions, which they called regular functions. This is a much more

computationally efficient method for finding the most-probable configuration than using general

submodular optimization solvers.
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5.2.2 Relationship to Ground State

We showed in section 3.4 that the equilibrium distribution of the scaled SIS process is a Gibbs
distribution, which means that it is also a Markov random field. An alternate interpretation of solv-
ing for the most-probable configuration of the scaled SIS process is that of finding the ground state
of a Gibbs distribution; this is a well-studied problem in statistical mechanics especially relating
to the Ising model [51,58,59]. However, models in statistical mechanics assume that the network
configurations are {—1,1}" whereas models in Markov random field assume configurations are
{0, 1}". It is known in the field of statistical mechanics that the ground state of the ferromagnetic
Ising model is submodular and can be found using polynomial-time algorithm, as we proved in

Theorem 5.2.2 [51].

5.3 Examples Using Real-World Networks

The most-probable configuration changes depending on these parameters. When the healing
rate dominates over the infection rates, x* = x°; this means that the epidemics is not severe. When
the infection rates dominate over the healing rate, x* = x'V; this means that the epidemics is severe.
When x* is a non-degenerate configuration (i.e, x* # x°,x™V), this indicates that sets of agents in
the network are more vulnerable than others to the epidemics. We illustrate this by solving for
the most-probable configuration under different (ﬁ, 7) parameters for 2 real-world networks (see
chapter 2.2.4): a social network [60] (see Figure 2.4) and the Western United States power grid [12]
(see Figure 2.5), obtained from [17].

The network shown in Fig. 5.1 is a 193 node, 273 edge social network of drug users in Hartford,
CT. The network was determined through interviews. Reference [46] looked for influential agents
in the network by considering it as a graph connectivity problem. However, they did not consider a
dynamical model of influence. Assuming that we can model drug habits as an epidemics (i.e., there
is a social contagion aspect to the behavior), we applied the scaled SIS process to this network and
solved for the most-probable configuration under different parameters to find influential network
structures.

We show the resultant most-probable configurations in Fig. 5.1(a), Fig. 5.1(b), Fig. 5.1(c),
Fig. 5.1(d) as we change (%, 7) . We can see from these results that there is a small community of

users who are infected when others are healthy. The size of this community increases or decreases
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depending on the parameters. If there is a social contagion component to drug usage, then these
agents may be more vulnerable to the social contagion component of drug usage and therefore
more likely to persist in their habit.

The network shown in Fig. 5.2 is the 4941 node, 6595 edge power grid network of the Western
United States used by Watts and Strogatz. They showed through simulation of the SIR (susceptible-
infected-removed) epidemics model on the western power grid that small-world networks like
the western power grid are more conducive to spreading infection/failures than lattice networks.
This is useful for explaining why failures propagate so quickly in a blackout. However, they can
not identify which components in the power grid are more vulnerable to the epidemics with their
approach. Here, we model the blackout as a SIS epidemics by assuming that failures and recoveries
of grid components (e.g., power stations, substations, generators, switches, lines) are intermittent;
a failed component may return to power, possibly failing again, as often happens in practice. Using
the scaled SIS process, we can identify the most vulnerable substructures in the network.

Figure 5.2(a) and Fig. 5.2(b) show the most-probable configuration for the western US power
grid when for the scaled SIS process parameterized (% =0.33,v= 2) and (% =0.33,7y= 2.6),

respectively. We can see that for the same %, as vy increases, thereby increasing the infectiousness
of cascading failures (i.e., epidemics), the number of vulnerable components increases. This is
intuitive since, for large v, the epidemics is severe, and the most-probable configuration is driven
toward xV, the configuration where all the components are infected. Moreover, the most-probable
configurations are both non-degenerate configurations. The components that are infected at equilib-
rium are more vulnerable to the cascading failures than components that remain healthy. By using
submodular optimization, we can identify these more vulnerable components, by solving for the
most-probable configuration out of 294! total possible configurations, exactly and in polynomial

time.

5.3.1 Computation Time

Although the algorithms are both polynomial-time, there is a large difference in solving for the
most-probable configuration using a general submodular optimizer or using the max-flow/min-cut

algorithm.

Table 5.1 shows the computation time for the most-probable configuration for the correspond-
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ing networks and parameter values using a desktop with 3.7 GHz Quad Core Xeon processor and
16GB of RAM. The solutions were obtained using two different methods: 1) general submodular
optimizer [61] and 2) method described in [57] and the max-flow solver in [62]. The max-flow

method is computationally much more efficient in comparision.

Submodular Optimizer Max-Flow/Min-Cut

Fig. 5.1(a) 1.54 sec 0.003 sec
Fig. 5.1(b) 0.96 sec 0.003 sec
Fig. 5.1(c) 0.14 sec 0.003 sec
Fig. 5.1(d) 1.76 sec 0.003 sec
Fig. 5.2(a) 1.29 x 10 sec 0.041 sec
Fig. 5.2(b) 3.71 x 103 sec 0.019 sec

Table 5.1: Computation Time of the Most-Probable Configuration Problem

For large real-world networks, there are many non-degenerate solution to the Most-Probable
Configuration Problem as seen in Figure 5.1 and Figure 5.2.

An important question is to relate the most-probable configuration to network structure. We
will show in the next section that the most-probable configuration is related to subgraph density
by rewriting the equilibrium distribution (3.4) in terms of induced subgraphs instead of network

configurations.
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Figure 5.1: Most-Probable Configuration x* under Different (%, 7) Parameters (Blue = Infected,
Red = Healthy)
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(b) g =0.33,7 =26

Figure 5.2: Most-Probable Configuration x* under Different (%, 7) Parameters (Blue = Infected,

Red = Healthy)
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5.4 Induced Subgraphs and Graph Density

In the previous section, we showed that we can exactly solve for the most-probable configura-
tion with a polynomial time algorithm. The exact solution, however, does not give insight on how
the most-probable configuration changes depending on the parameters <%, 7) and on the network
topology. In this section, we draw the connection between the most-probable configuration and
subgraphs in the network. As per our intuition for epidemics, densely connected network struc-
tures are more vulnerable to network epidemics; the scaled SIS process quantifies this intuition.

First, we will define the graph theoretic terms used in this section.

Definition 5.4.1 (From [43]). The graph F is an induced subgraph of G if two vertices in I are
connected if and only if they are connected in G and the vertex set and edge set of I' are subsets of

the vertex set and edge set of G.

V(F) CV(G), E(F) € E(G)

Definition 5.4.2. The graph F(x) is an induced subgraph of configuration x = |11, s, ..., zn]"
if the nodes/edges in the subgraph are the infected agents/edges in x.
V(F(x)) ={vi e V(G) | 25 = 1} (5.7)
E(F(x)) ={(i,j) € E(G) | x; = 1,2; = 1} (5.8)

By definition,

V(F(x))| = 1"x and |E(F(x))| = **2%. Figure 5.3 and Figure 5.4 show

two network configurations and their corresponding induced subgraphs. We proved in [35] that
configurations whose induced subgraphs are isomorphic are equally probable. Unless we need to
refer explicitly to the underlying network configuration x, for notational simplicity, we will write

F to denote an induced subgraph instead of writing F'(x).

(@) (b)

Figure 5.3: (a) Configuration x; = [0, 1,1,1,0,0,0]7, (b) Induced Subgraph F(x;) = F}
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®
(a) (b)

Figure 5.4: (a) Configuration x5 = [0,0,0,0, 1, 1, 1]7, (b) Induced Subgraph F(x;) = F;

Definition 5.4.3. The set of all possible induced subgraphs of G is F = {F(x)}, Vx € X.

The set H includes the empty graph, which is induced by the configuration x° = [0, 0, ..., 0],

and G, which is the subgraph induced by the configuration x¥ = [1,1,...,1]T.

Definition 5.4.4 (From [44]). The density of the graph G is

_ |E(G)]
V@l

d(Q)

There is an alternative definition for graph density that is the number of edges divided by
the total number of possible edges [45]. Unfortunately, these two definitions of density are not
equivalent.

We will refer to the density of the entire network, d(G) = d(F(x")), as the network density,
and the density of an induced subgraph of G as the subgraph density. The density of the empty
graph, d(F(x°)), is 0 by definition. The subgraphs in F can be partially ordered by their density.
There may be many subgraphs with the same density. A special induced subgraph in F is the

densest subgraph.

Definition 5.4.5. Let F be the densest subgraph in G. Then

d(F) > d(F), YFeF.

Finding F is known as the Densest Subgraph Problem. It is known that this problem can be

solved in polynomial time exactly and in linear time in approximation for undirected graphs [44].

5.4.1 Equilibrium Distribution and Induced Subgraphs
Since there is a one-to-one relationship between the network configuration x and its induced

subgraph F'(x), we can rewrite the equilibrium distribution (3.4) of the scaled SIS process in terms
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of the induced subgraph density and the size of the induced subgraph:

Ll V(R
m(F) =~ ((;) 7d<F>> , FecF, (5.9)

where d(F') is the density of the induced subgraph F' and Z is the partition function.

Stating the equilibrium distribution (3.4) as a function of induced subgraphs (5.9) allows us to
see that when the induced subgraphs of two configurations are isomorphic, as configurations x; in
Figure 5.3 and x5 in Figure 5.4, then the configurations are equally probable at equilibrium for the

scaled SIS process.

Theorem 5.4.6. If the induced subgraphs of two network configurations, x; € X and x5 € X, are

isomorphic, then (x;) = m(Xs).

Proof. By definition, |V (F(x))| = 17x and |E(F(x))| = 2%, Consider that x; and x, induce

two graphs F'(x;) and F(x2). Since F'(x;) is isomorphic to F'(x2), the number of nodes and

the number of edges are the same for F'(x;) and F'(x3) [43]. By construction, we know that the

T T
number of nodes in F(x;) = 17x; = 17x,, and the number of edges in F(x;) = =1 ‘;‘xl = =2 ‘;XQ

From (3.4), we can conclude that 7(x;) = 7(x3). O

5.4.2 Most-Probable Configuration and Induced Subgraphs
Using (5.9), the Most-Probable Configuration Problem (4.1) is then also an optimization prob-
lem over all the possible induced subgraphs in G:

A\ [V(F)]
F(x*) = arg max ((—) vd(F)> . (5.10)

FeF W

The subgraph induced by the most-probable configuration, F'(x*), is the most-probable subgraph,
but this is not necessarily the same subgraph as the densest subgraph, F'.

Stating the equilibrium distribution in terms of the induced subgraph will allow us to derive
several theorems regarding the most-probable configuration. For the theorems that follow, we

make the following assumptions:

Assumption 1. The scaled SIS process operates in regime II) Endogenous Infection Dominant.

This limits the dynamics parameters to the range, 0 < % <land~y > 1.
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Assumption 2. The underlying network G is a simple, undirected, unweighted, and connected

graph.

Theorem 5.4.7. [Proof in Appendix 5.8] The most-probable configuration x* # x° if and only if
there exists at least one induced subgraph F' € F with density d(F) for which \y*") > .

Theorem 5.4.8. [Proof in Appendix 5.8] The most-probable configuration x* # x" if and only if
there exists at least one induced subgraph F' € F \ G with density d(F') = % for which

log(§7d(c)) - N’ 5.11)
log(2)) ~ N '
Combining Theorem 5.4.7 and Theorem 5.4.8, we can obtain the following corollary regarding

the non-degenerate most-probable configurations.

Corollary 5.4.9. [Proof in Appendix 5.8] Let the density of the network be d(G) = % Then, the
most-probable configuration is a non-degenerate configuration, x* € X \ {x°,x"}, if and only if
there exists at least one induced subgraph F' € F with density d(F) = % for which \y*F) > i,

and

log(ﬁVd(G)) - N
log(374) ~ N°

In regime II) individual agents have a preference for being healthy, but the epidemics might
spread to other agents through neighbor-to-neighbor contagion. Under the scaled SIS process, the
subgraph density d(F’) scales the exogenous infection rate ~y, thereby affecting the overall infection
rate. Theorem 5.4.7 states that, if the network contains dense-enough subgraphs, then even when
the effective exogenous infection rate, %, is small (i.e., 0 < % < 1), the exogenous infection rate,
v, can leverage dense subgraphs to spread the infection throughout the network.

On the other hand, if the endogenous infection rate, -, is large (i.e., v > 1), then most certainly
the epidemics will spread throughout the entire network. Theorem 5.4.8 states when this does
not happen. Furthermore, Theorem 5.4.8 shows that it is important to consider if the densest
subgraph in the network is the entire network or a smaller subgraph. Corollary 5.4.9 proves that
the existence of the non-degenerate configurations is related to the existence of subgraphs with

density larger than the network density. The existence of these denser-than G subgraphs is crucial
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to the existence of non-degenerate configurations (i.e., different from x° and xV) as solutions to the
Most-Probable Configuration Problem; when the most-probable configuration is a non-degenerate

configuration, agents belonging to denser subgraphs are more vulnerable to the epidemics.

In network science, dense clusters of agents have often been identified as either the network
core or community [9,21,63]. Solving for the non-degenerate configuration is an alternative method
for determining these network structures. Previous works in core/community detection are algorith-
mic and do not consider the dynamical process on the network. The scaled SIS process, however,
is a model for dynamical processes on networks and, therefore, what is considered a community
changes depending on the parameters of the dynamical process: the most-probable configuration

changes depending on the exogenous rates % and on the endogenous rates .

We illustrate Theorem 5.4.7 and 5.4.8 with two small 16 node examples, which we showed
has non-degenerate solutions in regime II) in chapter 4.6.5; Network A shown in Fig. 5.5 and
Network B in Fig. 5.6. For each network, we fix the effective exogenous infection rate, % = 0.5.
We then solve for the most-probable configuration for different -, ranging from 1.2 to 3. As the
endogenous infection rate, vy, changes, the most-probable configuration also changes. In Fig. 5.5(a)
and Fig. 5.6(a), neither network supports dense enough subgraphs for the epidemics to be severe.
But as v increases, the infection starts to spread. In Network A, there is at least one subgraph
denser than the network. The subgraph induced by V1, V2 V3, V4, V5 V7 V8 V9, V10 has a
density of 1.33 whereas the density of the entire network is 1.19. In Fig. 5.5(b), the most-probable
configuration has these 9 agents infected while the other 7 agents remain healthy. The 9 agents in

the dense subgraph are more vulnerable to the epidemics when % =05and vy =1.7.

In Network B, there are at least two subgraphs denser than the network and they are induced by
the set of infected agents of the most-probable configuration as shown in Fig. 5.6(b) and Fig. 5.6(c).
We can see by solving for the most-probable configuration for different parameter values that, as
the endogenous infection increases, the most-probable configuration goes toward x” as all agents

become vulnerable to the epidemics.

It is easier for the infection to spread in Network B than in Network A, since, for the same rate
parameters, x* = x” for Network B while x* # xV for Network A. This is because Network B is

a denser graph (d(G) = 2.4375) than Graph A (d(G) = 1.19).
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Figure 5.5: Most-Probable Configuration x* under Different (%, 7) Parameters (Blue = Infected,
Red = Healthy)

5.4.3 Most-Probable Configuration and the Densest Subgraph

We showed that the most-probable configuration is related to the density of induced subgraphs
in the network. The densest subgraph, H, is a special induced subgraph. In this section, we focus

specifically on the relationship between the most-probable configuration and the densest subgraph.

Corollary 5.4.10. [Proof in Appendix 5.8] The most-probable configuration x* = x° if and only

if Ay < p.
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Figure 5.6: Most-Probable Configuration x* under Different (%, 7) Parameters (Blue = Infected,
Red = Healthy)

Corollary 5.4.10 follows the result of Theorem 5.4.7. If the densest subgraph in the network
is not dense enough to overcome individual preferences for being healthy, then the endogenous
infection rate ~ will not be able to drive the most-probable configuration away from x°.

Lastly, because of the connection between the most-probable configuration of the scaled SIS
process and the densest subgraph, we can prove a general statement regarding network structure

using results from dynamical processes on networks.

Lemma 5.4.1. [Proof in Appendix 5.8] If G is a k-regular, complete multipartite, or complete
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multipartite with k-regular islands network, then F = G. That is, for these structured networks,

the densest subgraph is the overall graph.

5.5 Uniqueness of the Most-Probable Configuration

The Most-Probable Configuration Problem (4.1) is a combinatorial optimization problem. Un-
like convex optimization, for this class of optimization problem, solutions are not guaranteed to be
unique.

We proved in section 4.4 that the most-probable configuration in regime III) is related to the
maximum independent set problem. It is easy to see that for many network configurations, the
maximum independent set is not unique. We also proved that in regime II), for k-regular, com-
plete multipartite, and complete multipartite network with k-regular islands, the most-probable
configuration is both x° and x* at a particular configuration of the parameters ﬁ and .

Since the scaled SIS process is a dynamical process over a graph structure. The uniqueness of
the ground state is further complicated by having to consider equivalence relationships of subgraph
structures in the network.

Recall that the equilibrium distribution of the scaled SIS process can be rewritten as a function

1 A\ [V (F)]
m(F) = = ((;) vdm) , FeF,

where d(F) is the density of the induced subgraph F' and Z is the partition function.

of induced subgraphs

Definition 5.5.1. [42] Two graphs, G and F, are equivalent if they are isomorphic: there is a
bijection between the vertex sets of G and I, f : V(G) — V(F), such that any two vertices u and
v of G are adjacent in G if and only if f(u) and f(v) are adjacent in F. This means that edge
(u,v) isin G if and only if (f(u), f(v)) is in F.

Theorem 5.4.6 states that two configurations have the same equilibrium probability if their
induced subgraphs are isomorphic to each other. As a result, there are two types of uniqueness to

be considered.

Definition 5.5.2. A solution to the Most-Probable Configuration Problem (4.1), x*, is subgraph

unique if there are no other subgraphs in the network isomorphic to the induced subgraph F(x*).
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Definition 5.5.3. A solution to the Most-Probable Configuration Problem (4.1), X*, is unique if
1. it is subgraph unique

2. there is no other configurations x' such that m(x*) = 7(x’) but F(x*) and F(x') are not

ismorphic.

When the most-probable configuration only satisfies the first condition, it is subgraph unique.
When x* is x° = [0,0,...,0]T orx™ = [1,1,...,1]7, the first condition is trivially satisfied since
for any network, there are no other subgraphs isomorphic to H(x%) = 0 or H(x") = G.

For the most-probable configuration to be considered unique however, it must satisfy both

conditions. Section 5.6.2 provides the condition s for x* to be unique.

5.6 Regime Il) Endogenous Infection Dominant
We showed that in this regime, the Most-Probable Configuration Problem can be solved in
polynomial-time and that it is related to dense subgraphs in the underlying network. This section

discuss the uniqueness of solution with the assumptions that

Assumption 1. The scaled SIS process operates in regime II) Endogenous Infection Dominant.

This limits the dynamics parameters to the range, 0 < ﬁ <land~vy > 1.

Assumption 2. The underlying network G is a simple, undirected, unweighted, and connected

graph.

5.6.1 Subgraph Uniqueness
This section proves that all the solutions of the Most-Probable Configuration Problem (4.1) are
subgraph unique. This means that the induced subgraphs of all these configurations are unique

subgraphs of the underlying network.

Lemma 5.6.1. [Proof in Appendix 5.8] Given an undirected graph G described by adjacency
matrix A and two different configurations x; and Xs, which induce subgraphs F(x;) and F(x2),

respectively. F(x) is isomorphic to F(xy) if and only if 17x; = 17xy and xT Ax; = xI Ax,.
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Theorem 5.6.1. [Proof in Appendix 5.8] Consider Regime 1) Endogenous Infection Dominant:
0 < % < 1,7 > 1 and network GG. The most-probable configuration, x*, induces the subgraph
F(x*) with density d(F(x*)). If

A d(F )

=
I

> 1,

then x* is subgraph unique.

We showed that there can be no other configuration x’ that is equally probable to x* and its
induced subgraph F'(x’) is isomorphic to the induced subgraph F'(x*). Next, we will consider the
case where the configuration x’ is equally probable as x* but its induced subgraph F'(x’) is not

isomorphic to the induced subgraph F'(x*)

Corollary 5.6.2. If x* is the most-probable configuration in regime II) Endogenous Infection

Dominant: 0 < % < 1,v > 1, then it is subgraph unique.

Proof. Theorem 5.6.1 states the condition for which a configuration, x*, is subgraph unique. The-
orem 5.4.7 states following necessary and sufficient conditions: The most-probable configuration
x* # xY if and only if there exists at least one induced subgraph ' € F with density d(F') for
which %yd(F) > 1.

Since the induced subgraph of x* satisfies the condition that %vd(F %) > 1, then x* # x°,
However, since x° induces the empty graph, a solution where x* = x” is also subgraph unique. As
a result, any solution to the Most-Probable Configuration in regime II) is subgraph unique.

O

Corollary 5.6.2 states that all the possible solutions of the Most Probable Configuration Prob-
lem in regime II) are subgraph unique. This means that the corresponding induced subgraphs
are unique. Since the optimization problem can be solved efficiently for large networks, this is a

method to identify unique subgraphs in large graphs.

5.6.2 Uniqueness

The condition for the uniqueness the most-probable configuration is stricter than subgraph

uniqueness. First, we state the following result:
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Theorem 5.6.3. [Proof in Appendix 5.8] Consider two scaled SIS processes, {X;(t),t > 0} and
{Xs(t),t > 0}, with parameters <%, 71) and (%, 72> satisfying the relationship

log <ﬁ> log <’\—2>
H # o B2/ for any real-value .
log(71) log(72)
If two different configurations x, and Xy are equally probable under both processes, then their

induced subgraphs are isomorphic, F'(x;) ~ F(X3).

Putting together Theorem 5.6.1 and Theorem 5.6.3, we can derive the sufficient conditions for

which the solution to the most-probable configuration is unique.

Corollary 5.6.4. [Proof in Appendix 5.8] Consider two scaled SIS processes, {X,(t),t > 0}
and {X5(t),t > 0}, with parameters in regime I1) Endogenous Infection Dominant that are not
exponentially related. Therefore, 0 < 2L 22 < 1~ ~v, > 1 and

w1l pe —

()], [re()
- # « #2/°\ for any real-value .
log(m1) log(72)
If x* is the most-probable configuration for both scaled SIS processes, { X;(t),t > 0} and { X5(t),t >
0}, then x* is the unique maximizer of the Most-Probable Configuration Problem for both pro-

cesses.

5.7 Conclusion

This chapter proved that the Most-Probable Configuration Problem can be solved exactly in
regime 1) Endogenous Infection Dominant: 0 < % < 1,7 > 1 in polynomial-time. For a
network with 4941 nodes, the configuration with the highest equilibrium probability out of 244!,
can be found on a standard desktop computer in less than 1 sec using Max-Flow/Min-Cut algorithm
[57].

We then showed that the most-problem configuration for this regime, where individual agents
prefer the healthy state but network effects spread the infection, is related to subgraphs in the
network. In particular, non-degenerate solutions (i.e., most-probable configurations other than x°

and x") are related to the existence of subgraphs that are denser than the overall network. These
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non-degenerate solutions inform us, depending on the infection and healing rates, which subsets of
agents in the network are vulnerable to infection. This chapter proves that these more vulnerable
agents belong to subgraphs that are more densely connected than the overall network. We proved
that the subgraphs corresponding to non-degenerate solutions of the Most-Probable Configuration
Problem in regime II) are unique in the sense that there are no other isomorphic subgraphs in the
network. The uniqueness of a solution to the Most-Probable Configuration Problem requires the
additional condition that this solution is also the most-probable configuration of another scaled SIS

process for which the dynamics parameters are not exponentially related.

5.8 Appendix

Proof for Theorem 5.4.7
Theorem. The most-probable configuration x* # x° if and only if there exists at least one induced

subgraph F' € F with density d(F) for which \y*) > .

Proof. Sufficiency: If there exists at least one subgraph F' € F with density d(F) for which
My E) > 1y then x* # x°.

Using the equilibrium distribution (3.4), 7(x") = % Let the subgraph F' € F be the subgraph
induced by configuration x’ € X \ x°. The number of infected agents in configuration x’ is

1Tx" =| V(F) |> 0. Using (5.9), its equilibrium probability is

w(x) = n(F) = ((%) vd<F>> V)

If <%) ) > 1, we know that (x') > 7(x°). Therefore, x” can not be the most-probable
configuration.

Necessity: If x* # x, then there exist at least one subgraph ' € F with density d(F) for
which \y4F) > .

If x* # x, this means that there is some configuration x’ for which 7(x’) > 7(x"). We know
that m(x”) = +. Using the equilibrium distribution in (5.9) and the fact that 17x = |V (F)| >
0,Vx € X \ x° we can conclude that there must exist some induced subgraph whose density

satisfies this condition <ﬁ) UHED > 1, O
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Proof for Theorem 5.4.8

Theorem. The most-probable configurationx* # x if and only if there exists at least one induced

subgraph F' € F \ G with density d(F') = %for which

log(2777) N '

Proof. Sufficiency: If there exists at least one induced subgraph F' € F \ G with density d(F') =

log(774))
log (3, 74(1)

The subgraph H is induced by the configuration x’ € X. The log equilibrium probability

E N’ N
a7 such that < % then x* # x.

according to (5.9) for x’ and x”, respectively, are:
N = 1o [ L Nop [ 240
log(7(x')) = log + N'log | —v
Z I

and

log(m(x™)) = log (%) + Nlog (%vd(G)) .

oe( 2 ~d(G) ,
Log ) < 2= implies that N log (ﬁyd(G)> < N'log (%7“”). Therefore, log(m(x")) >

.. s
k7
Condition Tog(223P)

log(m(x™)). Since the logarithm is a monotonic function, we can conclude that x* # x*.

Necessity: If x* # x”, then there exists at least one induced subgraph ' € F such that
log(57@D)
log(Xy4®) > N

Let x* = x/, which induces a subgraph F' € F with density d(F’). Using (5.9),

7(x') = log (l) + N'log (évd(F))
Z I
1 A

7(x) = log (E) + Nlog (;ﬂyd(G)) .

> (, which implies

A A
N'log <;7d(F)) — Nlog (;7d(G)) >0

This means 7(x’) — m(x)

This reduces to the condition that

log (2919)
< =

log (ﬁ,yd(F)) N
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Proof for Corollary 5.4.9

Corollary. Let the density of the network be d(G) = % Then, the most-probable configuration is
a non-degenerate configuration, x* € X \ {x°,x"}, if and only if there exists at least one induced

subgraph F' € F with density d(F) = %for which \)y*F) > i, and
l0g(27®) _
— e < .
log( ar)y - N
Proof. We want to determine the necessary and sufficient conditions such that x* = x’, which

induces subgraph H, such that we have both x’ # x° and x’ # x”. This is equivalent to showing
(%) > 7(x") (5.13)

and
m(x') > n(xV). (5.14)

Condition (5.13) holds if and only if Ay*) > ;; by Theorem 5.4.7. Condition (5.14) holds if

and only if
log(;7"Y) N
—_— Y < .
log(37) =N
by Theorem 5.4.8. This proves the corollary. U

Proof for Corollary 5.4.10

Corollary. The most-probable configuration x* = x° if and only if \y* ™) < p.

Proof. Sufficiency: If \y*F) < 4, then x* = x°.

Recall the definition of the densest subgraph 5.4.5. With v > 1, \4F®) < )\yd(ﬂx)) <pu
for all possible induced subgraphs in GG. This means that there is no subgraph, F' € F, for which

O using the contrapositive of Theorem 5.4.7: If there is

M) > 1. We can conclude that x* = x
no subgraph F € F with density d(F') for which Ay@) > 1, then x* = x°.

Necessity: If x* = x°, then \y*®) < .

The result follows from the contrapositive of Theorem 5.4.7: If x* = x°, then there is no
subgraph F' € F with density d(F) for which Ay**) > . Therefore, all induced subgraphs,

including the densest subgraph have density for which A\y?() < 4.
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Proof for Lemma 5.4.1
Lemma. If G is a k-regular, complete multipartite, or complete multipartite with k-regular islands
network, then F' = G. That is, for these structured networks, the densest subgraph is the overall

graph.

Proof. Theorems 4.6.1,4.6.3, 4.6.4 state that the solution of the Most-Probable Configuration Prob-
lem for any parameters <§, 7) in regime 1) Endogenous Infection Dominant: 0 < ﬁ <1l,y>1,
over k-regular, complete multipartite, complete multipartite with k-regular islands networks is ei-
ther x° and/or xN; the solution to the Most-Probable Configuration Problem for these networks is
not a non-degenerate configuration in regime II). We will use this and Corollary 5.4.9 to prove this
corollary.

Consider the contrapositive of Corollary 5.4.9: Let the density of the network be d(G) = %
Then, the most-probable configuration is not a non-degenerate configuration, x* € {x°, x"}, ifand

only if there does not exist any subgraph ' € F with density d(F') = % for which A2 > i,

or
log("9)_
log(474®)) ~ N~
This implies that all the induced subgraphs, ' € F, in networks whose solution to the Most-
Probable Configuration Problem is not a non-degenerate configuration in regime II), satisfy the
condition that A\y“*) < or
log(37"?) N

!
log(2y4F)) = N

v

for all 0 < 3 <1,7>1

Depending on the effective infection rate and the endogenous infection rate, (%, 7), the first

condition \y?) < 1 may not be satisfied. However, since NW' < 1 regardless of the parameters
and the underlying network, the second condition is satisfied if

log (™) _ |

log(Zy4®) —

Since 7 > 1, this means that d(F") < d(G) for all possible induced subgraph. As this only depend

VF e F.

on the structure of the underlying network, we can conclude that d(F') < d(G) for networks whose

most-probable configuration can only be x° and/or x” .
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Proof for Lemma 5.6.1
Lemma. Given an undirected graph G described by adjacency matrix A and two different config-
urations x; and Xa, which induce subgraphs F(x1) and F(x3), respectively. F(x) is isomorphic

to F(xy) if and only if 1Tx; = 1Txy and x¥ Ax, = xI Ax,.

Proof. Recall that 17x; and 17x, are the number of infected nodes in the two configurations.

Therefore, they are the number of nodes in each induced subgraph, F'(x;) and F'(x3). The number

T Axq

T
of infected edges in the two configurations are, “L2* and *22%2 respectively. By the definition

of the induced subgraphs, they are equal to twice the edge in each subgraph.

Necessity

If F(x;) is isomorphic to F'(x,), then 17x; = 17x, and xT Ax; = x? Ax,.

This follows from the definition of isomorphism.

Sufficiency

If 17x; = 17x, and xT' Ax; = xI'xs, then F'(x;) is isomorphic to F'(x3).

We prove this by contrapositive. We need to prove that if /'(x;) is not isomorphic to F'(x3),

then 17x; # 17x, or xI Ax; # xI Ax,.

There are two ways F'(x;) is not isomorphic to F'(x2): 1) There is no bijective function f or
2) There is a bijective function f but two vertices adjacent in F'(x;) is not adjacent in F'(x3).
The bijection function f does not exist if the induced subgraphs, F'(x;) and F'(x5), have
different number of nodes; this mean that 17x; =+ 17x5. 2) There is a bijection function,
f, but u and v are adjacent in F'(x;) but are not adjacent in F'(x3). This would mean that

xT Ax; # xI Ax,. This is impossible by the definition of induced subgraph.

Proof for Theorem 5.6.1

Theorem. Consider Regime I1) Endogenous Infection Dominant: 0 < ﬁ < 1,v > 1and network

G. The most-probable configuration, x*, induces the subgraph F(x*) with density d(F(x*)). If

A *
AL AFO) 5

i
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then x* is subgraph unique.

Proof. We will prove by contradiction. We can show that when the solution to the Most-Probable
Configuration Problem are two equally probable configurations, xj and x5, whose induced sub-
graphs, I} = F(x}) and F;, = F(x3}), are isomorphic, we can always create another subgraph by
combining 7 and F; such that the configuration that induces this third subgraph will have a higher
probability than x] and x5.

Suppose that the solution to the Most-Probable Configuration Problem are two equally probable
configurations, x} and x}, whose induced subgraphs, F} = F'(x}) and F, = F'(x}), are isomorphic.
From Lemma 5.6.1, this means that |V (F})| = |V(F,)| = Ny, |E(Fy)| = |E(Fy)| = Ey, d(Fy) =
d(F). Additionally, we know that ﬁvd(Fl) = ﬁvd(FQ) > 1.

We now consider two cases: 1) Fy N Fy, = () and 2) Fy N Fy # 0.

FlﬁF2=®

The induced subgraphs F; and F; are disconnected.

Define a new subgraph

F=FUF,
We know that |V(F)| = 2N, and |E(F)| = 2E,, while d(F) = d(F\) = d(F3). The
subgraph F has the same density as F7, which means

iyd(ﬁ _ ivd(Fl)
1 1

> 1.

Additionally N > N;. Then as we are in regime II), by (5.9), the configuration that induces
F has a larger equilibrium probability than x7, x5, thereby contradicting the premise that

X7, X5 are the most-probable configuration.
FiNnE,#0
The induced subgraphs Fi and F; are not disconnected.

Define a new subgraph

A

F=FnFk,. (5.15)

We know then that |V (F)| = N < Ny, |E(F)| = E < E,, with density d(F) = %

We have 3 cases to consider: 1) d(F) = d(F}), 2) d(F) < d(F}), 3) d(F) > d(F,
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1. d(F) = d(F}). The intersection of F; and F) is a subgraph with the same density as F}
and F5.

Define a new subgraph

F=(FUR).

Let |V(F)| = N and |E(F)| = E. Since F; and Fj are not disconnected subgraphs,
we know that N = 2N, — N > N; and E = 2F; — E > FE;, where N and F are
the number of nodes and edges in subgraph F' defined in (5.15). First, we claim that

~

d(F) = d(F) = d(F}). This means that

- E 2E,-FE E
AdF)==2 =21~ _ "™ 5.16

is a true statement. Using algebra, we see the above condition is equivalent to stating

that
(2Fy — E)N; = (2N, — N)E, (5.17)
2E:N, — EN; = 2N, E; — NE, (5.18)
E E
— =1 (5.19)
N M

which is true under the case condition d(E) = d(F}). The subgraph F' has the same

density as £}, which means

ivduﬁ) _ 57d(F1)
u u

> 1.

Additionally N > Nj. Then as we are in regime II), using (5.9), the equilibrium prob-
ability of the configuration that induces Fis larger than the equilibrium probability of
X7, X5, thereby contradicting the premise that xj, x5 are the most-probable configura-

tion.

A

2. d(F') < d(F}). The intersection of F; and Fy, is a sparser subgraph than F; and F5.

Define a new subgraph

F=(RUR).
Let |V (F)| = N =2N, — N > Ny and |E(F)| = E = 2, — E > Ey, where N and

E are the number of nodes and edges in subgraph F' defined in (5.15). First, we claim
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that d(F) > d(F}). This means that

- E 2B -E _E
dF) === ———F>— (5.20)
( ) N 2N1 — N Nl
is a true statement. Using algebra, this relationship is equivalently stating that

A A

2E,N, — EN, > 2N,E, — NE, (5.22)
E E

- < = 5.23
TSN (5.23)

which is true under the case condition d(F) < d(F}). The subgraph F is a denser

subgraph that 7. Therefore,

F) éyd(Fl)
p p

> 1

and N > Nj. Then as we are in regime II), using (5.9), the equilibrium probability
of the configuration that induces Fis larger than the equilibrium probability of x7, x3,

thereby contradicting the premise that x7, x5 are the most-probable configuration.

A

. d(F) > d(F}). The intersection of F} and F5 is a denser subgraph than F; and F5.

Define a new subgraph

F=(FiUF).
Let |V(F)| = N = 2N, — N > Ny and |E(F)| = E = 2B, — E > E;, where N and
E are the number of nodes and edges in subgraph F' defined in (5.15).

This is the most complicated case. We will show that the equilibrium probability of
X7, X5 can not simultaneously be larger than the equilibrium probability of the con-
figuration, X, which induces the subgraph F and the equilibrium probability of the

configuration, x, which induces the subgraph F.

Suppose that 7(x}) = 7(x%) > 7(x). This means that

A o\ M A B N
) =)
I I

This equivalently reduces to the relationship

Ny N
DRSO



Suppose also that 7(x}) = m(x}) > 7(X). This means that

()\ A O AR O At
) () ()
z z p

This equivalently reduces to the relationship

2=

N1 2N1—N )
e

By algebra, (5.25) reduce further to

AN\ AN
DRROR
7 7
which contradicts the condition in (5.24). Therefore, 7(x}) = 7(x}) can not be larger

than both 7(X) and 7(x) simultaneously; hence x7 is not the most-probable configura-

tion.

Proof for Theorem 5.6.3
Theorem. Consider two scaled SIS processes, { X1(t),t > 0} and { X5(t),t > 0}, with parameters

<%,71> and (2—2, 72> satisfying the relationship

oa ()] o |5 ()
#+ « for any real-value o.
log(71) log(72)
If two different configurations x, and Xy are equally probable under both processes, then their

induced subgraphs are isomorphic, F'(x1) ~ F(x3).

Proof. Let m1(x;) and 7 (x2) be the equilibrium probability of configuration x; and x, under the
first scaled SIS process with rates <%, 71> and 7 (x7) and my(x2) be the equilibrium probability
of the configurations under the second scaled SIS process with rates (2—2, 72> .

Since m(x1) = m(x2), this is equivalent to stating that log(m;(x;)) = log(m (x2)), which

means

A1 xTAx;  xtAx,

(17x; — 17x3) log <E) - ( 5 T ) log(m) = 0. (5.26)
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And mo(x1) = my(X2) is equivalent to

A TA TA
(1%, — 17x) log (i) + <X1 : X% : X2> log(7s) = 0. (5.27)

We can express (5.26) and (5.27) as a system of linear equations

[(lTxl—lsz) (2 —?)] lfggi‘j kl)fggi)) = [0 o]. (5.28)

From linear algebra theory, we know that if

()] e
M7+« "2/ for any real-value «, then the matrix
log(1) log(72)

N—

log (%) log <2—§
log(v1)  log(v2)

is full-rank. Then condition (5.28) is satisfied only when 17x; —17x, = 0 and x7 Ax; —xZ Axy = 0
[64]. By Lemma 5.6.1, this is equivalent to stating that the induced subgraphs F'(x;) and F'(x2)

are isomorphic.

Proof for Corollary 5.6.4
Corollary. Consider two scaled SIS processes, {X1(t),t > 0} and {Xs(t),t > 0}, with parame-
ters in regime Il) Endogenous Infection Dominant that are not exponentially related. Therefore,

AL A2 1771772> 1 and

0< 2, 22L
M1’ 2

w3, )
M7+« #2J | for any real-value «.
log(71) log(72)

If x* is the most-probable configuration for both scaled SIS processes, { X;(t),t > 0} and { X5(t),t >
0}, then x* is the unique maximizer of the Most-Probable Configuration Problem for both pro-

cesses.
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Proof. Let 71(x7) be the equilibrium probability of configuration x} of the process with param-
eters Ay, 71, i1 and mo(x7) be the equilibrium probability of configuration x} of the process with
parameters Ao, Yo, fi2,. We will prove this by contradiction. Suppose that the most-probable con-
figuration is not unique; there are two equally probable most-probable configurations, x; and x3.

m(x]) = m(x3) = arg max m (x)
XEX

To(X]) = m2(X3) = arg max mo(x)
XEX

From Theorem 5.6.3, we can then conclude that F'(x7) is isomorphic to F'(x}). However, this con-

(F(x1))

tradicts Theorem 5.6.1 which states that if x7 is the most-probable configuration and %yf >

1, there are no other induced subgraphs F'(x’) isomorphic to F'(x}). Similarly, if x} is the most-

d(F(x3))

probable configuration and 2—572 > 1, there are no other induced subgraphs F'(x’) isomor-

phic to F(x3).
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CHAPTER 6

Characterizing Individual Susceptibility in

Polynomial-Time

6.1 Introduction

Which agents in the population are more vulnerable to infection? Such microscale analysis can
only be addressed by network processes, which consider interactions between individual agents.
Identifying the agents most vulnerable to infection can impact control and treatment measures.
The scaled SIS process models the interactions of individual agents in a population. It is therefore
theoretically possible to study the susceptibility of individual agents to infection at equilibrium
using the equilibrium distribution (3.4). In practice, this is intractable for large networks since
solving for the marginal probability of infection of an agent, P(x; = 1), requires knowing the
value of the partition function Z. This chapter shows that it is possible to efficiently and accurately
approximate P(x; = 1) in regime II) Endogenous Infection Dominant: 0 < ﬁ < 1,7 > 1 using
the Perturb-and-MAP sampling method [40], a Monte Carlo sampling technique.

Section 6.2 defines the marginal probability of infection. Section 6.3 reviews the Perturb-and-
MAP sampling method and shows that an estimate, ]3(@ = 1), can be found efficiently and with
high accuracy approximates the true probability of infection, P(x; = 1). Using both small artificial
networks, for which we know the exact marginal probability of infection, and large real-world
networks, section 6.4 analyzes the dependence of individual agents susceptibility to infection on
both the healing and infection rates, A, y, 1 and on the topological location of the agents in the

network.
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6.2 Marginal Probability of Infection

The equilibrium distribution of the scaled SIS process (3.4), 7(x), is a joint probability distribu-
tion. It characterizes exactly the probabilistic relationships between all the agents in the network at
the equilibrium of the scaled SIS process, { X (¢),t > 0}. The susceptibility of individual agents to
the epidemics can be characterized by its marginal probability. The singleton marginal probability

of m(x) is the probability that the ith agent is infected at equilibrium,

Pz;=1)= Y 7(x)

6.1)

1T

1 ()\) x xTAx
X () e
ZXGXZ:BZ'ZI K

The probability that the ith agent is healthy is P(z; = 0) = 1 — P(z; = 1). Solving for the exact
singleton marginal probability is intractable for large networks. It requires knowing the partition
function, Z, which belongs to the class of #P counting problems [65]. For the scaled SIS process,
solving for the partition function means summing over 2"V configurations in X

Monte Carlo methods can be applied to approximate intractable inference problems [41]. These
methods consist of generating large number of random samples to obtain numerical approxima-
tions. Let £ = 1,2,...,m be the number of independent samples drawn from the equilibrium
distribution 7(x). The kth sample is x; = [(xz)1, (X&)2, - - -, (Xx)n]?, which is the N-tuple collec-
tion of all the agent states in the network. The estimated marginal probability that the :th agent is

infected at equilibrium, P (x; = 1), is the sample mean of the number of times agent ¢ is infected
~ ]
Plz;=1) = m Z]l((xk’)i =1), (6.2)
k=1

where 1(+) is the indicator function.
The challenge of this approach is how to efficiently generate independent and identically dis-

tributed (i.i.d.) samples from the equilibrium distribution of the scaled SIS process.

6.3 Approximating Marginal Probability of Infection
Using Sampling

The equilibrium distribution of the scaled SIS process is a Gibbs distribution. Reference [40]

proposed an efficient method for generating independent, unbiased samples from a subclass of
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the Gibbs distributions. This method is based on finding the MAP (maximum a posteriori) of the
perturbed energy function (i.e., the Hamiltonian); it is called Perturb-and-MAP and is suitable
for sampling from Gibbs distributions for which the MAP can be solved efficiently. We proved in
chapter 5.2 that the most-probable configuration of the equilibrium distribution of the scaled SIS
process can be found efficiently in regime 1) Endogenous Infection Dominant: 0 < % <1,v>
1. We showed using an example network that the configuration, out of 244! configurations, with
the maximum equilibrium probability can be found in 0.0041 secs on a standard desktop.
Perturb-and-MAP is based on the following properties of the Gumbel distribution. Consider a

Gibbs distribution

1
P(x) = Eemx), x € X
where H (x) is the Hamiltonian (i.e., energy function) of the distribution. If

G(X) = [917927 cee 7gN]T

Y

where g1, g2, . . ., gy are i.i.d. samples from Gumbel(0,1), then

H(x)

Z

e

arg max H(x) + G(x) ~

The term H(x) + G(x) is a randomly perturbed version of the original Hamiltonian, H (x). The
maximizer of H(x)+ G(x) is a sample from the original Gibbs distribution, P(x). Samples can be
obtained from P(x) by solving for the maximizer of the randomly perturbed Hamiltonian multiple
times. However, this method requires generating |X'| number of random Gumbel perturbations
G (x). In practice, this is often not practical since the configuration space X can be very large. For
instance for the scaled SIS process, the size of the configuration space is exponential in the number
of nodes in the network, 2*V.

Instead of sampling directly from the Gibbs distribution P(x), reference [40] proposed two
variations of the Perturb-and-MAP method, which sample from low dimensional approximations
of the Gibbs distribution: order-1 and order-2. Low dimension approximations require generating
only 2N number of i.i.d. Gumbel(0,1) random variables. For the scaled SIS process, the number
of perturbations needed to sample from an approximation of the equilibrium distribution would be

linear in the size of the network, NNV, instead of exponential.
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Recall that the equilibrium distribution of the scaled SIS process, written as a Gibbs distribution,

has the following form
T(x) = —e

with

N A\ N N
H(x) = Z z; log (—) + Z Z Ajjzixilog(y),
i=1 H i=1 j=1

The term z; log <%> is the unary potential and the term A;;z;x; log(7) is the pairwise potential.

Order-1 approximation adds independent Gumbel(0, 1) perturbations only to the unary potential.
We proved in chapter 5.2, that the supermodular structure of the equilibrium distribution depends
only on 7. As aresult, the order-1 approximation is guaranteed to preserve the supermodular struc-
ture of the perturbed Hamiltonian H (x)+G(x). Order-2 approximation adds random perturbations
to both the unary and pairwise potentials. It would generate samples from a more accurate approx-
imation of the equilibrium distribution. However, it is not guaranteed to preserve supermodularity
and is impractical as a method to estimate the marginal probabilities of large networks. Therefore,

we only consider order-1 Perturb-and-MAP in this thesis.

6.3.1 Order-1 Perturb-and-MAP Accuracy

This section compares the approximate singleton marginal probabilities, ﬁ(xl),z =1,...,N
(6.2), to the true singleton marginal probabilities, P(x;),7 = 1,..., N (6.1). The true marginal
probability can only be found for small networks. We consider the networks shown in Figure 6.1.

To quantify the accuracy of the estimator, we compare the true marginal probabilities with the

estimate marginal probabilities using the following metric:
1 & -
Error = — ; |P(x; = 1) — P(x; = 1)|. (6.3)

The maximum possible error is 1.
To demonstrate the convergence rate and accuracy of the estimate, we plot the error (6.3) on
the Y-axis as a function of the number of samples, m (from 10 to 10510 with a step size of 500)

on the X-axis for network A, B, and C (see Figure 6.1) in Figures 6.2, 6.3, and 6.4, respectively.
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Figure 6.2: Network A: Error vs. Number of Samples
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Different lines in Figures 6.2, 6.3, and 6.4 correspond to scaled SIS processes with different %, y
parameters. All the parameters are in the range of regime II) Endogenous Infection Dominant.
From Figures 6.2, 6.3, and 6.4, the error converges rapidly with a small number of samples,
m, for all three example networks. Due to computational constraints, we have to use the order-1
Perturb-and-MAP method. This means that we are sampling from an approximation of the true
equilibrium distribution, 7(x) (3.4). As a result, the error will depend on the parameters %, v,
which determines ‘raggedness of landscape of the equilibrium distribution and consequently how
well 1.i.d. samples from the low-dimensional Perturb-and-MAP approximates i.i.d. samples from

the equilibrium distribution.
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0.08.
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0.02F |~

G0 20‘00 40‘00 60‘00 80‘00 10(‘)00 12000 O0 20‘00 40IOO 60‘00 80‘00 lO(I)OO 12000
Number of Samples Number of Samples
(a) Network B: Constant %, Different v (b) Network B: Different %, Constant y

Figure 6.3: Network B: Error vs. Number of Samples

To investigate the dependence of the error on the dynamical parameters of the process, Fig-
ures 6.5, 6.6, and 6.7 show the error (6.3), represented by different color, as a function of % (from
0.1 to 0.9 with step size = 0.05) on the Y-axis and v (from 1.5 to 6 with step size = 0.5) on the
X-axis. The number of samples is fixed to m = 6010 samples, which is a very small fraction of
the 2% configuration space.

The error is less than 7% for all the networks. From the plot, the error appears to be larger
for processes, { X (t),t > 0}, with small % and large v value. It is known from Markov random
field literature that Gibbs distributions with strong unary potential (i.e., 0 < % << 1) and strong
pairwise potential (i.e., v >> 1) have more ragged energy landscape and are more challenging

computationally [65]. For network C, because it is a more densely connected network than net-
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Figure 6.4: Network C: Error vs. Number of Samples
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works A and B, a strong pairwise potential corresponds to a smaller y value than for networks A

and B.

6.3.2 Comparing Perturb-and-MAP with Loopy Belief Propagation

Belief propagation is a popular algorithm for finding the marginal probabilities and solving
other types of inference problems for Markov random fields [41]. It is known to be exact for
networks that are trees but only approximate for networks with cycles. We used the UGM toolbox
[66] to find the marginal probabilities for the equilibrium distribution of the scaled SIS process
on networks A, B, and C using LBP (loopy belief propagation). For the equilibrium distribution
of the scaled SIS process, the approximate marginal probabilities obtained by the order-1 Perturb-

and-MAP method tracks the true marginal probabilities better than LBP.

—e—Exact
—&—Order-1
ook ® —&—Loopy BP

0.8

0.7F

0.6

0.5F

Probability of Infection

0.4F

0.3F

0.2

0.1

L L L L L L L L L L L L L L L
1 3 2 4 8 7 9 5 10 6 13 14 15 16 11 12
Node Number

Figure 6.8: Network A: % =0.1,v = 6, error = 0.06

We compare the performance between order-1 Perturb-and-MAP and LBP when the error is

the largest. For network A, deviation between the true marginal probability, P(z; = 1),i =

1,..., N, and the estimate marginal probability, P(z; = 1), = 1,..., N, is the largest when

% = 0.1,7 = 6 (see Figure 6.5). Figure 6.8 plots the true marginal probability of infection,

P(z; =1),i=1,..., N on the Y-axis and the corresponding node ID on the X-axis for Network

A in blue. The nodes are ordered such that the marginal probability of infection decreases. The
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Figure 6.9: Network B: % = 0.1,y = 6, error = 0.05

—e—Exact
—A—Order-1
—&—Loopy BP

0.9F

0.8

o o
=2} ~
T T

Probability of Infection
o
5
T

0.4F

0.3F b

0 A TR T SR TR SN T S TR S S T SN T S T T S
18 10 8 19 9 6 16 7 12 15 5 11 17 14 4 13 20 3 2 1
Node Number
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green line corresponds to the estimates of ﬁ(xz =1),i=1,..., N derived used order-1 Perturb-
and-MAP, and the red line corresponds to the results of LBP. Figure 6.9 and Figure 6.10 show
similar comparison for networks B and C, respectively.

All three figures show scenarios that have strong unary potential and strong pairwise potential;
the energy landscape of the equilibrium distribution is ragged, which means that approximation
methods such as Perturb-and-MAP and LBP perform poorly. We can see that Perturb-and-MAP

tracks the true marginal probabilities much better than LBP in these cases.

6.4 Dependence of P(z; = 1) on Parameters and

Topology

The susceptibility of an individual agent to infection depends on the infection and healing
rates of the epidemics and on the location of the agent in the network; this can be analyzed and
quantized by the marginal probability of the equilibrium distribution of the scaled SIS process
{X(t),t > 0}. The previous section showed that the marginal probabilities, P(x; = 1), could be
approximated efficiently using sampling techniques when 0 < % < 1,7+ > 1. This section explores
the dependence of the marginal probability on the dynamics parameters A, -, ;4 and on the network
topology.

The marginal probability of each agent is a Bernoulli random variable that measures the prob-
ability the agent will be infected or healthy at equilibrium. At one extreme, we expect P(x; =
1) ~ 0,Vi = 1,...,N for processes with low infection rates (i.e., ¥ &~ 1) and high healing rate
(i.e., 0 < % << 1),and P(z; = 1) = 1,V¥i = 1,..., N for processes with high infection rates
(i.e., v >> 1) and low healing rate (i.e., % ~ 1). What we want to understand is the behavior
of the marginal probabilities in between. This section shows the complex, nonlinear relationships

between P(x; = 1) and the parameters and topology. First, we consider the simplest scenario of

when v = 1.

6.4.1 Simplest Scenario: v =1
When v = 1, the number of infected neighbors does not affect the infection rate. Therefore, the
structure of the network topology does not have an effect on the dynamics of the epidemics. We

can find, in closed-form, all the statistics of the equilibrium distribution of the scaled SIS process
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with

w0 = ()™

where
7 — Z 610g(%>1Tx

xeX

N
e log(%> (J;f) )
k=0

Using (6.1), regardless of the underlying network topology, the marginal probability of infec-

tion is the same for all the agents in the network and is

Il i) 64

NI I

Figure 6.11 plots the exact dependence of the marginal probability on % when v = 1 using

equation 6.4. The Y-axis shows the marginal probability of infection and the X-axis shows varying
ﬁ values. Note that the relationship is nonlinear. In regime II), the parameter ﬁ is restricted to
values between 0 and 1. This means that the healing rate, y, is larger than or equal to the exogenous
infection rate, A. It is more likely that agents are in the healthy state than the infected state. We can

see that the marginal probability of infection for all the agents is less than 0.5, P(x; = 1) < 0.5.

6.4.2 Complex Scenario: v > 1

When v > 1, the additional number of infected neighbors increases the infection rate. As a
result, the structure of the network topology may have an effect on the dynamics of the epidemics.
Since the infection rate depends on the number of infected neighbors, does this mean that high
degree agents are more susceptible to infection? In this section, we will show that this assumption
holds only for some scaled SIS processes, {X(¢),¢ > 0}. Which agent is more vulnerable to
the epidemics depends on both the dynamics parameters and on the location of the agent in the
network. When 0 < % < 1,7 > 1, the exact marginal probability of infection for large networks
can not be found exactly but can be approximated efficiently with ]3(@ = 1) (6.2) using order-1
Perturb-and-MAP sampling. We will use P(z; = 1) for small networks and P(z; = 1) for large

networks.
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Figures 6.12 and 6.13 show the P (z; = 1) under different dynamics parameters for the 4091
node US Western Power Grid. As expected, when the healing rate is much higher than the exoge-
nous infection rate (i.e., 0 < % << 1) and the endogenous infection rate is low (i.e., ¥ &~ 1), the
singleton marginal probability of infection is close to O for all the agents. When the healing rate is
comparable with the exogenous infection rate (i.e., 0 < % ~ 1) and the endogenous infection rate
is high (i.e., 7 >> 1), the singleton marginal probability of infection is close to 1 for all the agents.

In between these extremes however, different agents have different probability of infection.

For the small 16 node Network A, we can consider how the individual marginal probability of
infection changes depending on the parameters. Consider agent 5, 6, 9, and 10 in Network A (see
Figure 6.1(a)). Node 5 has 2 neighbors; node 6 has 3 neighbors; node 9 has 4 neighbors, and node
10 has 2 neighbors. Since the infection rate depends on the number of infected neighbors, it is in-
tuitive that an agent with more neighbors should have higher probability of infection. Surprisingly,

this is not always the case.
Figure 6.14, Figure 6.15, and Figure 6.16 plot P(z; = 1), P(xg = 1), P(z9 = 1), and
P(z190 = 1) as a function of ~y for different % values in Network A. We choose agents 5, 6, 9

and 10 in Network A because they demonstrate the most surprising behavior. As ~ increases,

the topology-dependent infection process begins to dominate the healing process; as a result, the
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Figure 6.12: P(z; = 1) of the US Western Power Grid
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Figure 6.13: P(z; = 1) of Network A
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marginal probability of infection for all agents in the network increases from 0 towards 1. This
increase is nonlinear. Furthermore, the qualitative comparison of agent vulnerability changes de-
pending on the dynamics parameters.

For example, in Figure 6.14, the marginal probability of infection of agent 9 is the largest
for v from 1.1 to 10, followed by agents 6, 5, and 10, respectively. In Figure 6.15 however,
agent 5 has a higher probability of infection than agent 6. There is also a transition point where
P(z190=1) > P(x¢ = 1). In Figure 6.16, agent 5 is the node with the highest marginal probability
of infection for v from 1.5 to 1200, followed by agents 10, 9, and 6, respectively.
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Figure 6.14: Network A: P(x; = 1) as a Function of , (% = O.6895>
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Figure 6.15: Network A: P(x; = 1) as a Function of ~, (ﬁ = 0.1421>

Figure 6.17, Figure 6.18, and Figure 6.19 plot P(x5 = 1), P(z¢ = 1), P(zg = 1), and

P(x1p = 1) as a function of 3 for different ~y values in network A. The marginal probability of
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Figure 6.16: Network A: P(x; = 1) as a Function of , (% = 0.00025)

infection also increases nonlinearly as ﬁ increases. Similarly, the marginal probability of agent 5
and 10 is larger than the marginal probability of infection of agent 6 in some range of parameters

but is smaller than P(x¢ = 1) in other range of parameter values.
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Figure 6.17: Network A: P(x; = 1) as a Function of% (v = 2.5053)

Figure 6.20 shows the probability of infection of agent 6, P(xg = 1), and the probability of
infection of agent 10, P(x19 = 1), as a function of both % (X-axis) and v (Y-axis). For much of
the parameter space, agent 6 is more likely to be infected at equilibrium than agent 10. However,
there is a region for which agent 6 is less likely to be infected at equilibrium than agent 10.

This example illustrates that even though agent 6 is more connected in the underlying network
(i.e., it has more neighbors), it is not necessarily more vulnerable than agent 10, which has fewer

number of neighbors. One explanation as to why this may be the case comes from the solution of
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the Most-Probable Configuration Problem (4.1). We showed in Figure 5.5(c) that node 10 belongs
to a subgraph that is denser than the overall network whereas node 6 does not. For a certain range of
dynamics parameters, A\, 7, 4, local characterizations of the network topology such as node degree
are sufficient to indicate which agent may be more vulnerable to infection. However, for other
ranges of dynamic parameters, a coarser characterization such as membership in dense subgraphs
is a better indicator of susceptibility.

The next section studies how the qualitative behavior of nodal susceptibility depends on the
underlying network topology by measuring the correlation between the marginal probability of

infection and topological measures such as degree centrality and eigenvector centrality.

6.4.3 Relating Marginal Probabilities to Centrality Measures
Before we explore the effect of network topology on the marginal probability of infection, we
prove that, for a special subclass of networks, the network topology does not matter. We introduce

the definition of vertex transitive graph.

Definition 6.4.1. A graph G(V, E) is vertex transitive if for any pair of vertices in 'V, there is
an automorphism mapping from one to the other. A vertex transitive is always k-regular, but a

k-regular graph may not be vertex transitive [43].

Theorem 6.4.2. If G(V, E) is a vertex transitive graph, then P(x; = 1) = P(za = 1) = ... =

P(xzy = 1) for any dynamics parameters, \, 7, L.

Proof. Under one vertex labeling, agent ¢ is the ith node in graph G(V, E). Since the graph is
vertex transitive, there is an automorphism, f, such that agent i is the f(i) = j # ¢ in another
network, G(V, E). Since G(V, E) and Go(V, F) are the same network but with different vertex
labelings (i.e., isomorophic), then the equilibrium behavior of the scaled SIS process over both

networks is the same. Therefore, P(z; = 1) = P(x; = 1), V,i,j =1,...,N. O

A vertex transitive graph is a very restrictive structure. Real-world networks such as Figure 2.4,
Figure 2.5, Figure 2.6, and Figure 2.7 are not vertex transitive.
Nodal centrality measures the importance of a node within the network structure. They are

based solely on the network structure. Common nodal centrality measures are [18]:
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1. Degree centrality (DC) of the ith node is

d;

where d; is the number of neighbors of node 7 and NV is the total number of nodes in the net-
work. Degree centrality characterizes the local neighborhood of a node. The contagion rate
of the scaled SIS process is dependent on the number of infected neighbors of a susceptible

node; it is therefore dependent on the degree of the node.

2. Betweenness centrality (BC) of the ith node is

2P;(ky)
Z ' ’ (6.6)
kg {k,j} P(kj)(N —1)(N —2)

where P;(kj) is the number of shortest paths between node & and node j that go through
node 7, and P(kj) is the number of shortest paths between node & and node j. Betweenness
centrality of the ¢th node quantifies how important the ith node is for connecting any pair of

nodes £ and j in the network

3. Eigenvector centrality (EC) is the eigenvector associated with the largest eigenvalue of the
adjacency matrix, A, of the network G. The centrality of the ¢th node is proportional to the

sum of the eigenvector centralities of its neighbors.

4. Subgraph centrality (SC) of the ith node is

— (A");
Z o (6.7)

k=0

where (A¥);; is the ith diagonal entry of the adjacency matrix raised to the kth power. Sub-
graph centrality counts the number of closed walks starting and ending at the :th node. Sub-
graph centrality can only be calculated exactly for small size networks since it requires rais-

ing the adjacency matrix to many different powers [62]

To gain insight to how network topology affects agent vulnerability, we need to quantitatively
measure the relationship between the probability of infection, P(z; = 1), which depend on both the

underlying network structure and the dynamics parameters, \, v, ¢ and nodal centralities, C;, 1 =
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1,2,..., N, which depends on the network structure. We choose to use the correlation coefficient

[67]:

o Zi(Plri=1) - Pl =1)(C — C) 65

VI (P(a; = 1) — Pla; = D)(C; — Cof?
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For small size networks, we can find P(z; = 1) exactly for all agents; for large networks, we can

1
N

approximate the value with ]3(xZ = 1) using order-1 Peturb-and-MAP sampling. The correlation
coefficient measures the linear statistical dependence between the marginal probability of infection
and the centrality measure. It is between —1 and to 1. When r = 1, the two values are completely,
positively correlated; this means that a node with high centrality will also have large marginal
probability of infection. When r = 0, the centrality gives no indication of the marginal probability
of infection.

Figure 6.21 and Figure 6.22 show on the left the degree centrality, eigenvector centrality, be-
tweenness centrality, and subgraph centrality of the nodes in Network A. The correlation coeffi-
cients (6.8) between the marginal probability of infection, P(x; = 1), for different parameters,
A, 7, i, and the centrality measures are plotted on the right of these figures. The X-axis corre-
sponds to different v values ranging from 1.5 to 6 with a step size of 0.5. The Y-axis corresponds
to different % ranging from 0.1 to 0.9 with a step size of 0.05. The correlation coefficients are
similar for all the centrality measures. It has been shown that strong correlations exist between the
different centralities [68].

As shown in Figure 6.13(a), when 0 < % << land vy ~ 1, then P(xz; = 1) ~ 0 for all the
agents. When % ~ 1 and v >> 1, then P(z; = 1) ~ 1 for all the agents. In these extreme cases,
the marginal probability of infection has low correlation with the various centrality measures.

When % is large and +y is small, degree centrality is highly correlated with the marginal probabil-
ity of infection. We can see from Figure 6.21(b) that the correlation decreases as «y increases. When
~ is small, the topology-independent process, controlled by %, dominates the topology-dependent

process, controlled by -y; the local characteristics of a node (i.e., its degree) is highly indicative of

133



& ®
[
. @ 0.98
®
0.96
[ ]
. . 0.94
@ 0.92
o oo
O
®
(a) Degree Centrality (Light = Small, Dark = (b) Correlation Coefficient between P(x; = 1) and De-
Large) gree Centrality
®
PS o
. 0.96
. ® 0.94
0.92
0.9
. . 0.88
. . é 0.86
@ @ L 0.84
. 0.8
@ 0.78
0.76
@ @ ’ ’ .gamma
(c) Eigenvector Centrality (Light = Small, (d) Correlation Coefficient between P(x; = 1) and
Dark = Large) Eigenvector Centrality

Figure 6.21: Network A: Centrality and Correlation

134



& ®
®
0.9
[ ] ®
. 0.85
e 3
. . § 0.8
® E
o
@ 0.7
@ | ’ .gamma
(a) Betweenness Centrality (Light = Small, (b) Correlation Coefficient between P(x; = 1) and Be-
Dark = Large) tweenness Centrality
®
® o
. 0.98
. @ 0.96
. . 5 0.92
@ . g 0.9
® 5
. 0.86
®
@ ’ ’ .gamma
(c) Subgraph Centrality (Light = Small, Dark = (d) Correlation Coefficient between P(x; = 1) and
Large) Subgraph Centrality

Figure 6.22: Network A: Centrality and Correlation

135



its vulnerability. However, as « increases, the topology-dependent process starts to dominate the
topology-independent process. Therefore, the degree centrality of an agent is less correlated with
its marginal probability of infection.

Figure 6.23 shows the degree centrality, eigenvector centrality, and the betweenness centrality
of the 4091 node US Western power grid and the corresponding correlation coefficients. Due
to the size of the network, it is computationally intractable to find the subgraph centrality. The
degree centrality best correlates with the marginal probability of infection; the dependence on
the dynamics parameters is similar to that of Network A. However, unlike for the small 16 node
Network A, the eigenvector and betweenness centrality are poor indicators of P(z; = 1).

For the US Western power grid examples we considered, correlation between P(x; = 1) and
the degree centrality is the smallest when % = 0.1 and 7 = 6. Figure 6.24(a) plots the marginal
probability of infection. Figure 6.24(c) indicates the set of agents with marginal probability of
infection greater than 0.5 as blue and the set of agents with marginal probability less than or
equal to 0.5 as white. Figure 6.24(d) shows the most-probable configuration, x*, which is the
configuration with the maximum equilibrium probability. We argued in chapter 5.4 that the nodes
infected in x* belong to dense subgraphs; the marginal probability of infection of these nodes are
high when % = (.1 and v = 6. This indicates that a more global structural characterization such as
dense subgraphs, as we consider here, is a better qualifier of nodal vulnerability. We can see that
many of the nodes with marginal probability of infection larger than 0.5 in Figure 6.24(c) are also
the infected nodes in the most-probable configuration in Figure 6.24(d). This is consistent with
Theorem 4.7.1, which shows that the most-probable configuration dominates the configuration

space for scaled SIS processes with small % and large v in regime II).
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(b) Colormap

(d) Most-Probable Configuration when
(3 — 01,7 = 6) (Blue = Infected, Red = Healthy)

Figure 6.24: US Western Power Grid P(x; = 1) and Most-Probable Configuration when
(g — 0.1,y = 6)
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6.5 Conclusion

This chapter showed that the marginal probability of infection of individual nodes in a network
can be efficiently approximated using Monte Carlo sampling techniques when the dynamics pa-
rameters of the scaled SIS process are in the regime where 0 < % < 1,7 > 1. This is due to
the fact that the most-probable configuration can be solved in polynomial time in this regime. The
error of the approximation is affected by the energy ‘landscape’ of the equilibrium distribution. It
is known from Markov random field literature that Gibbs distributions with strong unary potential,
corresponding to % ~ ( in regime II), and strong pairwise potential, corresponding to v >> 1 in
regime II), result in more ragged probability distributions. Consequently, these are the parameter
values that result in the largest discrepancy between the true marginal probabilities of infection,
P(z; = 1), and the estimates, P(z; = 1). We show that estimates using Perturb-and-MAP out
performs Loopy Belief Propagation in these cases.

Using simulation on both small, artificial graphs and large, real-world networks, our analysis
show that, depending on the dynamics parameters of the epidemics, vulnerability may or may
not be characterized by the total number of neighbors an agent has. The marginal probability of
infection, P(x; = 1), and its estimate, ﬁ(xz = 1), are nonlinearly dependent on the dynamics
parameters. Furthermore, node A may have higher marginal probability of infection than node B
for some values of A\, v1, 11, but have lower probability of infection than node B for other values
Ao, Yo, o We explored this by studying the correlation between P(x; = 1) and nodal centrality
measures such as degree centrality, eigenvector centrality, and betweenness centrality. When vy ~ 1,
then P(x; = 1) is highly correlated with degree; the vulnerability of individual agents depends on
their number of neighbors. As 7 increases however, local structural characterization like node
degree is no longer a good predicator of vulnerability. Instead, vulnerability depends on more

global structural characterization such as if the agent belongs to a dense subgraph.
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CHAPTER 7

Expected Fraction of Infected Agents

7.1 Introduction

The susceptibility of the entire network population to infection can be characterized by macro-
scopic statistics such as the expected fraction of infected agents, F[Y]. A weak epidemics (i.e.,
high healing rates, low infection rates) means that F[Y] ~ 0, whereas a virulent epidemics (i.e.,
low healing rates, high infection rates) means that £[Y] ~ 1. However, solving for the expected
fraction of infected agents of the equilibrium distribution of the scaled SIS process is intractable
for large networks because it requires 2V summations, where N is the total number of agents.
First, we prove that E[Y] is the average of the marginal probabilities of infection of all the agents.
Therefore, we can approximate the value of £[Y’] using the Perturb-and-MAP sampling technique
described in chapter 6 where we showed we could accurately compute an estimate of the marginal

probabilities of infection, ja(xZ =1).

Section 7.2 defines the expected fraction of infected agents. Section 7.3 analyzes the depen-
dence of E[Y] on the dynamics parameters and the underlying network topology. The expected
fraction of infected agents demonstrates nonlinear, sigmoidal behavior (i.e., S-curve) with respect
to the dynamics parameters. Networks that are more densely connected have larger E[Y] than

sparsely connected networks for the same dynamic parameters.
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7.2 Relating Expected Fraction of Infected Agents to

Marginal Probabilities
The vulnerability of the entire population to infection can be characterized by the expected

fraction of infected agents,

17x 17x
EY]=E | =~ ] = Z—N m(x)
xEX
(7.1)
_ l Z 1TX é 1Tx xT2Ax
724N \u) T
xEX

Macroscopic characterizations relate to microscopic characterizations through the following

theorem:

Theorem 7.2.1. The expected fraction of infected agents is the average of the marginal probability

of infection

xeEX ;=1
As x; € {0, 1}, the marginal probability can also be written as

Plz;=1)= Z x;m(X).

xeX

From (7.1),
1

xeX

1 N
= > Plxi=1)
=1

O

Computing the exact expected fraction of infected agents in large networks, like finding the

marginal probability of infection, is intractable. However, it can also be approximated using Monte
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Carlo methods. Let £k = 1,2,..., m be the number of independent samples drawn from the equi-
librium distribution 7(x). The kth sample is x;, = [(x1)1, (X )2, - - -, (Xx)n]T, which is the N-tuple

collection of all the agent states in the network. The estimated expected fraction of infected agents
at equilibrium, E[Y], is
1Tk

— 1
EY]=—% — (7.2)
k=1

where 17x* is the total number of infected agents in the kth sample.
From Theorem 7.2.1, the estimated fraction infected agents is also the average of the estimated

marginal probability of infection

BIY) = 3 3 Plai = 1),

The samples can be generated efficiently when 0 < % < 1 and v > 1 using order-1 Perturb-

and-MAP, see section 6.3 in chapter 6. Since E/[?] can be computed with p (z; = 1), the accuracy

of E/[?] is related to how well P(z; = 1) approximates P(z; = 1).

7.3 Dependence of £[Y| on Parameters and Topology
The mean fraction of infected agents, £[Y’], depends on both the dynamics parameters, \, 7, i,

and on the underlying network topology.
Corollary 7.3.1. If vy = 1, then
ElY]=P(x;=1),Vi=1,...N
s e @3

s, ey

k

~—

Proof. Equation 6.4 shows that when v = 1,
s e () a4

NI IO

According to Theorem 7.2.1, E[Y] is the average of the marginal probability of infection. This

means that when v = 1,
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The network topology can also affect the mean fraction of infected agents. Recall the definition

of vertex transitive graphs (see Definition 6.4.1).

Corollary 7.3.2. If G(V, E) is a vertex transitive graph [43], then

Proof. Theorem 6.4.2 states that if G(V, E) is a vertex transitive graph, then P(zy = 1) = P(zy =
1) =...= P(xzx = 1) for any dynamics parameters, A, 7, ;. Consequently, this means that £[Y]
is equal to the average of the marginal probability of infection, which is the same as P(x; = 1) for

any node in the network. 0]

In the special scenario of v = 1, or the underlying network being a vertex transitive graph, the
susceptibility of individual agents at equilibrium under the scaled SIS process (i.e., the marginal
probability of infection) can be inferred from the susceptibility of the entire population (i.e., the
expected fraction of infected agents). Under other scenarios, the macroscopic characterization of
the entire network is not indicative of the microscopic characterization.

Under more realistic scenarios, the expected fraction of infected agents can be approximated
effectively in regime I1): Endogenous Infection Dominant 0 < % < 1,7 > 1. Weexpect E[Y] ~
0 for processes with low infection rates (i.e., ¥ ~ 1) and high healing rate (i.e., 0 < % << 1), and
expect E[Y] ~ 1 for processes with high infection rates (i.e., v >> 1) and low healing rate (i.e.,
% ~ 1).

Figure 7.1 plots how E[Y] depends on % and v for four networks: Network A (see Fig-
ure 6.1(a)); Network C (see Figure 6.1(c)); the US Western power grid (see Figure 2.5); and a
sample of the Facebook network (see Figure 2.7). The expected fraction of infected agents, E[Y],
is plotted on the z-axis. The parameter v goes from 1.5 to 6 with step size = 0.5 along the Y-axis
and ﬁ goes from 0.1 to 0.9 with step size = 0.05 along the X-axis. As expected, F[Y] is close to
0 for small v and small ﬁ The expected fraction of infected agents, E[Y], increases towards 1 as
~ and % increase. We can see from Figure 7.1 that the change is highly nonlinear. The rate of

increase depends on the network topology; the increase is much steeper for Network C.
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Figure 7.1: E[Y] for Different % and ~ for Four Networks

Figures 7.2 and 7.3 show the projection of the plots in Figure 7.1 onto the % axis for four
different networks: network A, network C, US Western power grid, and sample of the Facebook

network.

Different curves correspond to scaled SIS processes with varying v value from 1.5 to 6 with step
size = 0.5. As  increases, the dependence of £[Y’| on the exogenous infection rate and the healing
rate, %, becomes more nonlinear until the saturation point where £[Y] ~ 1 for all the possible %
from 0.1 to0 0.9. The parameter % models the individual preferences of the agents; consequently this
means that as -y increases, the dependence of the macroscopic behavior of the scaled SIS process on

individual preferences becomes more and more nonlinear. This is intuitive because «y controls the
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topology-dependent process. As 7y increases, the topology-dependent process begins to dominate
the topology-independent process, controlled by % Therefore, the dynamics of individual agents
is less indicative of the network as a whole.

Topology also influences the expected fraction of infected agents. Network A and the US
Western power grid are both sparser networks than Network C and the Facebook network. For the
same dynamics parameters, the value of E[Y] in Network C (see Figure 7.2(b)) and the Facebook
network (see Figure 7.3(b)) is larger than the expected fraction of infected agents in Network A
(see Figure 7.2(a)) and in the US Western power grid (see Figure 7.3(a)).

Figure 7.4 shows the projection of the surface plot in Figure 7.1 onto the v axis (x-axis) for
the four different networks: network A, network C, US Western power grid, and sample of the
Facebook network. Different curves correspond to scaled SIS processes with varying ﬁ from 0.1
to 0.9 with step size = 0.05. For different %, the dependence of £[Y'] on the  parameter looks like
different parts of a S-curve (i.e., sigmoid function); when % is small, dependences correspond more
to the convex side of the S-curve (i.e., to the left of the inflection point) whereas when ﬁ is large,
dependences correspond more to the concave side of the S-curve (i.e., to the right of the inflection
point). This shows the interdependence between the network topology, the topology-independent
process, controlled by %, and the topology-dependent process, controlled by .

This behavior is intuitive in that when % is very small, the topology-independent process domi-
nates the topology-dependent process, and individual agents prefer the healthy state; consequently,
E[Y] is small and does not change much with ~. The point where the topology-independent pro-
cess dominates the topology-dependent process is an inflection point. As % increases towards 1,
the value of E[Y'] begins to saturate at 1 regardless of 7. We can see from Figure 7.5(b) and Fig-
ure 7.5(a) that, on average, for half of the population to be healthy and for the same  parameter, a

densely connected network requires a smaller % than a sparsely connected network.
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Figure 7.2: Projection of E[Y] Onto %—Axis
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Figure 7.4: Projection of E[Y] Onto y-Axis
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7.4 Conclusion

We proved that the expected fraction of infected agents, F[Y], is equal to the average of the
marginal probability of infections, P(z; = 1), of all the agents in the network. In the special
scenario where v = 1, or the underlying network is a vertex transitive graph, the susceptibility
of individual agents at equilibrium under the scaled SIS process (i.e., the marginal probability
of infection) can be inferred from the susceptibility of the entire population (i.e., the expected
fraction of infected agents). For scenarios where v # 1 and G(V, E) is not a vertex transitive
graph, the macroscopic characterization of the entire network is not indicative of the microscopic
characterization. The approximation E/[?] can be found by solving for the average of the estimated
marginal probability of infections ]3(xZ = 1), which we showed can be computed efficiently for
large networks using order-1 Perturb-and-MAP sampling when the parameters are in regime II).

We showed with examples that, in this regime, the expected fraction of infected agents, E[Y],
demonstrates complex dependence on the dynamics parameters and topology. For the same dy-
namics parameters, networks that are more densely connected have larger E[Y]. We also examined
E[Y] as a function of % for different . As -y increases, the dependence becomes more nonlinear.
Then we examined E[Y] as a function of v for different % The dependence is sigmoidal in shape
since when % is at the extremes, the topology-independent process dominates the scaled SIS pro-
cess, and E[Y] changes little for different ~ values. The point where the topology-independent
process (i.e., preference for the healthy state) dominates the topology-dependent process (i.e., pref-
erence for the infected state) depends on the density of the underlying network; a densely connected

network requires a much smaller % than a sparsely connected network.
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CHAPTER 8

Scaled SIS Process and the Contact Process

(e-SIS process)

8.1 Introduction

This chapter shows how the scaled SIS process can give insight on the equilibrium behavior of
another network-based epidemics model, the contact process. The contact process [5, 6] and its
extension, the e-SIS (susceptible-infected-susceptible) model [7], which we refer to as the extended
contact process, are models widely considered for describing the propagation dynamics of failures
or epidemics in complex networks. The contact process differs from the scaled SIS process in
that it assumes that the infection rate of a susceptible agent is linearly dependent on its number of
infected neighbors; the extended contact process further assumes a non-zero exogenous infection
rate, \.

The equilibrium distribution of the extended contact process can only be found numerically,
which means solving for the left eigenvector corresponding to the zero eigenvalue of the transition
rate matrix; this is an infeasible computation problem for networks with more than a few agents.
For a subclass of extended contact processes, the equilibrium distribution can be approximated by
that of the scaled SIS process. Consequently, analysis of the scaled SIS process at the microscopic,
mesoscopic, and macroscopic scale are applicable to the extended contact process.

In section 8.2, we introduce the contact process and the extended contact process. We will
point out the similarities and differences between the scaled SIS process and the extended contact

process. We then prove and demonstrate with numerical experiments with small networks, the
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conditions under which the contact process has the same equilibrium behavior as the scaled SIS
process in sections 8.3 and 8.4. Section 8.5 considers the solution space of the Most-Probable

Configuration Problem for the extended contact process.

8.2 Contact Process

The contact process, like the scaled SIS process, is a binary state, irreducible, continuous-time
Markov process on a static, simple, connected, undirected network G [5,6]. Each node in the
network is an agent in the population. Each node can be in one of two states, {0, 1}, representing,
for example, a healthy or an infected state. For a system with N nodes, the microscopic network
configuration is

X = [21,29,...,25]", where z; = {0, 1}.

As a result, there are 2%V possible configurations.
The contact process also models SIS (susceptible-infected-susceptible) epidemics on networks.
There are two types of state transitions representing 1) healing of infected agents and 2) infection

of susceptible agents.

1. Consider the configuration X = [z1, %2, ...,%; = 1, zy, .. .zy]T. Let x' denote the configu-

ration where the jth agent heals:

/ T
X =[x1,29,...,2; =0,24,...2N]" .

The contact process transitions from x to x’ in an exponentially distributed random amount

of time with transition rate
a(x,x) = p. 8.1)

Parameter 4 is the healing rate. The healing rate of the contact process is the same as the

healing rate of the scaled SIS process (see chapter 3). Without loss of generality, typically

uw=1

2. Consider the configuration x = [y, Za, ..., 2,z = 0,...2x]T. Let X’ be the configuration

where the kth agent becomes infected:

/
X =[v1,29,...,05,x,=1,...2n
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The contact process transitions from x to x’ in an exponentially distributed random amount

of time with transition rate
q(x,x') = yemy, (8.2)

where my, = Zjvzl 1(z; = 1)Aj;, is the total number of infected neighbors of node k. The
symbol 1(-) is the indicator function, and A = [Ajk] is the adjacency matrix of G. The
parameter 7, > 0 is the endogenous infection rate. The contact process assumes that the
infection rate of the kth agent is linearly dependent on its number of infected neighbors my,
whereas the scaled SIS process assumes that the infection rate is exponentially dependent on

mig.

In the contact process, when all the agents in the network are healthy, the process dies out.
The configuration where all the agents are healthy (x° = [0,0,...,0]") is an absorbing state of
the Markov process. For networks with /V agents, the contact process will eventually reach the
configuration x° and remain there indefinitely. Thus, the equilibrium distribution is trivial for
contact processes on finite-size networks [6]. Because of this, we consider the extended contact

process.

8.2.1 Extended Contact Process

In the contact process, a healthy agent can only become infected through contagion from an
infected neighbor. It may be the case that a healthy agent (or working component) may also become
infected (or fail) due to an exogenous (i.e., outside of the network) source —the agent is infected
spontaneously [7,25,31]. For SIS epidemics, this is captured by a non-zero exogenous infection
rate, A\ > 0. The transition rate of the extended contact process from a configuration to another

configuration where the kth agent becomes infected is
q(x,X') = A + ey, (8.3)

N
where my, = > 7,

I(x; = 1)Ajy is the total number of infected neighbors of node k. The healing
rate is the same as (8.1). We call this modified model the extended contact process, whereas [7]
referred to it as the e-SIS model. When agent £ has 0 infected neighbors, the rate at which agent k

becomes infected is the exogenous infection rate. For a system where spontaneous infection is rare,
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the exogenous infection rate can be made arbitrarily small, but for the extended contact process, it
has to remain greater than zero.

The configuration where all the agents are healthy (x° = [0,0, ..., 0]7) is no longer an absorb-
ing state in the Markov process, since susceptible agents can spontaneously become infected. As a
result, the equilibrium distribution of the Markov process is no longer trivial. There is currently no
known tractable analytical results regarding this equilibrium distribution for the extended contact
process for arbitrary network topologies; reference [7] provided the exact equilibrium distribution
only for the complete graph.

As stated in chapter 2.3, the equilibrium distribution for a continuous-time Markov process can
be found numerically. However, this approach is infeasible for large networks. In the case of an ir-
reducible, continuous-time Markov process, the equilibrium distribution, 7, is the left eigenvector
of the transition rate matrix, Q., corresponding to the 0 eigenvalue. However, the transition rate
matrix is a 2V x 2% matrix, where N is the size of the network. Solving for the equilibrium dis-
tribution of the extended contact process over a 200-node network with arbitrary topology means

2200 5 2200 matrix; even taking into account sparsity, such computation

finding the eigenvector of a
is intractable. Instead, we can obtain a closed-form approximation of the equilibrium distribution
over arbitrary network topologies for a subset of extended contact processes using the scaled SIS

process.

8.2.2 Scaled SIS Process vs. Extended Contact Process
The infection rate of a susceptible agent in both the extended contact process and the scaled SIS
process depends on its number of infected neighbors. The two models make different assumptions

regarding the underlying mechanism of the contagion process:

Extended Contact Process
The extended contact process is parameterized by the exogenous infection rate, ), the healing
rate, 11, and the endogenous infection rate .. Consider the scenario in Figure 8.1. Let 75 be
the random amount of time it takes for agent V5 to become infected. Each infected neighbors
of agent V3 (i.e., V1, V5, V,) and the exogenous (i.e., external) source may infect V5 in an
exponentially distributed amount of time 7% ~ exp(7.),7 = 1,2,4, and 7% ~ exp()),

respectively. Let T3 = min{T}, T2, T3, T<}. Assuming that these sources act independently,
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Figure 8.1: Agent V3 Becomes Infected

then 73 ~ exp(A + 37.). As the number of infected neighbors of V3 increases, its infection
rate also increases. The extended contact process models a distributed contagion scenario

where all the infection sources compete to be the first to infect a healthy agent.

Scaled SIS Process
The scaled SIS process is parameterized by the exogenous infection rate, )\, healing rate, f,
and the endogenous infection rate ~y;. Consider the scenario in Figure 8.1. Let 75 be the ran-
dom amount of time it takes for agent V5 to become infected. As agent V5 has three infected
neighbors (i.e., V1, V4, V), the scaled SIS process assumes that 75 = (V—l),T ~ exp(A(7s)?),
where T' ~ exp(\) is the random amount of time a healthy agent becomes infected when it

has no infected neighbors. When v, > 1, as the number of infected neighbors of V3 increases,

its infection rate also increases.

8.3 Equilibrium Behavior of the Extended Contact

Process

For finite-size networks, unlike the contact process, the equilibrium distribution (also the lim-
iting distribution of the process as ¢ — o0) of the extended contact process is nontrivial. In this
section, we show that, for a subclass of extended contact processes over arbitrary network topol-
ogy, this equilibrium distribution is well approximated by the equilibrium distribution of the scaled

SIS process; for these processes, the time-asymptotic behaviors of both processes are similar.
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Lemma 8.3.1. [Proof in Appendix 8.8] For any nonnegative integer m from 0 to dy., if

2

A2
== dmax<dmax - 1>’

then

21t aym a4 2am.
7 poop

Using Lemma 8.3.1, we can prove the following theorem.

Theorem 8.3.1. [Proof in Appendix 8.8] Consider the extended contact process with exogenous
infection rate \, healing rate i, and endogenous infection rate ., over a static, simple, connected,

undirected network of arbitrary topology, G, with maximum degree d,... Let v, = ﬁA. If

A2
== dmax<dmax - 1>’

then the equilibrium distribution of the extended contact process is well approximated by

1 )\ x xT Ax

ﬂ-approx(x) = E (;) (1 + A) : ., XcE X? (84)

where A is the adjacency matrix of the network G, and Z is the partition function. The approxi-

1T

mate distribution, Ty (X), is approximated by the equilibrium distribution (8.4) of a scaled SIS
process over the same network G with exogenous infection rate )\, healing rate y, and endogenous

infection rate v, = 1 + A.

Theorem 8.3.1 gives an upperbound on the factor, A, between the endogenous infection rate,
Y., and the ratio, ﬁ, of the exogenous infection rate, A\, and the healing rate, ;. This bound depends
on the maximum degree of the underlying network topology. When ~, is much smaller than %,
then the equilibrium distribution, 7.(x), of the extended contact process is well approximated by
that of an equivalent scaled SIS process. What does this imply about the extended contact process?

Recall that, for the extended contact process, all infection sources are independent. Suppose
that susceptible agent i has one infected neighbor. Let 7! ~ exp(7.) be the random amount of
time it takes for susceptible agent i to be infected by this infected neighbor, and 7 ~ exp(\) be
the random amount of time it takes for susceptible agent ¢ to become infected by an exogenous
source. The probability that the agent 7 is infected by the exogenous source rather than by its

infected neighbors is

) (8.5)
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since Y, = %A. (See Appendix 8.8 for a review regarding functions of exponentially distributed
random variables.) Suppose that susceptible agent ¢ has multiple (i.e., m > 1) infected neighbors.
The probability that agent 7 is infected by the exogenous source rather than by its infected neighbors
is

A 1
mye+ A 2R 41

P(Tf <min{T} ... T"}) = (8.6)

Without loss of generality, let ;4 = 1. According to Theorem 8.3.1, the scaled SIS process is a
valid approximation for the extended contact process when A is small. In this case, according to
(8.5) and (8.6), the probability that the source of infection is exogenous rather than endogenous is

high; infection due to contagion from infected neighbor is rare but not impossible.

8.4 Experimental Simulations

We showed when the extended contact process can be well approximated by the scaled SIS
process. We confirm Theorem 8.3.1 with numerical simulations. Further, we show that this
upperbound is conservative. Below it, the equilibrium distribution of the extended contact pro-
cess. T.(x), for arbitrary network topology is well approximated by the equilibrium distribution,
Trapprox (X), Of a scaled SIS process. However, depending on the underlying network topology, the
approximation may still remain accurate (< 0.1 deviation) for extended contact processes with

parameters away from the bound.

8.4.1 Setup

We will compare the true equilibrium distribution, 7. (x), of the extended contact process, with

infection and healing rates <>\, Ly Ye = ﬁA) over network (G, with the approximation distribution,
Tapprox (X). The true distribution, 7.(x), is found numerically by forming the transition rate ma-
trix, Q., according to (8.1) and (8.3) and solving for the left eigenvector of Q. corresponding to
eigenvalue 0. The approximate distribution, myprox (X), is obtained from the closed-form equation

according to Theorem 8.3.1

1 )\ xL Ax
71-alpprox(x) = E (_) (1 + A) 2A , X€ X.
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We solve for 7. (x) and Typprox (x) for different % values and different A values, both below and

2
Au B \/dmax(dmax - 1) ‘

To quantify the difference between the exact and the approximation equilibrium distribution, 7, (x)

above the upperbound,

and Tpprox (X)), We use the total variation distance (TVD) [69]:
TVD(Te, Tapprox) = % D " 1e(%) = Tapprox (%) (8.7)
x€X
When the two distributions are equal, TVD is 0. The maximum TVD between any two probability
distributions over the same support is 1.

As the true distribution of the extended contact process, 7. (x), is obtained by solving the zero
eigenvalue-eigenvector problem of Q., which is a 2V x 2% matrix, we are restricted to simulating
examples with small networks of size /N. We consider six 16-node networks (see Figure 8.2) with
different maximum degree, d,.y, corresponding to different upperbounds A,. Networks A and
B have the smallest possible maximum degree of any connected graph (d.., = 2); they have the
largest possible upperbound (A, = 1). Network F has the largest maximum degree of the networks
studied (d,.x = 15) and has the smallest upperbound (A, = 0.098).

In Matlab, on a Microsoft Azure cloud virtual machine with 2.6GHz Intel Xeon E5-2670 and
56GB of RAM, for a 16-node network, it takes approximately 2 secs to generate the sparse tran-
sition rate matrix Q. and 460 secs to solve for the eigenvector corresponding to the 0 eigenvalue.
For a 20-node network, it takes approximately 30 secs to generate the transition rate matrix Q.; we

receive an OUT-OF-MEMORY error when computing the eigenvector.

8.4.2 Results: 7.(x) and mapprox(x)

To provide intuition on the quality of the approximations for different TVDs, we plot in Fig-
ure 8.3 the true equilibrium distribution, 7. (x), of the extended contact process together with the
approximate equilibrium distribution, mpprox (x). The Y-axis displays both equilibrium distribu-
tions; we use log scaling for better visualization. The 2% network configurations are on the X-axis.
The configurations are ordered such that high probability configurations in 7.(x) are in the center.

Figure 8.3 shows 7.(x) and Tpprox(x) and their corresponding TVD, see (8.7), for the six

different network topologies (see Figure 8.2) for parameters % = 0.7, A = 0.0023. This value of
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Figure 8.2: Different Network Topologies with Different Maximum Degree

A is much smaller than the upperbound, A, for all the networks. The equilibrium distribution,
7.(x), of the extended contact process is well approximated (i.e., the TVD is on the order of 107°
or smaller) by equilibrium distribution, m,pprox (X), of the scaled SIS process. Note that this value of
TVD is over 2! configurations; so the actual divergence for any configuration is very small. The

two distributions are almost identical for all the networks.

We also considered the case when the condition of Theorem 8.3.1 is not satisfied. Figure 8.4
shows 7 (x) and Typprox (x) and their corresponding TVD for parameters ﬁ = 0.7,A = 1.0496.
In this case, the value of A is above the upperbound A, for all the networks in Figure 8.2. As
we expect, TVD is larger when compared to the TVD for processes with A well below A, (see
Figure 8.3). Again, for the same infection and healing rates, different networks have different TVD

values.

For Networks A and B, the deviation between the true and approximate equilibrium distribution,

0.1073 and 0.1186, respectively, is relatively small. We see from Figure 8.4(a) and Figure 8.4(b)
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that many configurations have similar equilibrium probability for both distributions. For Networks
D and E, TVDs are 0.4798 and 0.7898, respectively. These figures show that the approximate
distribution tends to overestimate the probability of highly probable configurations but underesti-
mates the low probability configurations. However, there is good correlation between the relative
ordering of configurations in both distributions; configurations that are highly probable in 7. (x)

are also highly probable in 7ypprox (X).

8.4.3 Results: TVD vs. A and ﬁ

We consider here the approximation of 7. (x) by myprox(X) as the infection and healing rates
change. Like the scaled SIS process, we can interpret the extended contact process as consisting
of a topology-independent process parameterized by %—it is topology independent because the
exogenous infection rate A and the healing rate y; are identical for all the agents in the network—and
a topology-dependent process parameterized by the endogenous infection rate 7. When % is large,
the topology-independent process exerts a larger effect on the equilibrium behavior of the network
processes.

Figure 8.5 shows the TVD between the equilibrium distribution, 7. (x), of the extended contact
process and the approximate distribution, mpprox (x), for different % and A values both below and
well above the threshold A,,. Figure 8.5 considers the six different network topologies in Figure 8.2.
We plot A along the X-axis and the TVD between 7. (x) and Tapprox (X) along the Y-axis. Different
curves in each figure correspond to equilibrium distributions with different % values.

For the same A value, we observe that larger % correspond to smaller TVD. This holds for all
the networks. Also, as we expect, for A << A, TVD is negligible for all the networks. The
deviation between the true equilibrium distribution and the approximation increases as A moves
toward A,; the rate of this increase differs for different topologies. Surprisingly, this increase is
not monotonic for all network topologies. As A increases to values larger than A,, TVD may
actually decrease. We observe this decrease in TVD for both Network E in Figure 8.5(e) and
Network F in Figure 8.5(f). In particular, Network F, which has the largest maximum degree of
all the six networks, has relatively small deviation between 7.(x) and 7,pprox (X) compared to the

other network topologies.
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8.5 Most-Probable Configuration

We showed in Figures 8.3 and 8.4 that, for a range of the dynamic parameters, the equilibrium
distribution 7, (x) of the extended contact process is well approximated by the equilibrium distri-
bution mypprox (X) of the scaled SIS process. In this section, we consider the problem of finding the
most-probable configuration (i.e., configuration with the maximum equilibrium probability) of the
extended contact process.

The most-probable configuration depends on the infection and healing rates and on the under-
lying network topology. It identifies the set of agents that are most likely to be infected in the
long run. These are the more vulnerable agents in the network. If the most probable configura-
tion is x° = [0,0,...0]%, all agents are healthy, whereas if the most-probable configuration is
xN =[1,1,...1]7%, then all agents are at risk regardless of their location in the network.

The most-probable configuration of the extended contact process is

X! = argmax 7, (x),

where X is the set of all 2V possible network configurations. For the extended contact process,
there is no closed-form description of the equilibrium distribution. Therefore, the most-probable
configuration can only be computed by iterating through all the possible configurations; an ap-
proach that is intractable for large-scale networks.

As stated in Theorem 8.3.1, when A << A,, the equilibrium distribution, 7. (x), of the ex-
tended contact process is well approximated by the equilibrium distribution, maprox (X), Of a scaled
SIS process with endogenous infection rate v, = 1 + A. We proved in [36] (see chapter 5) that, in
this case, the most-probable configuration of the scaled SIS process can be solved in polynomial-
time because it corresponds to solving for the minimum of a submodular function. It is therefore
possible to identify vulnerable network substructures for networks with hundreds and thousands of
agents.

From the simulation results in the previous section, we compare the most-probable configu-
ration of the extended contact process with the most-probable configuration of the approximating
scaled SIS process. Table 8.1 lists for the six networks in Figure 8.2, the TVD between the distribu-

tions, the corresponding most-probable configurations, and the probabilities of the most-probable
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configuration for % = 0.9744 and A = 0.02. We observe that when the condition of Theorem 8.3.1

is satisfied:

1. the most-probable configuration, x}, of the extended contact process is the approximately

the same as the most-probable configuration, x

*
approx’

of the scaled SIS process;

2. the probability of the most-probable configuration, 7. (x? ), of the extended contact process is

the same as the probability of the most-probable configuration, mypprox (X

SIS process.

:pprox )

, of the scaled

TVD (7Te ) 7"'alpprox) X: X:pprox Te (XZ ) Tapprox (X;pprox )
Network A| 1.0236 x 10~% [x? =1[0,0,...0]7 [x" = [0,0,...0]7 [1.7431 x 107°|1.7427 x 10~°
Network B| 1.1027 x 10=% [x? =10,0,...0]7 [x" = [0,0,...0]7 [1.7347 x 107°[1.7342 x 10~°
Network C| 3.3806 x 10~* | see Figure 8.6(c) | see Figure 8.6(c) |1.7107 x 10~°|1.7154 x 10~°
Network D| 5.2714 x 10=% |xV =[1,1,... 1]T[x" =[1,1,...1]7]1.8622 x 107°|1.8781 x 10~
Network E 0.0031 xV =[1,1,... 7Y =[1,1,...1]7[3.1073 x 10~°| 3.277 x 107
Network F 0.0023 x0 =10,0,...0]7 [xV =10,0,...0]7[1.7419 x 107°[1.7389 x 10~°

Table 8.1: Most-Probable Configuration when % = 0.9744 and A = 0.02.

For Networks A, B, and F, the most-probable configuration for both the extended contact pro-
cess and the approximate scaled SIS process is x°, the configuration where all the agents are
healthy. However, for the same infection and healing rate, the most-probable configuration for
Networks D and E for both the extended contact process and the scaled SIS process is x”, the
configuration where all the agents are infected. Figure 8.6(c) shows that the most-probable con-
figuration for Network C is neither x° nor x”, but a configuration where nine agents are infected
while seven agents are healthy; we call most-probable configurations that are neither x° nor x"
non-degenerate most-probable configurations.

A = 0.9744,

For an extended contact process with exogenous infection rate and healing rate, o

ﬁA = 0.019488, the epidemic is minor in Networks A, B, and

and endogenous infection rate, vy, =
F, but should be of concern in Networks D and E. In Network C, subsets of agents are more at risk
than others. Different networks have different risk levels because the propagation of contagious
infection is dependent on the underlying network topology. The result in Figure 8.6(c) confirms

for the extended contact process what we proved for the scaled SIS process in [36], namely, that

in the most-probable configuration the infected agents belong to dense subgraphs in the network.
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Reference [44] defines density of a graph G by

_ |E(G)]
V(G)

d(G)

Y

where | E(G)| is the total number of edges and |V (G)| is the total number of nodes. Networks that
are more connected have higher densities than sparsely connected networks.

Networks with high density, such as Networks D and E are more at risk to contagion than
networks with low density such as Networks A, B, and F. Network F, although it has the largest
maximum degree, has the same density as Network A. It is difficult for infection to spread in
Network F because the center agent is the only agent capable of transmitting the infection to
its neighbors. We showed in [36] that the nine infected agents in Network C are more at risk of
infection than the other agents because they form a subgraph that is denser than the overall network;
these nine agents are especially well-connected in this network.

Table 8.2 lists the TVD between the distributions, the most-probable configurations for the
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TVD (776 ) 7TfﬂlPPFOX) X: X;pprox e (XZ ) Tapprox (X:pprox )
Network A 0.0266 x? =10,0,...0]7 [x" =[0,0,...0]7 [6.7989 x 10~°(6.4085 x 10~°
Network B 0.029 x? =10,0,...0]7 [x¥ =[1,1,...1]7]6.2942 x 107°]6.1972 x 10>
Network C 0.0848 see Figure 8.6(c) |xV =[1,1,...1]7[7.0847 x 10~°| 1.214 x 10~4
Network D 0.1505 xV =1,1,...]7[xV =[1,1,...1]7]2.5957 x 10~* 0.0011
Network E 0.6652 xV =[1,1,...J7[x¥ =[1,1,...1]T|  0.0066 0.1849
Network F 0.1609 x0 =10,0,...0]7 [xV =[0,0,...0]7| 5.988 x 10~ [3.7915 x 10~°

Table 8.2: Most-Probable Configuration when % = 0.7and A = 0.4333.

extended contact process and the approximate scaled SIS process, and the probabilities of the
most-probable configurations for % = 0.7 and A = 0.4333; with this value, the factor, A\, no
longer satisfies the condition of Theorem 8.3.1. As a result, the TVD between the distributions
are larger and for Networks B and C, the most-probable configurations of the extended contact
process and the approximate scaled SIS process are no longer the same. One intuition as to why
0

for Network C, x*

approx

= x% (the configuration where all the agents are infected), while x} = x
(the configuration where all the agents are healthy) is that the infection rate of the scaled SIS
is exponentially dependent on the number of infected neighbors, while the infection rate of the
extended contact process is linearly dependent on the number of infected neighbors; contagion is
more virulent because the infection rate is higher in the scaled SIS process.

Note that the configuration in Figure 8.6(c), where nine agents are more at risk of infection than
others, remains the most-probable configuration for Network C. Even though this configuration
no longer has the highest equilibrium probability in the approximate distribution, it remains a
highly probable configuration. This reinforces our observation from Figure 8.4 that configurations
with high probabilities in the approximate scaled SIS distribution are also highly probable in the
equilibrium distribution of the extended contact process. The substructures that are vulnerable
for the scaled SIS process, the non-degenerate most-probable configurations, are also vulnerable

substructures of the extended contact process.

8.6 Real-World Network

In chapter 5, we showed that the most-probable configuration of the scaled SIS process can
be solved exactly in polynomial-time. In chapter 6 and chapter 7, we showed that the marginal

probability of infection, P (x; = 1), and the expected fraction of infected agents, E[?], could also
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be approximated effectively. Using Theorem 8.3.1, we can also find these values for the extended
contact process for large real-world networks.

The US Western powergrid (see Figure 2.5) has 4941 nodes, making it impossible to solve
for the equilibrium distribution of the extended contact process using the eigenvector-eigenvalue
method. The maximum degree of the network is 19; therefore, the threshold condition is

2
19 %18

A << = 0.0765.

Theorem 8.3.1 states that the equilibrium distribution of the extended contact process with

ﬁ = (0.9 and endogenous infection rate 7, = 0.0387 is approximated by the distribution

xL Ax

:1(0.9)”*(1.043) >, xXeX. (8.8)

Z

Trapprox (X)
The expected fraction of infected agents at equilibrium for the extended contact process is
E[Y] = 0.488.

Figure 8.7(a) shows the most-probable configuration of (8.8), and Figure 8.7(b) shows the marginal
probability of infection of the extended contact process. The marginal probability of infection
ranges from 0.462 to 0.572.

Alternatively, the equilibrium distribution of an extended contact process with % = 0.9 and

endogenous infection rate 7. = 0.0585 is

1 1Tx xTAx
Mapprox (%) = —(0.9)7 %(1.065) =, x e X. (8.9)

The expected fraction of infected agents at equilibrium of the extended contact process is
E[Y] = 0.495.
Figure 8.8(a) shows the most-probable configuration of (8.9), and Figure 8.8(b) shows the marginal
probability of infection of the extended contact process. The marginal probability of infection
ranges from 0.466 to 0.613. Since the endogenous infection rate is larger than the previous example,
we expect both the number of infected agents in x and the marginal probability of infection to be

higher.

170



(a) Most-Probable Configuration, x* (Blue = Infected,
Red = Healthy)

(b) Marginal Probability of Infection, ﬁ(xl = 1), rang-
ing from 0.462 to 0.572

Figure 8.7: Extended Contact Process ﬁ = 0.9 and 7, = 0.0387
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(a) Most-Probable Configuration, x* (Blue = Infected,
Red = Healthy)

(b) Marginal Probability of Infection, ﬁ(xl = 1), rang-
ing from 0.466 to 0.613

Figure 8.8: Extended Contact Process ﬁ = 0.9 and 7, = 0.0585
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8.7 Conclusion

The scaled SIS process has a closed-form equilibrium distribution whereas the extended con-
tact process does not. For a range of endogenous infection rates of the extended contact process, its
equilibrium distribution is well approximated by that of a scaled SIS process with endogenous in-
fection rate. We prove that this range depends on the maximum degree of the underlying network.
With numerical simulations, we confirm that, within this parameter range, the total variational
distance between the true equilibrium distribution of the extended contact process and its approx-
imation, using the scaled SIS process, is very small (on the order of 10~°). Further, we observe
from experiments that, for certain network topologies, the approximation remains good even as the
infection rate deviates from the established range.

Chapter 5 showed that agents belonging to subgraphs denser than the overall networks are more
vulnerable to infection when the process follows the underlying assumptions of the scaled SIS
process. Assuming that the infection rate is linearly dependent on the number of infected neighbors,
as in the extended contact process, this intuition that densely connected agents are more vulnerable
to infection is also applicable. The analysis results regarding the marginal probability of infection
in chapter 6 and the expected fraction of infected agents in chapter 7 are also applicable to the
extended contact process. When the equilibrium distribution of the extended contact process is no
longer well approximated by that of the scaled SIS process, the most-probable configuration may
differ between the two processes. We show through small numerical examples that configurations
with high probability in the scaled SIS process remain highly probable in the extended contact

process.

8.8 Appendix

Proof of Lemma 8.3.1

Lemma. For any nonnegative integer m from 0 to dy.y, if

2

A2
== dmax(dmax - ]-)’

then, forvy =1+ A,

A A A A
—A"==—(1+A)" ~ — 4+ —Am.
7 7 T
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Proof. From the binomial series, for integer m € {0, 1, ... dyax }»

m

(14 Ay = 2 3 (”}Z)Ak

H k=0

((g)Ao . (T)_A;; (s ()2 s (g)m>

<1—|—mA—l—m(m#

{(Z)AZ, (?)N’,... (Z)A?} <<1, Yme{0,1,... dm}, (8.10)
2

then the quadratic and higher order terms in the summation are negligible and we obtain the linear

A m
_f}/ —
M

TlI> TlI>» TI»

A2+...mAm‘1+Am>.

If

approximation

ifym ~ i + éA?ﬂ,
B

which holds for all m.

Recognize that for m € {0,1,. .. dpax}, m > 251 > 722 > > 2. This means that
2

(”;)A? > (’Q)A?’ > > (’;‘)A%, Vm € {0,1,. .. duas)-

2

The largest possible upperbond is when m = d,,... Therefore, condition (8.10) is satisfied when

dmax (dmax—l) 2
fA << 1.

Proof of Theorem 8.3.1
Theorem. Consider the extended contact process exogenous infection rate \, healing rate y, and
endogenous infection rate ., over a static, simple, connected, undirected network of arbitrary

topology, G, with maximum degree d... Let vy, = %A. If

2

A2
== dmax(dmax - ]-)’

then the equilibrium distribution of the extended contact process is well approximated by

1Tx

ﬂ-appr()x<x) = E <;) (1 —+ A) 2A , X € X,
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where A is the adjacency matrix of the network G, and Z is the partition function. The approximate
distribution, Tappmx(X), is the equilibrium distribution (8.4) of an equivalent scaled SIS process
over the same network G with exogenous infection rate \, healing rate y, and endogenous infection

rate v, = 1 + A.

Proof. From the theory of continuous-time Markov processes [49], the equilibrium distribution of
the extended contact process is the left eigenvector of the transition rate matrix, Q., corresponding

to the O eigenvalue:

Entries of the matrix Q. correspond to the transition rates from one configuration x € X to another

configuration according to the rates (8.1) and (8.3).

Lemma 8.3.1 gave the condition for when the infection rates (normalized by the healing rate)
of the extended contact process are approximately the same as those of the scaled SIS process. As
a result, the transition rate matrix of both processes are approximately the same. Therefore, the left
eigenvector corresponding to the 0 eigenvalue of Q. is also the left eigenvector corresponding to
the 0 eigenvalue of QQ,, the transition rate matrix of the scaled SIS process with entries generated
according to (3.1) and (3.2). We know that the left eigenvector of interest for the rate matrix, Qs,

of the scaled SIS process is given by the closed-form equation (3.4). O
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Properties of Functions of Exponentially Distributed

Random Variables [70]

Two Independent Random Variables

Let A ~ exp(a), B ~ exp(f3) be two independent exponentially distributed random variables.

Then,

P(A<B)=P(A-—B<0)

/ / ae~Be P da db
_ /O ( /0 ae Cmda) Be=Pdb
—/OO(1 b Be=Pbdb

/ Be=Pdp — / Be~ @by
wT (a T 6)

a
a—+

Multiple Independent Random Variables

Let A ~ exp(a), By ~ exp(f1), By ~ exp(52), ... By ~ exp(f,) be independent ex-
ponentially distributed random variables. Let C' = min{ By, Bs, ..., B,,), from properties of
the exponential distribution, C' is also an exponentially distributed random variable with rate

Br+ B2+ ...+ B

Therefore,

P(A<C)=P(A—C<0)

:1_< Bit+Bot...+Bn )
a+fi+ Bt ...+ B
(6]

T a+BiA Bt ot B

The proof follows by induction on the number of independent exponentially distributed random

variables.
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CHAPTER 9

Dynamic Bond Percolation Process

9.1 Introduction

The scaled SIS process models dynamic processes on networks; nodal states change in time
depending on dynamics parameters and the states of neighboring nodes. For example, nodes repre-
sent agents in a population and the process models how virus spread in a population while account-
ing for infection and healing. A different but related problem is dynamical processes of networks.
Rather than assuming that the network topology is static, the network structure itself now evolves

according to some dynamical process.

Section 9.2 proposes the dynamic bond percolation process, a binary-state, continuous-time
Markov process, where the states of edges change rather than the states of nodes. This is useful
for modeling cascading failures of edges, where failed neighboring (i.e., adjacent) edges can lead
to additional failures. For example, failure of transmission lines in the power grid can lead to fail-
ures of other lines. Unlike the scaled SIS process, there can be multiple variations of the dynamic
bond percolation process. We consider two: 1) failure rate (i.e., edge closure rate) is exponentially
dependent on the sum of the number of adjacent failed edges, 2) failure rate is exponentially de-
pendent on the product of the number of adjacent failed edges. In the former case, failure rate
does not depend on if the number of failed, adjacent edges at one end node is much larger than
the number of failed, adjacent edges at the other end node. Section 9.3.1 proves that the dynamic
bond percolation process has a closed-form equilibrium distribution and is therefore amenable to

analysis similar to the scaled SIS process.
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Figure 9.1: Maximal network represented by A ... Dashed edges (i.e., bonds) are the only possi-
ble edges in the network.

9.2 Dynamic Bond Percolation Process

Consider a population of N agents represented as nodes (i.e., sites) in a network. The adjacency
matrix, A .., represents the restriction on the maximum number of edges (i.e., bonds) that can be
supported by each node and to which node a given node is connected to. We assume that A .
represents a simple, connected, undirected graph, Gax(Vinax, Fmax)> Where Vo = V(Apax) 18
the set of nodes and F,,., = E(Anax) is the set of edges. We call the network represented by
A .« the maximal network. Figure 9.1 shows an example of a maximal network.

The dynamic bond percolation process, {A(t),t > 0}, is a stochastic process where the undi-
rected edge (a,b) € Enax can be in one of two states at any given time: open and closed. De-
pending on the application, we can interpret edge closure as edge removal, failure, or formation
and edge opening as edge recovery or dissipation. At each time ¢, the state of the dynamic bond

percolation process can be represented by the N x N adjacency matrix A, where

A, ; =1ifedge (i, ) is closed

=0 if edge (4, 7) is open.

We will call A the configuration or the network state. Recognize also then that V(A) = Vjax
but F(A) C Epax.

Assumption 1: Network states that contain edges not in E.,,, are invalid. For example, with
respect to the maximal network in Figure 9.1, the network state in Figure 9.2 is not valid since
edge (2,4) is not in the maximal network: edge closure and opening.

Figure 9.3 shows a possible path of the evolution of A(t) as edges close and open. Per conven-
tion in graph theory, we denote the rates related to edges with an apostrophe symbol. We consider
two types of events:

Assumption 2: The dynamic bond percolation process, {A(t),t > 0}, is a continuous-time

Markov process.
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Figure 9.2: Invalid network state. Solid edges are closed. Dashed edges are open.
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Figure 9.3: Example evolution of A(t). Solid edges are closed. Dashed edges are open.

The time between different events (e.g., to — ¢; as in Figure 9.3) is exponentially distributed
with a specific rate. By the properties of the exponential distribution, the average time between

events is the inverse of the rate. See chapter 2 for a review of continuous-time Markov processes.

1. Edge Opening. Let the network state 7; ;A represent the state that is the same as A except
that edge (i, j) is open. As seen in Figure 9.5, the process goes from network state A to

T A, where edge (i, j) goes from closed to open, with transition rate
(AT A) =, A#T A, O.1)

where E(T;;A) = E(A)\ (i, 7). We call 1/ > 0 the edge opening rate. We assume that y/
is the same for all edges. For applications where edge opening (i.e., recovery or dissipation)

is rare, 1/ can be arbitrarily small as long as it is not 0.

2. Edge Closure. An edge goes from open to closed in a length of time that is exponentially
distributed. We separate the edge closure process into two types: spontaneous and cascad-
ing. Spontaneous edge closure means that edges close independently of one another; this is
the scenario considered by standard bond percolation models [19]. On the other hand, cas-
cading edge closures are dependent on the state of neighboring edges due to the underlying
network structure. Spontaneous edge closure is akin to exogenous infection whereas cascad-
ing edge closure is similar to endogenous infection in the node-centric scaled SIS process

(see chapter 3).

a) Spontaneous Edge Closure. Edge (i, j) spontaneously goes from the open to the closed

state, independently of all other edges.
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b) Cascading Edge Closure. Closure rate of edge (7, 7) depends on the state of other edges

in the network due to the cascading (i.e., infectious) effect.

Combining both spontaneous and cascading edge closures, the closure rates for the edges

are no longer independent. Let the network state TZJ;A represent the network state that is the
same as A except that (7, j) is closed. As seen in Figure 9.6, the process transitions from

state A to T;;-A, where edge (7, j) goes from open to closed with transition rate:

_ F (N, N
g(A, TA) = Ny TN AL TEA, 92)

’ 27.]

where E(T;;A) = E(A)U(i, j). The function f (N, N;) captures how the edge closure rate
of (7, j) depends on the local neighborhood of edge (7, j). We only consider closure rates to

be dependent on the number of neighboring closed edges and of these specific forms:
a) SUD (Sum-Dependent Dynamic Bond Percolation):
FNLNG) = INil + IV (9.3)
b) POD (Product-Dependent Dynamic Bond Percolation):
FNi, NG) = NG| NG (9.4)

Note that when f(N;, ;) = 0, the transition rate ¢(A, 7, A) = X. Therefore, we consider

» 1,7
)’ to be the spontaneous edge closure rate and +' to be the cascading edge closure rate.
The SUD and POD models show different structure dependency behaviors as shown by the
two scenarios in Figure 9.4. Under the SUD model, the closure rate of edge (,7) is Ny’
for both Scenarios A and B. Under the POD model, the closure rate of edge (i, j) is Ny for
Scenario A and \'+"® for Scenario B; the POD model discriminates imbalance between the

closed edges on node a and node b whereas the SUD model does not.

Assumption 3: Multiple edge opening or closure can not occur simultaneously.
Since edges can spontaneously open and close, there are no absorbing states in the Markov

process. Under these assumptions, the dynamic bond percolation process, {A(t),t > 0}, is an
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(a) Scenario A: [N;| =3,|N;| =3 (b) Scenario B: |V;| =5, |N;| =1
Figure 9.4: Different edge removal scenarios. Solid edges are closed. Dashed edges are open.

irreducible, continuous-time Markov process with finite state space, A = {A}; each state in the

Markov process corresponds to a potential network state A. Therefore,
|AJ = 2/Emas,
For such a Markov process, the equilibrium distribution exists and is unique [50].
(a) Configuration A (b) Configuration TijjA

Figure 9.5: Example configurations A and 7} A. Solid edges are closed. Dashed edges are open.

(a) Configuration A (b) Configuration T;fjA

Figure 9.6: Example configurations A and T;Q-A. Solid edges are closed. Dashed edges are open.

9.3 Equilibrium Distribution
Like the scaled SIS process, numerically solving for the equilibrium distribution of the dynamic
bond percolation process, { A(t),t > 0}, is intractable for large networks; the size of the state space

|A| = 2/Pmaxl Under the rate assumptions (9.1) and (9.2), the dynamic bond percolation process
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is also a reversible, continuous-time Markov process for which we will derive the equilibrium
distribution in closed-form. Unlike the scaled SIS process, the sufficient statistics of A (%) relate to

edges rather than nodes. First, we review some graph theory concepts [18,42].

Definition 9.3.1. A walk is a list vy, e1,v1, €2, ..., €, Vg Of vertices and edges. The length of the
walk is the number of edges in the list. The number of walks in an undirected graph from node i to
node j of length k is

(A")ij, (9.5)

where A is the adjacency matrix of the undirected graph.

Definition 9.3.2. A path is a walk where all the vertices are distinct (although some literatures do
not make this distinction between paths and walks). A graph that is a path is called a path graph
and written as P,, where n is the number of vertices (not edges) in the path. By convention, the
path graph P, is equivalent to a path of length n — 1. Figure 9.7 shows the P3 subgraph and
Figure 9.9 shows the P, subgraph.

Definition 9.3.3. A cycle is a path and where vy = vi. A graph that is a cycle is called a cycle
graph and written as C,,, where n is the number of vertices (not edges) in the cycle. By convention,

the cycle graph C,, is equivalent to a cycle of length n. Figure 9.8 shows the C5 subgraph.

02026

Figure 9.7: P5 graph

Figure 9.8: ('3 graph

Figure 9.9: P, graph
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Figure 9.10: Sg star graph

Definition 9.3.4. A star graph, S, (i), has n vertices that are only connected to a center vertex i.

Figure 9.10 shows the S¢(4) subgraph.

Definition 9.3.5. [42] A matching, M of the graph G(V, E), also called the Independent Edge
Set, is a subset of edges E such that no vertex in V is incident to more than one edge in M

(see Figure 9.11(a)). Maximum Matching is a matching with the maximum number of edges (Fig-

ure 9.11(b)).

The number of edges in the maximum matching is known as the matching number, v(G).

In this chapter, we want to introduce star matching, a generalization of the matching set.

Definition 9.3.6. A star matching, S of the graph G(V, E), is a subset of edges E such that these
edges form a collection of disconnected star graphs (see Figure 9.11(c)). Maximum star matching

is a star matching with the maximum number of edges (see Figure 9.11(d)). Note that M C S.

9.3.1 Reversibility and Equilibrium Distribution

Some Markov process possess the property that the process forward in time is statistically the
same as the process backward in time. These Markov processes are called reversible Markov
processes. There exists a necessary and sufficient theorem that makes solving for the equilibrium

distribution of reversible Markov processes easier than for general Markov processes:

Theorem 9.3.7 (From [50]). A stationary Markov process is reversible if and only if there exists
a collection of positive number 7w(j),j € L, summing to unity that satisfy the detailed balance

conditions
m(j)q(j, k) = w(k)q(k,j), J.k, €L,
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(a) Matching: {(2,4), (3,5)} (b) Max Matching: {(1,2),(3,4), (5,6)}
& f —XF0
(c) Star Matching: {(1,2),(2,3), (4,5),(5,6)} (d) Max Star Matching:

{(1,2),(3,5),(4,5), (5,6), (6, 7)}

Figure 9.11: Matching and Star Matching

where q(-,-) is a transition rate of the Markov process. When there exists such a collection

7(7),J € L, it is the equilibrium distribution of the process.

Using this theorem, we will show that the equilibrium distribution for the SUD and POD dy-
namic bond percolation process has the same general form:
T(A) = + (ﬁ)lE(A)l JIEA) A e A
Z \ ’ ’

where the partition function, Z, is

G
7= <ﬁ) IER) ©.6)

AcA
Let £/(A) denote the set of closed edges in network state A, then g(F(A)) is the number of
network structures induced by the set of closed edges E'(A).

As we will prove later, the function g(E(A)) will change depending on how we account for
nearest neighbor dependencies. However, the structure of the equilibrium distribution remains
the same; it is also the product of three terms: the partition function, a topology-free term, and a
topology-dependent term that accounts for the network structure of interest. The term (2—;) )

is topology-free because it cares only about the number of edges in network state A instead of

what network structures are formed by these edges. The function g(F(A)) on the other hand,
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considers what network structures are induced by the edges in £(A). Like the scaled SIS process,

the equilibrium distribution of the dynamic bond percolation process is also a Gibbs distribution.

9.3.2 (SUD) Sum-Dependent Dynamic Bond Percolation Process
Theorem 9.3.8. The Sum-Dependent dynamic bond percolation process, {A(t),t > 0}, is a re-

versible Markov process and the equilibrium distribution is

1 /0N EA

where g(E(A)) is the number of paths of length 2 formed by the set of edges, E(A), of the network
represented by the adjacency matrix A; this is equivalent to the number of P3 subgraphs induced
by the closed edges in A.

We can find the number of edges (i.e., the number of open edges), | E(A)|, using the adjacency

matrix by solving

_1TA1

- —

where 1 = [1,1,...,1)%, and the number of P3 subgraphs induced by the edges E(A) (see sec-

[E(A)]

tion 9.9 for derivation)
N N g
TEINED S ILSHES S (]
i=1 j>i i=1
where k; is the number of incident closed edges at node 1.

In the SUD model, the sufficient statistics are the total number of closed edges, | E'(A)| and the
total number of paths of length 2 (i.e., number of P5 subgraphs) induced by the closed edges. The
proof for Theorem 9.3.8 was presented in [37]. The number of P; subgraphs induced by the closed
edges is related to the degree of the network A. This reveals the complicated nature of networks: a
structure that alternates between edges and nodes. A network process where failures cascade from

edge to edge has a sufficient statistics that is a nodal characteristic.

9.3.3 (POD) Product-Dependent Dynamic Bond Percolation Process
Theorem 9.3.9. The Product-Dependent dynamic bond percolation process, {A(t),t > 0}, is a

reversible Markov process and the equilibrium distribution is

1 /0 E@)
T(A) = ~ <;) AIEA) A e A, (9.8)
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where g(E(A)) is the number triangles and paths of length 3 formed by the set of closed edges,
E(A), of the network represented by the adjacency matrix A; this is equivalent to the number of
C5 and P, subgraphs induced by the closed edges in A.

We can find the number of edges (i.e., the number of closed edges), |E(A)

, using the adjacency

matrix by solving
17A1
2 )

[E(A)] =

where 1 = [1,1,...,1|%, and the number of Cs and P, subgraphs induced by the edges E(A) (see

section 9.9 for detail)

N
T Z Z (Ag)id - (Ai,j A2 z J Z Aky

i=1 =1 j>i k=1,k+#1,j

In the POD model, the sufficient statistics are the total number of closed edges and the total
number of C'3 and P, subgraphs induced by the closed edges. The POD model and SUD model do

not have the same sufficient statistics.

Proof. We want to prove that the equilibrium distribution of the Product-Dependent (POD) Dy-
namic Bond Percolation process is (9.8).
Using Theorem 3.4.2, the equilibrium distribution 7( A ) must satisfy the detailed balance equa-

tions:

T(A)g(A, T A) = n(T,,A)q(T, A, A) (9.9)

and

m(A)g(A, T, A) = n(T,,A)q(T, A, A). (9.10)

We will prove condition (9.9) first. The LHS of (9.9) is

N [E(A)]
W(A)q(A,T;;bA) = E(M) ,y/g(E(A)) ()\/,y/kakb) 9.11)
1 )\/\E )+1 )
_ - 9(E(A))+kak

Note that |E(T,,A)] = 1+ |E(A)] since edge {a,b} is closed. Second g(E(T,,A)) =
koky + g(E(A)), as illustrated by Figure 9.6.

186



As shown in Figure 9.6(a), there are 0 C5 and 3 P; (i.e., {1, a, 2, b}, {a, 2, b, 3}, {a, 2, b,
4}) subgraphs; therefore g(E(A)) = 3. Then g(E(T,,A)) = 9, since we can confirm that, after
turning edge {a, b} on, there are now 1 Cj5 (i.e., {a, 2, b}) and 8 P, (i.e., {1, a, 2, b}, {a, 2, b, 3},
{a, 2,b,4}, {1,a,b,3}, {1,a,b, 4}, {2,a,b,3}, {2,a,b,4},{1, a, b, 2}) subgraphs as shown in
Figure 9.6(b).

Therefore, the RHS of (9.9) is

o\ EELA
W(T;:bA)q(T;:bA,A) = E (E) 79( ( a,b ))M/ (913)
E(A)|+1
= i _Xl B vlg(E(A))'i'kakb (9.14)
AWES ' :

The LHS and RHS of (9.9) are equivalent. Similar reasoning holds for (9.10).

9.4 At-Risk Edges and the Most-Probable Network

Problem

The advantage of the Dynamic Bond Percolation Mode is that it is an analyzable, microscopic
model that couples the dynamic process of edge closing (i.e., failure) and opening (i.e., recovery)
with the underlying network topology with no approximation of the network structure. Although
the marginal probability of failure of each edge is difficult to compute for large maximal networks,
we can solve for the network state (i.e., joint configuration of all the edges) with the maximum
equilibrium probability and use this to find at-risk edges. We define the set of at-risk edges as the

set edges that are closed in the network state with the highest equilibrium probability, A*:

A A

A* = arg max 7(A) = arg max (E) ~A'9IEA) (9.15)
We call (9.15) the Most-Probable Network Problem and A*, the most-probable network. We
can see from the formulation that the set of at-risk edges will be different for the SUD and POD
model; this is because the function g(F/(A)). Furthermore, the set of at-risk edges depends on the
dynamics of the process through the closure and opening rates. This is intuitive as in systems with
high closure (i.e., failure) rate, more edges will be at-risk compared to systems with low closure

rate.
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Like in the scaled SIS process, the solution space of the Most-Probable Network Problem

depends on the dynamics parameters. There are 4 parameter regimes:
I) Recovery Dominant: 0 < 2—: <1,0<+y <1
IT) Cascading Failure: 0 < 2—: <1,v>1
IIT) Cascading Prevention: 2—: >1,0<+y <1
IV) Removal Dominant: 2—: >1,7 >1

We are especially interested in comparing the difference between the solutions of the Most-Probable

Network Problem, therefore the set of at-risk edges, for the SUD and POD models.

9.5 Regime I) Recovery Dominant and Regime V)

Removal Dominant

In these regimes, the most-probable network of the SUD and POD model are the same. When
0 < 2—: < 1, the average time an edge is open is longer than the average time the edge is closed;
edges prefer to be open. Therefore, the most-probable network is the network state where the
set of closed edges is empty: F(A) = (). In other words, all the edges are open and A* =
Ay. When 0 < 4/ < 1, the term W’E(A) is also a decreasing exponential; therefore, the most-
probable network is also Ay. In regime I) Recovery Dominant, the topology-free and the topology-
dependent terms are both decreasing exponential function of the number of closed edges, therefore,
the most-probable network for both SUD and POD model is A; for both regimes, the opening rate
is high enough that none of the edges in the maximal network are considered at-risk.

When 2—; > 1, the average time an edge is open is shorter than the average time the edge is
closed; edges prefer to be closed. Therefore, the most-probable network is the network where all
the edges are closed: E(A) = Ep.. Since the underlying network is restricted by the maximal

network, the most-probable network is A,,... When v/ > 1, then term ~/9(A)

is also an increasing
exponential with increasing number of closed edges; therefore, the most-probable network is also
A .. In regime IV), the topology-dependent and the topology-free term are both increasing ex-

ponential functions, therefore, the most-probable network for both SUD and POD model is A ,.y;

188



for these regimes, the closure rate is high enough that all of the edges in the maximal network are
considered at-risk.
On the other hand, the most-probable networks for SUD and POD model are different for

regime II) and regime III). We will focus on these more interesting regimes.

9.6 Regime Il) of the Most-Probable Network Problem

In regime II) Cascading Failure, since 0 < :\Tj < 1 and v’ > 1, there is competition between
edge recovery, which is driven by the topology-free process, and edge removal, which is driven
by the topology-dependent process. Therefore, the solution space of the most-probable network
exhibits phase transition behavior depending on if edge removal or edge recovery dominates. When
the edge removal process dominates, the most-probable network of both SUD and POD model
will be driven toward A ,,.; if the edge recovery dominates, the most-probable network for both
models will be driven toward A . This is what we expect from analysis of Regime I) and Regime
IV). However, there are also solutions to the Most-Probable Network Problem that are neither A,
nor A,.x. We call these solutions the non-degenerate most-probable networks; these solutions
help us identify edges that are more at-risk to removal (i.e., failure) during cascading failures.

To find these non-degenerate solutions, we have to solve the Most-Probable Network Problem,
a combinatorial optimization problem. In general, such computation is NP-hard [54]. But it was
proved in [55], that the minimization of submodular functions could be solved in polynomial time.
For both SUD and POD model, the Most-Probable Network Problem can be transformed to an
equivalent submodular minimization problem in Regime II). The proof follows similar steps as in
the proof for the Most-Probable Configuration Problem of the scaled SIS process (see chapter 5).

Therefore, we only provide an outline of the proof.

Definition 9.6.1 ( [53]). A set function, g : P(E) — R, is submodular if and only if for any
E(A1), E(Az) C Ewith E(Ay) C E(A4),i ¢ E\ E(A4):
9(E(A1) U{i}) — g(E(A1)) < g(E(As) U{i}) — g(E(Ay)).
The Most-Probable Network Problem is a set maximization problem where we want to find the

subset of closed edges, F/(A) C FEy.x, which maximizes the function

NG,
nE@) = () .
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Section 5.2 presents the detailed proof for a variant model. Here, we outline the proof to argue
that when 7/ > 1, the function — log(h(F(A))) for both SUD and POD model is submodular. The
Most-Probable Network Configuration Problem in Regime II) Cascading Failure is the maximiza-

tion of a supermodular function and can therefore be solved in polynomial-time for both models.

Lemma 9.6.1. Consider two sets of closed edges, E(A1), E(Ay) C Enax and an additional closed
edge i € Epax \ {E(A1), E(A2)}. We can see that

|E(A) U {i}| = [E(A)]+1,

and

|E(Az) U {i}| = |E(As)| + 1.

The numbers of network structures (P3 subgraphs in the SUD model or Cs, Py subgraphs in the
POD model) induced by the closed edges in E(A) and E(Ay) are g(E(A1)) and g(E(Ay), re-

spectively. Let the number of network structures induced by
E(A1) U{i} = g(E(Ay)) +my

and

E(Ay) U{i} = g(E(Ay)) + my.

Therefore my is the number of network structures created with the inclusion of edge i in E(A 1) and
my is the number of additional network structures created with the inclusion of edge i in E(Ay).

IfE(AQ) - E(Al), then:
1. |E(A)| = |[E(A2)].
2. g(E(A1)) > g(E(Az)).

3. mi Z mao.

Proof. 1. When E(As) C E(A;), E(A2) must have strictly fewer number of edges than
E(A;). When E(As) = E(A,;), then they contain the same number of edges. Hence,

€1 2 €9.
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2. When E(A,) C E(A;), edges in E(A) can not induce more network structures (P sub-
graphs in the SUD model or Cjy, P, subgraphs in the POD model) than edges in E(A;).
When E(A;) = E(A;), then the edge in F(A;) and E(A) will induce the same number
of network structures. Hence, g(E(A1)) > g(FE(A,)).

3. Everyedge in £/(A,) is also an edge in F/(A ;). Every new closed edge connecting the closed
edges 7 € E(A,) with 7 is also a new infected edge in F/(A;) U {i}. However, some edge

may also have j € F(A;). Hence, m; > ms.

Every edge in F(A,) is also an edge in F(A;). Therefore, adding edge i to F(As) will
generate the same or less number of network structures as adding edge i to £(A;). Hence,
mq Z mso.

O

Theorem 9.6.2. If}’)—: and ~' are in Regime II) 0 < 2—: < 1,7 > 1, then —log(E(A)) is a
submodular function, where

)\/
~og(h(E(A)) = ~1E(A) 1og (%) - a(E(A) Iog(r)
We will outline the proof for Theorem 9.6.2 because it is similar to the proof we presented
in section 5.2. To prove that — log(h(E(A))) is submodular, we need to prove that it satisfies
Definition 9.6.1. We show that

—log(h(E(Ay U{i}))) +log(h(E(Aq))) < —log(h(E(Az U {i}))) + log(h(E(As))),

for any

E(A)) C By, E(As) C B(A,),i & E(A,).

Through algebra, we can show that this expression reduces to

N N
—log <ﬁ) —my log(y') < —log (E) — mgylog(vy').
This is a true statement since, from Lemma 9.6.1, we know thatif £(A,) C F(A;), thenm; > my
and 7 > 1 implies that log(y") > 0. Therefore, — log(h(£(A))) is submodular. Since this is true
regardless of the network structure in question. We can solve for the most-probable network for

both the SUD and POD model in regime II) in polynomial time.
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9.6.1 SUD vs. POD Most-Probable Network

(d) 3— =0.0167,~ = 4.4222

(©) 3— =0.0167,~ = 4.4222

Figure 9.12: Most-Probable Network SUD (solid edges = closed, dashed edges = open)

Figure 9.12 and Figure 9.13 show the most-probable networks for the SUD and POD mod-
els under different edge closure and opening rates for 2 real-world networks: a 198-node social
network [60] and the 118-bus IEEE power test system [71]. Unlike regime I) and regime 1V),

the solutions of the non-degenerate most-probable network are not the same for the SUD and POD
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(a) & = 0.0028,~ = 4.4222 (b) & =0.0028,' = 4.4222

W u

(©) & =0.0167,7 = 1.844 (d) 2 = 0.0167,7" = 1.844

Figure 9.13: Most-Probable Network POD (solid edges = closed, dashed edges = open)
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model. In regime II), the SUD model wants to minimize the number of closed edges, | E'(A)|, while
maximizing the number of P; subgraphs induced by the closed edges. The most-probable network
of the SUD model consists of many star subgraphs (i.e., many Fss), few number of triangles, and

tend to be disconnected.

On the other hand, the POD model wants to minimize the number of closed edges, |E(A)|,
while maximizing the number of induced C5 and P, subgraphs; we see that the most-probable
networks of the POD model have more triangles (i.e., C3s) than the most-probable network of
the SUD model. Additionally, the most-probable network of POD models are more likely to be
connected.

For the same value of fy—: and 7/, the most-probable network of the SUD model have fewer
number of closed edges than the most-probable network of the POD model. This is due to the

fact that the cascading effect of the POD model is stronger because the edge closure rate (9.4) is

dependent on the product rather than the sum of the number of neighboring closed edges.

9.7 Regime lll) of the Most-Probable Network Problem

In regime III) Cascading Prevention, since 2—: > 1and 0 < v < 1, like regime II) Cascading
Failure, there is also competition between the topology-free process and the topology-dependent
process; therefore, the solution space of the most-probable network will exhibit phase transition
behavior depending on if edge recovery or edge removal dominates. Unlike in regime II), since
the cascading edge closure rate v is less than 1, this means that the average time an edge is open
is longer with increasing number of closed edges on its end nodes; contagion, instead of driving
cascading failures, prevents edge removal. Therefore, this regime is called regime III) Cascading

Prevention.

Unfortunately, since 0 < " < 1 in regime III), the Most-Probable Network Problem can not be
transformed to an equivalent submodular problem. However, we will show that we can still solve
for the most-probable network in polynomial time for a range of parameter values in regime III)
for the SUD variation of the Dynamic Bond Percolation process. For the POD model, we do not

know if the most-probable network can be solved in polynomial-time.

194



9.7.1 SUD Model and Maximum Matching
Recall that the equilibrium probability of network state A is
nr= L (X) " e,
where E(A), is the set of edges in A (also the set of closed edges in A,,.x. Since in Regime III),
0 <+ <1, wewant g(E(A)), the number of induced network structures to be as small as possible
while maximizing |E(A)|.

For the SUD model, this means that we want to maximize the number of closed edges, | F(A)],
while minimizing the number of P; subgraphs; this means that we want to avoid paths of length 2
and only allow for paths of length 1. As a result, for a range of closing and opening rates, the most-
probable network is a maximum matching (see Definition 9.3.5). It is known that the maximum
matching can be found in polynomial time for arbitrary, undirected graphs [72,73]. However the

maximum matching may not be unique.

Theorem 9.7.1. Ifﬁ—: and ~' are in Regime III) i‘L—: > 1,0 < v < 1and N+ < [/, then the

most-probable network, A*, is the configuration(s) where E(A*) is a maximum matching (see

Definition 9.3.5).

Proof. If ;\L—: and 7/ are in Regime IIT) ;\L—: > 1,0 <~ <land N+ < 1/, then E(A*)is a maximum
matching.

Let A’ be the set of network states whose set of closed edges are maximum matching:
A" ={A € A:g(E(A)) =0,|E(A)| is maximum}.

Proof by contradiction. Suppose that the most-probable network is A’ € A\ A*. Then there

are two possibilities for A’:
1. A’is the network state such that £(A’) is a matching but it is not the maximum matching.
2. A’ s the network state such that £(A’) is not a matching.

Case 1) is the easiest to prove. It implies that | E(A’)| < |E(A*)|, for A* € A*. Since 2—: > 1,

then
N IE@AI A sIE(A))

I g I
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Therefore, A’ can not be the most-probable network.

Case 2) implies that g(E(A’)) > 0. There are then two possibilities: 1) |[E(A")| < |E(A*)]|, or
2) [E(A)] > [E(A)].

If |[E(A")] < |E(A*)|, then

N [E(A)] ) A EA
) < (G)

Therefore, A’ can not be the most-probable network.

The most complicated case is if g(F(A’)) > 0and |E(A’)| > |E(A*)|. Let |E(A*)| = k and
A ={A e A:g(E(A) > 1,|E(A)|=Fk+1}

Similarly, we can define another set of network states, Ay, where |E(Az)| = k+2 forall A, € As.
Realize that

9(E(Az)) > g(E(A1))VA; € Ay

since k is the size of the maximum matching set. Therefore,
Ay ={A e A:g(E(A)) > 2,|E(A)| = [E(A")] +2}.
Since 0 < v/ < 1, the configuration with the maximum equilibrium probability in set A; is

oL
=5 (%) 7

and the configuration with the maximum equilibrium probability in set A4, is

R RN
-y (%)

Since \'y' < 1, this implies that 7(A}) > m(A%). Similar argument will show that 7(A%}) >
m(Aj), etc.

However
which means that 7(A*) > 7(A}).
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9.7.2 POD Model and Maximum Star Matching

For the POD model, the network structure of interest, g(£(A)), is the number of C5 and P,
subgraphs induced by the closed edges. To maximize the equilibrium distribution, we want to
maximize | E(A)| while minimizing the number of C3 and P, subgraphs; this means that we want
to avoid paths of length 3. Unlike the SUD model, the set of closed edges can form paths of length
1 or paths of length 2. As we want to maximize the number of closed edges, the most-probable
configuration will be biased toward the set of closed edges that maximizes the number of paths of

length 2.

Theorem 9.7.2. In Regime III), if N'y' < yi/, then the most-probable network, A*, is the configura-

tion(s) where E(A*) is a maximum star matching (see Definition 9.3.6).

The proof follows the same argument as Theorem 9.7.1. Currently we do not know if the

maximum star matching can be solved in polynomial-time.

9.8 Conclusion

The dynamic bond percolation process shows the framework of the scaled SIS process applied
to edges instead of nodes. It is also a binary-state, reversible continuous-time Markov process for
which we can find the closed-form equilibrium distribution instead of solving for an eigenvector of
the 2171 x 2/ transition rate matrix. Like for the scaled SIS process, the equilibrium distribution
is a Gibbs distribution. Under the SUD (sum-dependent) assumption, the sufficient statistics of
the dynamic bond percolation process are the total number of closed edges and the total number
of P; (path graphs with 3 nodes) subgraphs. Under the POD (product-dependent) assumption, the
sufficient statistics are the total number of closed edges and the total number of P, (path graphs
with 4 node) and C'5 (cycle graphs with 3 nodes) subgraphs.

Finding the configuration with the maximum equilibrium probability, like solving the Most-
Probable Configuration Problem scaled SIS process, is also supermodular in the regime II): indi-
vidual edges prefer the open state but closure rate increases with additional adjacent edge closures.
We show the existence of non-degenerate solutions, configurations where only some of the edges
in the network are closed but others are open. Unlike the scaled SIS process, this combinatorial op-

timization problem can also be solved in polynomial-time for regime III): individual edges prefer
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the closed state but closure rate decreases with additional adjacent edge closures. This is because
the maximum matching —the edge-centric analogy to the maximum independent set problem —is
solvable in polynomial-time solvable for general graph. The most-probable configuration in regime
IIT) under the SUD assumption is related to maximum matching. The most-probable configuration

under the POD assumption is related to a new concept that we call maximum star matching.

9.9 Appendix
Determining ¢g(F(A)) for SUD

For the Sum-Dependent dynamic bond percolation process, g(£(A)) is the number paths of
length 2 formed by the set of edges, £'(A), of the network represented by the adjacency matrix A.

The number of walks of length 2 from node 7 to node j # i is
N
2.2 (AN
i=1 j>i

Realize that this is also equivalent to the number of paths of length 2 from node 7 to node j # 1.

Determining ¢g(F(A)) for POD

For the Product-Dependent dynamic bond percolation process, g(E(A)) is the number of tri-
angles and paths of length 3 formed by the set of edges, F/(A), of the network represented by the

adjacency matrix A. The number walks of length 3 [18] is

N

Agii
S (A

i=1

We need to find the number of paths of length 3. We know that the number of walks of length
3 from node i to node j # i is
N
D> (AN
i=1 j>i
This number is larger than the number of paths of length 3 because there are walks from node ¢
to node j that are not paths. Figure 9.14, Figure 9.15, and Figure 9.16 illustrate the three cases of

walks of length 3 that are not paths of length 3 because the vertices repeat.
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€3 €1

@

Figure 9.14: Walks of Length 3 that are not Paths of Length 3: 7, ey, k, e2,7, €3,

€3
Figure 9.15: Walks of Length 3 that are not Paths of Length 3: 7, e, j, €9, k, €3,

€3
€2
0 €1 0

Figure 9.16: Walks of Length 3 that are not Paths of Length 3: ¢, ¢el, j,e3,7,€2, 5

Therefore, the number of paths of length 3 from node i to node j # i is the total number of

walks of length 3 from ¢ to j minus the above scenarios:

N N N
Z Z(Ag)m’ —(Aq) Z A —(A) Z Aip—Aij (9.16)

i=1 j>i k=1k#i,j k=1k#i,j
N N N
=N @A -@An | Y An+ Y A+l 9.17)
i=1 j>i k=1,k#i,j k=1,k#i,5
N N
=D ) (AN — (A | A+ ) Ay (9.18)
=1 j>i k=1,k+i,j
Therefore,
N (A3 N N
g(BA) =34 6)“‘ DD (AN — (A | (A% Y Ay
i=1 i=1 j>i k=1,k#i,5
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CHAPTER 1 0

Thesis Summary and Future Work

The thesis studied network processes, which are dynamical processes on networks. The network
represents interactions or dependencies between multiple agents, units, or components. Individual
units do not act independently of one another. Network process models are more realistic than
traditional models in the sense that they can account for interdependencies that may lead to phe-
nomena such as epidemics, blackouts, or the sudden explosion of popularity of a new Internet

meme.

In real-world application of interest, network processes usually involve thousands or millions of
agents, making them difficult to study efficiently through experiments or simulations. The number
of possible states of a network process grows exponentially with the size of the network. Many
models either rely on Monte Carlo methods or approximate the underlying network with simpler

structure.

Through the scaled SIS process, we developed a network process model, which is tractable for
unweighted, undirected networks of arbitrary topology and size. The scaled SIS process, unlike
previous network process models such as the contact process, assumes that the infection rate of a
healthy agent is exponentially, instead of linearly, dependent on the number of infected neighbors.
As a mathematical model, infection in the scaled SIS process can also stand for failure and healing
for recovery of components. In chapter 3, we proved that the scaled SIS process is a reversible,

continuous-time Markov process and derived the closed-form equilibrium distribution, 7 (x).

The equilibrium distribution showed that the scaled SIS process can be decomposed into two

separate processes: a topology-independent process, which models the preference of individual

201



agents and a topology-dependent process, which models the effect of the network structure on the
process. The dynamics parameters of the scaled SIS process, ﬁ, v can be divided into 4 regimes.
Complex equilibrium behavior occurs when the topology-independent and the topology-dependent
processes oppose each other as in regime 1) Endogenous Infection Dominant: (0 < ﬁ <l,y>1
and regime III) Exogenous Infection Dominant: % > 1,0 < v < 1. From an application
perspective, regime II) is the regime of interest since it best models traditional epidemics behaviors:

individual agents prefer the healthy state, but additional number of infected neighbors increases an

agent’s susceptibility to infection.

Chapters 4 to 7 used the scaled SIS process to analyze vulnerability of the population to in-
fection at 3 different scales: 1) microscopic by finding the marginal probability of infection of
individual agents, P(z; = 1); 2) mesoscopic by solving for the most-probable configuration, x*;
and 3) macroscopic by finding the expected fraction of infected agents, E[Y]. Although these in-
ference problems are NP-hard in general, they can be solved exactly or approximated in regime II)
in polynomial-time.

We showed in chapter 4 that in regime III), the vulnerable substructures in the network are
related to the maximum independent set whereas in regime II), they are related to dense subgraphs
in the network. Many solutions of the Most-Probable Configuration Problem in regime II) are
non-degenerate, where only some nodes in the network are infected. Chapter 5 proved that these
infected nodes induce subgraphs whose density is higher than the overall network and that they
are subgraph unique. This shows that the mesoscale structures of interest for epidemics are dense
subgraphs. Furthermore, the structure can be found efficiently; solving for the exact most-probable
configuration in regime II) of the scaled SIS process on a network with approximately 5000 nodes,

25000

corresponding to a network process with possible configurations, takes less than 1 sec on a

standard desktop using Max-Flow/Min-Cut algorithm.

Chapter 6 discussed the marginal probability of infection, P(x; = 1), which characterizes the
susceptibility of individual agents to infection. We show using examples that when 0 < % <<1
and 7 ~ 1, nodal degree is indicative of the marginal probability of infection. However, when
0 < ﬁ << 1 and v >>, membership in dense subgraphs is more indicative than nodal degree

for P(x; = 1). As a result, depending on its location in the network, agent A may have higher

probability of being infected at equilibrium than agent B for one set of dynamics parameters and
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lower probability of being infected for another set of dynamics parameters. Finding P(z; = 1) is
NP-hard since it requires marginalization and summing over 2"V configurations to find the partition
function, Z. In regime II) however, P(z; = 1) can be approximated efficiently using Perturb-and-
MAP sampling. This Monte Carlo sampling method relies on the condition that the most-probable
configuration can be solved in polynomial-time in regime II). It is an effective sampling method

and performs better than loopy belief propagation (LBP) in experiments.

Chapter 7 considered the expected fraction of infected agents, £[Y], which characterizes the
vulnerability of the entire network. We proved that the expected fraction of infected agents, F[Y],
of the scaled SIS process at equilibrium is the average of P(x; = 1); this shows that the macro-
scopic characteristics of the process can be derived from the microscopic characteristics but not
the other way around. Further, we proved that the macroscopic characterization (i.e., the state of
the entire population) is indicative of the microscopic characterization (i.e, the state of individuals)
only for special cases such as when v = 1, or when the underlying network is a vertex-transitive
graph. In regime II), E[Y] can also be approximated efficiently using Perturb-and-MAP sampling.
In this regime, networks that are more densely connected have larger F[Y'] than sparser networks
for the same dynamics parameters. The dependence of E[Y] on the topology-independent param-
eter % grows more nonlinear with increasing ~y until saturation at £[Y| = 1. The dependence of

E[Y] on the topology-dependent parameter -y is a sigmoid function.

Lastly, chapters 8 and 9 analyzed the relationships between the scaled SIS process and other
network process models. We showed that the equilibrium distribution for a subclass of extended
contact process can be approximated by that of an equivalent scaled SIS process in chapter 8;
consequently, analysis of the scaled SIS process also extends to the extended contact process in

these cases.

In chapter 9, we then presented the dynamic bond percolation process, which is also a re-
versible, continuous-time Markov process similar to the scaled SIS process. The dynamic bond
percolation process models changing edge states instead of node states. While the equilibrium
distribution can also be described in closed-form, the sufficient statistics of the dynamic bond per-
colation process differ from the scaled SIS process. The sufficient statistics are related to edges and
the number of small subgraphs (i.e., motifs) in the network such as P3 and C5 subgraphs. Further-

more, the configuration with the highest equilibrium probability can be solved in polynomial-time
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for both regime II) and regime III). The dynamic bond percolation process provides an alternative
approach to network processes that is edge-centric. This is useful for applications where the net-
work structure changes depending on some process, for example, cascading failure of transmission
lines in the power grid.

The contributions of the thesis are:

[S—

. Developed the scaled SIS process and derived the closed-form equilibrium distribution

2. Showed that subgraph density characterizes vulnerability at the mesoscale. Subgraphs that

are denser than the overall network are more vulnerable to infection

3. Analyzed how network topology and dynamics parameters affect the vulnerability of indi-

vidual agents through the marginal probability of infection

4. Analyzed how network topology and dynamics parameters affect the vulnerability of the

entire network through the expected fraction of infected agents
5. Used scaled SIS process to analyze the extended contact process

6. Developed the dynamic bond percolation process and derived the closed-form equilibrium

distribution

10.1 Future Works

A major open question regarding the equilibrium distribution of the scaled SIS process is the
mixing time, which is the amount of time it takes for the continuous-time Markov process to reach
equilibrium. It is intuitive that mixing time would increase with the size of the network. But is the
dependence logarithmic, linear, or exponential? Since the equilibrium distribution does not depend
on the initial configuration, knowing if a network process has or has not reached equilibrium can
help to quantify if the initial configuration can be found. For example, solving for the initial
configuration of the scaled SIS process is akin to solving for the initial source of the epidemics.

The analysis presented in this thesis focused on regime II). It is computationally feasible to
study the scaled SIS process for large networks in this regime. Regime I1I) Exogenous Infection

Dominant: % > 1,0 < v < 1 on the other hand, relates to a known NP-hard problem (i.e.,
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Maximum Independent Set). Since 0 < ~ < 1, this means that additional infected neighbors
decreases an agent’s susceptibility to infection. However, this is also realistic in the sense that it
models defensive actions; when people observe that other people are getting sick, they often take
steps to reduce their chance of catching the same illness. Analyzing the behavior of the scaled
SIS process in regime III) would be an interesting extension of the thesis. The challenge being
that we proved that solving for the most-probable configuration is related to solving the Maximum

Independent Set Problem, which is a known NP-hard problem.

Using the scaled SIS process, we proved that very structured graphs, such as k-regular or com-
plete multipartite graphs, regardless of size, do not contain subgraphs that are denser than the over-
all network. This indicates that analysis of network processes can yield results on the underlying
graph structure itself, similar to how the behavior of systems can be studied with dynamical inputs
(i.e., pulse sequences). An extension of this is to study network topology using dense subgraph
structures. We showed with examples that real-world networks have many non-degenerate solu-
tions. It would be interesting to extend this observation to classes of networks such as scale-free
networks; perhaps the power-law associated complexity of scaled-free networks is related to the

possibility that they are more likely to contain denser subgraphs than Erd6s-Rényi random graphs.

It would be of interest to explore the problems of network visualization and graph sampling as
related to dense subgraphs. In many applications, the visualization of large networks is not informa-
tive and often misleading. How to design graph layout algorithms such that community structures
like dense subgraphs, corresponding to the non-degenerate solutions of the Most-Probable Con-
figuration Problem, are readily apparent? When networks have millions or even billions of nodes,
even polynomial-time algorithms are too slow. It is an open question as to how to sample extremely

large networks while retaining the fundamental structures of the network.

This thesis focuses on analysis problems. In many situations, the underlying network structure
is not known and/or the dynamics parameters of the process are not known. A major challenge is
to migrate from analyzing the behaviors of network processes to designing behaviors of network
processes. We need methods to incorporate longitudinal data (i.e., date with both time and spatial
information) with network process models such as the scaled SIS process or the dynamic bond
percolation process. How can parameters such as the network structure or dynamic parameters be

estimated using data? What is the computational complexity of such problem? What approxima-
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tion and tools are needed for such problems to become tractable?
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