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Abstract

Random graphs are of great interest as a modeling framework for a wide variety of real-
world complex networks, such as social networks, information networks, scientific collaboration
networks, and technological networks. In this thesis, we focus on two specific application areas
of random graph theory, namely, i) modeling secure connectivity of large-scale wireless sensor
networks utilizing random predistribution of cryptographic keys, and ii) modeling real-world
social networks. Although these two areas are tied together with random graphs, they are
inherently different and each one poses distinct research problems that rise naturally in the
corresponding context. Hence, we will tackle each of them separately and focus on the relevant
research problems in each area.

In the first part of the thesis, we focus on the role of random graphs in providing a mod-
eling framework for secure connectivity of large-scale, heterogeneous wireless sensor networks
utilizing random predistribution of cryptographic keys. In this part, we propose a novel com-
posite random graph obtained by the intersection of inhomogeneous random key graphs with
Erdds-Rényi graphs as a model for a large scale wireless sensor network secured by the hetero-
geneous random key predistribution scheme under a uniform on-off channel model. We derive
scaling conditions on the model parameters so that with high probability i) the network has
no isolated nodes, ii) is connected, iii) the minimum node degree is no less than k, and iv) the
network is k-connected. We then proceed by generalizing the uniform on-off channel model to
a heterogeneous on-off channel model where the wireless link availability between two nodes is
determined based on their respective classes. This induces a novel composite random graph
model formed by the intersection of inhomogeneous random key graphs with inhomogeneous
Erdés-Rényi graphs. We derive scaling conditions on the model parameters such that with
high probability i) the network has no isolated nodes, and ii) is connected. We close this part
by proposing inhomogeneous random K-out graphs as a novel modeling framework for secure

connectivity of large-scale, heterogeneous wireless sensor networks utilizing random pairwise



key predistribution schemes. We derive scaling conditions on the model parameters such that
with high probability the resulting network is connected.

In the second part of the thesis, we look at random graphs as models for real-world social
networks. In contrast to the first part where we mainly focus on proposing novel random graph
models, herein, we utilize existing random graph models of social networks to understand how
infectious diseases (or, information) that entail evolutionary adaptations propagate in social
contexts. In particular, we consider the propagation of inhomogeneous spreading processes,
governed by the multiple-strain model, on contact networks modeled by i) random graphs with
arbitrary degree distributions (generated by the configuration model) and ii) random graphs
with clustering. The former graphs capture the skewed degree sequences observed in real-
world social networks, yet it has a vanishing clustering coefficient in the limit of large network
size. The latter model generalizes the former as it could also generate graphs with non-trivial
clustering, hence, it resembles real-world social networks that are typically clustered. We start
by investigating the propagation of spreading processes governed by the multiple-strain model
on random graphs with arbitrary degree distributions. We propose a mathematical theory
that characterizes the expected epidemic size and the epidemic threshold as functions of the
structure of the underlying contact network, the properties of the spreading process, and
the evolutionary pathways of the propagating object. We also present extensive simulation
results on synthetic and real-world contact networks to validate our theory and reveal the
significant shortcomings of the classical epidemic models that do not capture evolutionary
adaptations. We then investigate the propagation of the same class of spreading processes, yet
on random graphs with clustering. We propose a mathematical theory that accurately captures
the probability of emergence (the probability that the spreading process would eventually reach
a positive fraction of the nodes) and the epidemic threshold as functions of the structure of the
underlying contact network (which takes clustering into consideration), the properties of the
spreading process, and the evolutionary pathways of the propagating object. Our theoretical

results are validated by a simulation study that also reveals the impact of clustering on the
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probability of emergence and the epidemic threshold.

A common takeaway from both parts of the thesis is that homogeneous models are
more resource-efficient than their inhomogeneous counterparts, despite the fact that
the latter facilitate a broader modeling framework that accurately captures real-world networks
and spreading processes. In particular, in the first part of the thesis, we show that in some
cases, inhomogeneous random graph models require orders of magnitude more resources (e.g.,
number of cryptographic keys per sensor node) than their homogeneous counterparts to be
connected with high probability. In addition, in the second part of the thesis, we show that
inhomogeneous models for spreading processes entailing evolutionary adaptations (on random
graphs with arbitrary degree distribution) could achieve (depending on the initial strain) a
lower probability of emergence at a given mean degree as compared to a homogeneous spreading

process without evolution.
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Poisson degree distribution. The random network has the same number of nodes
and the same (original) mean degree of the corresponding real-world network.

The probability of emergence on real-world contact networks. In the
context of information propagation, we consider four contact networks sampled
from SNAP data sets [83]: (a) Facebook network, (b) Twitter network, (c)
Slashdot network, and (d) Higgs network. In the context of infectious disease
propagation, we consider two contact networks: (e) High school contact network
and (f) Hospital contact network. We set T} = 0.2, Ty = 0.5, 11 = prog = 0.75
(hence Tgp = 0.4) and vary the mean degree, denoted A, from 1 to 10. For
each value of X\, we remove a random subset of edges such that the resulting
graph is of mean degree A (approximately). The sampled networks still exhibit
higher clustering coefficient as compared to random networks with the same
mean degree. The single-type bond-percolation framework provides inaccurate
predictions on the probability of emergence, in contrast to the multiple-strain
formalism given by Alexander and Day [3]. . . . . . .. ... ... ... ...
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10.1

10.2

10.3

Co-infection dynamics determine the order of phase transition. We set
Ty = 0.2, T, = 0.5, and 1 = p9e = 0.75 for all subfigures. The network size n is
2% 10% and the number of independent experiments for each data point is 5 x 103.
Blue circles denote the average total epidemic size S and red stars denote the
average total epidemic size S conditioned on S., being greater than zero, i.e.,
conditioned on the existence of a positive fraction of co-infected nodes. Blue plus
signs, orange triangles, and yellow squares denote the fraction of nodes infected
with strain-1, strain-2, and co-infection, respectively. The black dashed-line
denotes the epidemic size for a single-strain, bond-percolated network with T,,,
ie., SBP (a) and (c): A first order phase transition is observed when T., = 0.8
owing to the corresponding first order transition of S.,. Co-infection emerges at
the phase transition point that characterizes an epidemic of strain-1 and strain-
2. At this point, the value of S, jumps discontinuously to (approximately)
the corresponding value of SE¥ with T,, = 0.8. Observe that SB" > ( at the
transition point, hence, a first-order phase transition is observed. (b) and (d):
Co-infection still emerges right at the phase transition point. However, since T,
is small, SBY = 0 at the transition point. Hence, a second-order phase transition
isobserved. . . . . . . . . e
Validating the order of phase transition. We set the network size n to
15 x 108, the number of independent experiments for each data point to 10%
Ty = 0.2, T, = 0.5, and p11 = pee = 0.75. Our results confirm that the
phase-transition is indeed first order on both contact networks. The value of S,,
jumps discontinuously to (approximately) the corresponding value of ST with
T = 0.8

Different possible configurations for a triangle emanating from a type-
1 node. Type-1 nodes are highlighted in blue, while type-2 nodes are highlighted
in red. The two ends nodes could be in one of several configurations. Namely,
(a) both end nodes are not infected, (b) one end node is type-1, (c¢) both end
nodes are type-1, (d) one end node is type-2, (e) both end nodes are type-2, and
(f) one end node is type-1 while the other end node is type-2. . . . . .. ...
The probability of emergence on contact networks with doubly Pois-
son distribution. The network size n is 2 x 10° and the number of independent
experiments for data point is 15,000. Blue plus signs denote the empirical prob-
ability of emergence while the red line denotes the theoretical probability of
emergence according to our analysis. The brown circles denote the expected
epidemic size. (a) We set Ay = A\ = X and vary A from 1 to 10. (b) We set
Ao = A/2 and Ay = X and vary X\ from 1 to 10. Our experimental results are in
excellent agreement with our theoretical results. . . . . . . . . ... ... ...
The impact of clustering. The network size n is 2 x 10° and the number of
independent experiments for data point is 10*. Blue circles, red squares, and
gray triangles denote the empirical probability of emergence when ¢ = 0.01,
¢ = 2.00, and ¢ = 3.99, respectively. Our experimental results show that high
clustering increases the threshold of epidemics and reduces the probability of
emergence around the transition point. . . . . . . . . . . ... ... ... ..
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Chapter 1

An outline of the thesis

Random graphs are of great interest as a modeling framework for a wide class of real-world
complex networks including social networks, information networks, scientific collaboration net-
works, and biological networks [17,64,116]. The study of random graphs dates back to 1959
when Paul Erdds and Alfred Rényi [52] introduced the random graph model G(n; M), as
a graph selected uniformly at random from the collection of all graphs with n nodes and
M edges. Contemporaneously and independently, Gilbert [59] introduced the random graph
model G(n;p), where each pair of vertices is connected (respectively, not connected) by an
edge independently with probability p (respectively, 1 — p). The pioneering works of Gilbert,
Erdés, and Rényi lie at the heart of random graph theory and represent the first endeavor to
study random graphs in their own right.

Since their inception, random graphs have received much attention across multiple research
domains due to several factors. One factor of particular interest to this thesis is the role of
random graphs in modeling real-world complex networks. For instance, random graphs with
arbitrary degree distribution (generated by the configuration model [100,115]) provide a mod-
eling framework that accurately captures degree sequences observed in real-world complex
networks, e.g., social networks which are characterized by their heavy-tailed degree distribu-
tion [12,14,40]. In addition, random key graphs were shown to provide an accurate modeling
framework for large-scale wireless sensor networks that utilize random predistribution of cryp-
tographic keys in order to secure communications. Random geometric graphs [121] can also be

used to model proximity-based social networks, or the connectivity of wireless ad-hoc networks



where two nodes could establish communication if they are within range of one another [68].

In addition to their roles in modeling the structure of real-world complex networks, random
graphs offer a tractable mathematical framework that paves the way for investigating the
characteristics of spreading processes, such as information or infectious diseases, in real-world
contact networks. For instance, modeling real-world contact networks by random graphs with
arbitrary degree distribution (generated by the configuration model) allows the investigation
of several key properties of the underlying spreading process, such as its expected epidemic size
and probability of emergence, owing to the locally tree-like property of these graphs [61,115].

In this thesis, we focus on two specific application areas of random graph theory, namely,
i) modeling secure connectivity of large-scale wireless sensor networks utilizing random predis-
tribution of cryptographic keys, and ii) modeling real-world social networks. Although these
two areas are tied together with random graphs, they are inherently different and each one
poses distinct research problems that rise naturally in the corresponding context. Hence, we
will tackle each of them separately and focus on relevant research problems in each area. In
particular, this thesis is composed of two parts, with each part entirely dedicated to one of
the above application areas. As will become apparent soon, there are common takeaways from
both parts, albeit being distinct. The structure of the thesis is depicted in Figure 1.1.

In the first part of the thesis, we focus on the role of random graphs in providing a model-
ing framework for secure connectivity of large-scale wireless sensor networks utilizing random
predistribution of cryptographic keys. In this part, our objective is to propose novel inhomo-
geneous random graphs that accurately model the secure connectivity of large-scale, hetero-
geneous wireless sensor networks. In particular, we propose a novel composite random graph
obtained by the intersection of inhomogeneous random key graphs with Erdds-Rényi graphs
as a model for a large scale wireless sensor network secured by the heterogeneous random key
predistribution scheme under a uniform on-off channel model. We derive scaling conditions on
the model parameters so that with high probability i) the network has no isolated nodes, ii) is

connected, iii) the minimum node degree is no less than k, and iv) the network is k-connected.
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Figure 1.1: In this thesis, we focus on two specific application areas of random graphs, with a
different objective associated with each application area.

We then proceed by generalizing the uniform on-off channel model to a heterogeneous on-off
channel model where the wireless link availability between two nodes is determined based on
their respective classes. This induces a novel composite random graph model formed by the
intersection of inhomogeneous random key graphs with inhomogeneous Erdos-Rényi graphs.
We derive scaling conditions on the model parameters such that with high probability i) the
network has no isolated nodes, and ii) is connected.

We close this part by proposing inhomogeneous random K-out graphs as a novel modeling
framework for secure connectivity of large-scale, heterogeneous wireless sensor networks utiliz-
ing random pairwise key predistribution schemes. We derive scaling conditions on the model
parameters such that with high probability the resulting network is connected.

As will become apparent soon, the scaling conditions derived for the proposed random
graph models directly map to conditions on the parameters of the underlying random key
predistribution scheme so that the resulting wireless sensor network exhibits a desired property,
such as being connected. Since our results are typically presented in the form of sharp zero-one

laws, they provide a precise threshold for the model parameters, allowing for efficient design



of the underlying key predistribution scheme.

In the second part of the thesis, we look at random graphs as models for real-world social
networks. In contrast to the first part where we mainly focus on proposing novel random graph
models, herein, we utilize existing random graph models of social networks to understand how
infectious diseases (or, information) that entail evolutionary adaptations propagate in social
contexts. In particular, we consider the propagation of inhomogeneous spreading processes,
governed by the multiple-strain model on contact networks modeled by i) random graphs with
arbitrary degree distributions (generated by the configuration model) and ii) random graphs
with clustering. The former graphs capture the skewed degree sequences observed in real-world
social networks, yet they have a vanishing clustering coefficient in the limit of large network
size. The latter model generalizes the former as it could also generate graphs with non-trivial
clustering, hence, it resembles real-world social networks that are typically clustered.

We start by investigating the propagation of spreading processes governed by the multiple-
strain model on random graphs with arbitrary degree distributions. We propose a mathematical
theory that characterizes the expected epidemic size and the epidemic threshold as functions of
the structure of the underlying contact network, the properties of the spreading process, and
the evolutionary pathways of the propagating object. We also present extensive simulation
results on synthetic and real-world contact networks to validate our theory and reveal the
significant shortcomings of the classical epidemic models that do not capture evolutionary
adaptations. We close this part by investigating the case where co-infection with multiple
pathogen /information strains is possible and show that co-infection could lead the order of
phase transition to change from second-order to first-order.

We then investigate the propagation of the same class of spreading processes, yet on ran-
dom graphs with clustering. We propose a mathematical theory that accurately captures the
probability of emergence (the probability that the spreading process would eventually reach a
positive fraction of the nodes) and the epidemic threshold as functions of the structure of the

underlying contact network (which takes clustering into consideration), the properties of the



spreading process, and the evolutionary pathways of the propagating object. Our theoretical
results are validated by a simulation study that also reveals the impact of clustering on the
probability of emergence and the epidemic threshold.

A common takeaway from both parts is that homogeneous models are more resource-
efficient than their inhomogeneous counterparts, despite the fact that the latter facilitate
a broader modeling framework that accurately captures real-world networks and spreading pro-
cesses. In particular, in the first part of the thesis, we show that in some cases, inhomogeneous
random graph models require orders of magnitude more resources (e.g., number of crypto-
graphic keys per sensor node) than their homogeneous counterparts to be connected with high
probability. In addition, in the second part of the thesis, we show that inhomogeneous models
for spreading processes entailing evolutionary adaptations (on random graphs with arbitrary
degree distribution) could achieve (depending on the initial strain) a lower probability of emer-
gence (the probability that the spreading process would eventually reach a positive fraction of
the nodes) at a given mean degree as compared to a homogeneous spreading process without

evolution.



Chapter 2

Application Area I: Modeling secure connectiv-

ity of large-scale wireless sensor networks

The proliferation of wireless sensor networks in multiple application domains, such as military
applications, health care monitoring, among others, is attributed to their unique character-
istics, such as their versatility, small-size, low-cost, ease of use, and scalability [2,92, 161].
These features, however, give rise to unique security challenges that render wireless sensor net-
works vulnerable to a variety of security threats such as node capture attacks, node replication
attacks, and eavesdropping [142]. Indeed, power-hungry cryptosystems such as asymmetric
cryptosystems (public-key) are infeasible for securing large-scale wireless sensor networks that
typically consist of battery-powered nodes with simple computation and communication archi-
tectures [24,53,88,134]. Accordingly, symmetric cryptosystems were shown to offer a faster
and more energy-efficient alternative than their asymmetric counterpart, and they are deemed
as the most feasible choice for securing wireless sensor networks [24, 53].

One key question associated with the use of symmetric cryptosystems is the design of key
distribution mechanisms that facilitate the establishment of a secure communication infras-
tructure upon deploying the network and throughout its operation [24,37]. These mechanisms
shall i) be fully distributed to avoid relying on any third party or a base station, ii) not assume
any prior knowledge of post-deployment configuration, and iii) obey the hardware limitations
of wireless sensor networks. Additionally, the resulting network shall be securely connected in

a sense that there exists a secure communication path (not necessarily single-hop) between any



pair of sensor nodes. The connectivity of the network is essential to its proper operation as it
allows the exchange of control and data messages between any pair of sensor nodes.

Random key predistribution schemes were proposed in the seminal work of Eschenauer
and Gligor [53] to provide a feasible solution for key distribution in large-scale wireless sensor
networks utilizing symmetric cryptosystems. In Eschenauer-Gligor scheme, each sensor node
is assigned (before deployment) K cryptographic keys selected uniformly at random from a
large key pool of size P. After deployment, two sensor nodes can communicate securely over
an existing wireless channel if they share at least one key. The scheme does not require any
prior knowledge of post deployment configuration and the communication infrastructure could
be bootstrapped in a fully distributed manner. The resulting notion of adjacency under full
visibility case (when all wireless channels are available and reliable, hence the only condition for
two nodes to be adjacent is to share a cryptographic key) induces random key graphs, denoted
K(n; K, P), on the vertex set {1,...,n} where n is the number of sensor nodes.

Random key graphs K(n; K, P) are constructed as follows. Given theset V = {vy,vq,...,0,}
of n vertices, and an object pool of size P, each vertex v; is assigned a set ; of K objects
selected uniformly at random (without replacement) from the object pool. Two nodes v, and
v, are said to be adjacent if ¥, N Y, # (). Random key graphs provide a modeling framework
that enables the investigation of key design questions related to Eschenauer-Gligor scheme. For
example, how to choose the parameters of the scheme to ensure that the resulting network is
securely connected [159]. If the resulting network is securely connected, then there exists a se-
cure communication path between every pair of sensors. This secure path allows the exchange
of control and data messages between participating nodes [80].

Eschenauer and Gligor scheme paved the way for several other random key predistribution
schemes, including random pairwise key predistribution scheme proposed by Chan et al [24].
The random pairwise key predistribution scheme operates as follows. Each of the n sensor
nodes is paired (offline) with K distinct nodes which are randomly selected from among all

other nodes. If nodes ¢ and j were paired during the node-pairing stage, a unique (pairwise) key



is generated and stored in the memory modules of each of the paired sensors together with both
their IDs. After deployment, a secure link can be established between two communicating nodes
if they have at least one pairwise key in common. Under full visibility, the random pairwise
key predistribution scheme induces the random K-out graph, denoted H (n; K), on the vertex
set {1,...,n} where n is the number of sensor nodes.

Random K-out graphs H (n; K) are constructed on the vertex set V = {1,2,...,n} as
follows. FEach node v selects K distinct nodes uniformly at random from V \ {v} without
replacement. An undirected edge is assigned between nodes u and v if u selects v or v selects u,
or both; see [152] for details. Similar to the case with Eschenauer-Gligor scheme, the modeling
framework provided by random K-out graphs paves the way for investigating the relationship
between the parameters of random pairwise key predistribution scheme, namely the number of
choices K, and the secure connectivity of the resulting network [152]. In addition to modeling
secure connectivity of wireless sensor networks, a structure similar to random K-out graphs
was recently suggested by Fanti et al. [54, Algorithm 1] to provide anonymity guarantees for

transactions over cryptocurrency networks.

2.1 Inhomogeneous random graphs as models for het-
erogeneous wireless sensor networks

A common property among the aforementioned random graph models is their inherent homo-
geneity, characterized by a uniform treatment of all vertices which leads to a homogeneous de-
gree distribution. For instance, each vertex is given the same number of objects in random key
graphs, or picks the same number of nodes to be paired to in random K-out graphs. However,
real-world complex networks and emerging real-world applications are fundamentally complex
and heterogeneous [13,17], inducing the need for inhomogeneous variants of these classical
random graph models. In fact, the literature on random graphs is already shifting towards

inhomogeneous models initiated by the seminal work of Bollobas et al. on inhomogeneous



Erdés-Renyi graph [19] (see also [32]).

Emerging wireless sensor networks represent a pronounced example of heterogeneous net-
works that no longer fit the homogeneous modeling framework provided by the aforementioned
random graph models. In fact, many commercial and military applications are envisioned to
consist of heterogeneous nodes [38,91, 148, 150]. Namely, it is expected that participating
sensors will have varying level of resources (for communication, computation, storage, power,
etc.) and possibly a varying level of security and connectivity requirements. Hence, it may
be reasonable to assign more keys to mission-critical nodes to enhance their connectivity and

increase their robustness.

2.2 Inhomogeneous random key graphs

In [157], Yagan proposed a new variation of Eschenauer and Gligor scheme, referred to as
the heterogeneous random key predistribution scheme to tackle the aforementioned class of
heterogeneous networks. The scheme is described as follows. Given r classes, each sensor is
independently classified as a class-i node with probability p; > 0 for each ¢ = 1,... 7 such that
> iy i = 1. Then, sensors in class-i are each assigned K; keys selected uniformly at random
from a key pool of size P. Similar to Eschenauer and Gligor scheme, nodes that share key(s)
can communicate securely over an available channel after the deployment.

Under full visibility, the heterogeneous random key predistribution scheme gives rise to
a class of inhomogeneous random graphs referred to as inhomogeneous random key graphs
K(n; p, K, P) in [157] (this model is also known in the literature as the general random inter-
section graph; e.g., see [16,62,167]). These random graphs are constructed as follows. Given
the set V = {vy,vq,...,v,} of n vertices, and a key pool of size P, each node is assigned to one
of r possible classes according to a probability distribution g = {1, o, ..., -} with pg; > 0
for each ¢ =1,...,7 and >, u; = 1 where r is a fixed integer that does not scale with n. A
class-i node selects K; objects uniformly at random from an object pool of size P. Without

loss of generality, it is assumed that K; < Ky < ... < K,. As with classical random key
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graphs, two nodes are said to be adjacent if they have at least one object in common. In [157],
Yagan investigated the connectivity of inhomogeneous random key graphs under full visibility.
In particular, the analysis given in [157] provides guidelines on how to choose the parameters
of the heterogeneous random key predistribution scheme such that the resulting network is
securely connected under full visibility.

Note that edges in K(n;u, K, P) represent pairs of sensors that share at least one cryp-
tographic key, hence the model only encodes shared-key connectivity. In other words, it is
assumed that all wireless channels are available and reliable, hence the only condition for two
nodes to communicate securely is to share a cryptographic key. In practice, the wireless chan-
nel is often unreliable and sensor nodes typically have limited communication ranges, hence,
two sensor nodes which share a key may not eventually be adjacent due to the unavailability
of their corresponding wireless channel. Accordingly, the secure connectivity of the network
would not only be governed by the shared-key connectivity discussed above, but also by the
wireless connectivity. As a result, the scaling conditions given in [157] would be too optimistic

for real-world deployments characterized by unreliable wireless media.

2.3 Thesis contributions I

In this thesis, we aim to extend the results given by Yagan in [157] by modeling the wireless
connectivity of the network using an appropriate random graph model I(n;-), whose edges
represent pairs of sensors which have a wireless communication channel available in between.
The overall model of the network will then be an intersection of K(n; p, K, P) and I(n; -) since a
pair of sensors can establish a secure communication link if they share a key and have a wireless
channel available. A good candidate to model the wireless connectivity of a wireless sensor
network would be the disk model [68]: Assuming that nodes are distributed over a bounded
region D of a euclidean plane, nodes v; and v; located at x; and x;, respectively, are able to
communicate if |z; — z;|| < p, where p denotes the transmission radius. The case when node

locations are independently and uniformly distributed over the region D induces the random
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geometric graph [121], hereafter denoted I(n; p).

Consider a composite random graph obtained by intersecting inhomogeneous random key
graphs with random geometric graphs, namely, K(n;u, K, P) N 1(n;p). Indeed, the result-
ing random graph represents an accurate model for a wireless sensor network secured by the
heterogeneous random key predistribution scheme, where two nodes are adjacent only if they
share a key and are within the transmission radius of each other. Unfortunately, analyzing the
connectivity of K(n;pu, K, P) N1(n;p) is likely to be very challenging [156]. For example, de-
spite many attempts, the Gupta-Kumar conjecture [68] on the connectivity of G(n; o) NI(n; p)
where G(n; «) represents an Erdés-Rényi graph, has remained unsolved until very recently by
Penrose [122]; see [156] for a detailed discussion on the difficulties involved in analyzing the
intersection of different types of graphs.

The preceding discussion brings about a crucial question, namely, is there any communi-
cation model that provides a good approximation of the classical disk model, but also allows a
comprehensive analysis of the resulting composite random graph? This question was answered
in the affirmative in [152,156], where it was shown that an independent on-off channel model
— represented by an Erdés-Rényi graph G(n; «) — provides a good approximation of the disk
model in settings similar to those considered here.

Inspired by the success in these previous approaches, here we also model the wireless com-
munication connectivity of the wireless sensor network by an Erdds-Rényi graph G(n;a) and
investigate key properties of the intersection model K(n;p, K, P) N G(n; ). As soon will be-
come apparent, this approach paves the way for i) establishing rigorous results concerning key
properties of the intersection model and ii) demonstrating via simulations that these results
still appear to apply under the more realistic disk model. In particular, simulation results
indicate that K(n;u, K, P) N1(n; p) and K(n; u, K, P) N G(n; a) behave similarly with respect
to the properties of interest, when o and p are matched to lead to the same probability of
wireless channel availability.

A summary of the results we establish for the composite random graph K(n;u, K, P) N

12



G(n; ) is given below.
e A zero-one law for the absence of isolated nodes in K(n; p, K, P) N G(n; ) [47,50].
e A zero-one law for the connectivity of K(n;u, K, P) N G(n;«) [47,50].

e A zero-one law for the minimum node degree of K(n;u, K, P) N G(n;«) being no less

than k [42,44).
e A zero-one law for the k-connectivity! of K(n;u, K, P) N G(n;a) [42,45].

The aforementioned theoretical results are all obtained in the asymptotic regime when the
number of nodes tends to infinity, yet they are also supported by simulation studies demon-
strating that i) despite their asymptotic nature, they are in fact useful in designing finite-node
wireless sensor networks so that they achieve secure connectivity with high probability; and
ii) despite the simplicity of the on-off communication model, the probability of connectivity in
the resulting wireless sensor network approximates very well the case where the disk model is
used.

We then proceed by investigating the connectivity of wireless sensor networks secured by
the heterogeneous random key predistribution scheme under a heterogeneous on-off channel
model. In this channel model, the wireless channel between a class-i node and a class-j node
is on with probability a;; and off with probability 1 — «;;, independently. This gives rise to a
r X r channel probability matrix @ where the element at the ¢th row and jth column is given
by ;. The heterogeneous on-off channel model accounts for the fact that different nodes
could have different radio capabilities, or could be deployed in locations with different channel
characteristics. In addition, it offers the flexibility of modeling several interesting scenarios,
such as when nodes of the same type are more (or less) likely to be adjacent with one another
than with nodes belonging to other classes. The heterogeneous on-off channel model gives rise

to inhomogeneous Erdés-Rényi graphs [19,32], denoted hereafter by G(n, u, ). In these graphs,

!Note that a network is said to be k-connected if its connectivity is preserved despite the failure of any
(k — 1) nodes or links; a network is said to be connected if it is 1-connected.
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each of the n vertices is classified as class-i with probability y; > 0 such that Y, p; = 1. Two
vertices v, and v,, which belong to class-i and class-j, respectively, are adjacent if B(a;;) = 1,
where B(a;;) denotes a Bernoulli random variable with success probability o;;.

The overall network in this case can be modeled by a composite random graph model
formed by the intersection of an inhomogeneous random key graph with an inhomogeneous
Erd6s-Rényi graph. We denote the intersection graph by K(n;p, K, P) N G(n; u,a). An edge
exists in K(n; u, K, P) N G(n; p,a) only if it exists in K(n; p, K, P), i.e., both nodes share a
key, and G(n; u, @), i.e., both nodes share a wireless channel. Hence, edges in H(n; u, K, P, @)
represent pairs of sensors that both i) share a key and ii) have a wireless channel in between
that is on.

A summary of the results we establish for the composite random graph K(n;u, K, P) N

G(n; p, @) is given below.
e A zero-one law for the absence of isolated nodes in K(n; p, K, P) N G(n; p, ) [48].
e A zero-one law for the connectivity of K(n;u, K, P) N G(n; p,a) [41].

Essentially, our results provide design guidelines on how to choose the parameters of the het-
erogeneous random key predistribution scheme such that the resulting wireless sensor network
is securely connected under a heterogeneous on-off channel model. Our results are supported
by a simulation study demonstrating that despite their asymptotic nature, our results can
in fact be useful in designing finite-node wireless sensor network so that they achieve secure

connectivity with high probability.

2.4 Inhomogeneous random K-out graphs

Random K-out graphs provide an accurate modeling framework for a class of wireless sensor
networks utilizing random pairwise key predistribution scheme. An inherent assumption, how-
ever, is that all nodes are treated uniformly in a sense that each node selects the same number K

of other nodes to be paired to. Indeed, the heterogeneity of emerging wireless sensor networks
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gives rise to the cases where nodes have dissimilar roles, or dissimilar connectivity, centrality,
or security requirements, hence different nodes could be paired to a different number of other
nodes. This induces the need for a broader modeling framework that generalizes Chan et al.

scheme [24] to heterogeneous networks.

2.5 Thesis contributions 11

In this thesis, we propose inhomogeneous random K-out graphs H(n; p, K) [46,51] as a modeling
framework for a class of random pairwise key predistribution schemes that generalize Chan et
al. scheme [24] for heterogeneous networks under full visibility. Inhomogeneous random K-out
graphs H(n; u, K) are constructed as follows. First, each of the n nodes is assigned to class-i
with probability u; > 0 for ¢ = 1,...,r, where r is a fixed positive integer that does not scale
with n and ), u; = 1. Each class-i node chooses K; distinct nodes selected uniformly at
random from among all other nodes. Two nodes u and v are connected by an edge if u selects
v, v selects u, or both. Without loss of generality, we assume that K; < Ky < ... < K.

The connectivity of random K-out graphs was studied in [55,152], where it was shown that

0 if K=1
lim P [H(n; K) is connected] = (2.1)

n—oo
1 if K>2

In other words, it is sufficient to set K = 2 to obtain a network that is connected with high
probability as the network size tends to infinity. In fact, from the bounds obtained in [152], it
is seen that probability that H(n;2) is connected exceeds 0.99 already with n = 50 nodes.
We investigate the connectivity of H(n;u, K) for the particular case when K; = 1 (note
that if Ky > 2, then the graph is connected with high probability according to (2.1)). More
precisely, we seek conditions on Ky, K3, ..., K, and g such that the resulting graph is connected

with high probability when K; = 1. Our main results [49,51] show that

e H (n;pu, K) is connected with high probability if and only if K, ,, = w(1). In other words,

15



if the largest key ring size K, ,, grows unboundedly large as n — oo, then the probability

that H(n;u, K,) is connected approaches one in the same limit.

e However, any bounded choice of K, ,, ie., K., = O(1) gives a positive probability of

H (n; u, K,,) being not connected in the limit of large n.

Comparing our results with (2.1) sheds the light on a striking difference between inhomo-
geneous random K-out graphs H (n; p, K) and their homogeneous counterparts H (n; K). In
particular, the flexibility of organizing the nodes into several classes with different character-
istics (with K = 1) comes at the expense of requiring lim,_,», K, = 0o, in contrast to the
homogeneous case where having K = 2 was sufficient to ensure connectivity.

Before we transition into the second application area, we summarize our contributions thus

far in Table 2.1.
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Application
Area I: Modeling
secure connectivity
of large-scale
wireless sensor
networks

Proposed Model I:
K(n; p, K, P) N G(n; )

Modeling connectivity of wireless sensor
networks secured by the heterogeneous ran-
dom key predistribution scheme under a uni-
form on-off channel model

Results:
e A zero-one for the absence of isolated
nodes.
e A zero-one law for connectivity.
e A zero-one law for the minimum node
degree being no less than k.
e A zero-one law for k-connectivity.

Proposed Model 1I:
K(n;pu, K, P) N G(n; p, )

Modeling connectivity of wireless sensor
networks secured by the heterogeneous ran-
dom key predistribution scheme under a het-
erogeneous on-off channel model

Results:
e A zero-one for the absence of isolated
nodes.
e A zero-one law for connectivity.

Proposed Model III:
H(n; p, K )

Modeling connectivity of wireless sensor
networks secured by the heterogeneous ran-
dom pairwise predistribution scheme under
full visibility

Results:

e Showing that the probability of con-
nectivity is strictly less than one when
K,,=0(1).

e Deriving a one law for connectivity
when K, , = w(1).

Table 2.1: A summary of the proposed models and contributions with regard to the first
application area, namely, modeling secure connectivity of large-scale wireless sensor networks
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Chapter 3

Application Area II: Modeling real-world social

networks

The study of Social networks has attracted great interest and curiosity from a multidisciplinary
perspective. In social sciences, theoretical and empirical studies were carried out for over 50
yeas [113,143] to investigate the patterns of social connections among humans, and their
implications on the spread of diseases, rumors, or information [110]. More recently, there has
been a surge of interest in social networks from applied mathematics and related fields due to
the availability of large-scale datasets representing real-world social networks and the advances
in mathematical modeling of networks. We refer the reader to [57,113,143] for a brief history
of social network analysis.

Social networks represent a class of networks where vertices denote social entities such as
individuals, communities, or countries, and an edge between two vertices represents a social
relation between them. The social relation could represent a friendship between two individuals,
a flow of trade between two countries, etc. Modeling such complex social systems by networks
paves the way for investigating the influence of the connection patterns among social entities
on the behavior of the network. For example, the prevalence of communities (or clusters) of
people who share similar features, such as ethnicity, in a social network reveals the presence of
homophily [94]. Indeed, homophily has a tremendous effect on the behavior of a social system,
as it limits the information people receive and the interactions they experience only to those

similar to them [107].
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The theory of random graphs is of significant relevance to the area of social networks. In
particular, a large body of research has proposed several random graph models with the aim
of creating networks that resemble the structure of real-world social networks. For example,
random graphs with arbitrary degree distribution [100,115] are widely used as models for social
networks since they can match the skewed degree distribution observed in real-world social
networks [116]. In addition, random graphs with clustering [97,109] (graphs that are generated
randomly from given distributions specifying the number of single edges and triangles for any

given node) could resemble the structure of clustered real-world social networks.

3.1 Spreading processes

Of particular interest in the context of social networks is the study of how spreading processes,
such as rumors, information, influence, or diseases propagate over these networks [12,35, 108,
149,168]. A typical question in this context is whether an information (or rumor, infectious
disease, etc.) starting from an arbitrary individual would eventually reach a significant number
of people. A conventional model for spreading processes is the SIR epidemic model. In this
context, an individual is either susceptible (S) meaning that she has not yet received the
information/disease, or infectious (I) meaning that she has received the information/disease
and is capable of spreading it to her contacts, or recovered (R) meaning that she is no longer
spreading the information/disease. The dynamics of diffusion can be described as in [108].
An infectious individual ¢ transmits the information/disease to a susceptible individual j with
probability T;; = 1 — exp(—/0;;7;), where (;; denotes the rate of infectious contacts from node
i to node j and 7; denotes the infectious period of node i, i.e., the period of time during which
node ¢ remains infective.

The infectious period 7; is a random variable with a Cumulative Distribution Function
(CDF) F;(u), and the infectious contact rate §;; is also a random variable with a CDF Fj(v).
It was established in [108] that when i) the infectious contact rates between individuals are

independent and identically distributed (i.i.d) and that ii) the infectious periods for all individ-
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uals are also i.i.d., then the spread of a diseases/information on a contact network is isomorphic
to a bond-percolation model on the contact network with a bond percolation parameter given
by!
o
T— (L) =1~ [ e AR (B)E.(r)
0

where T was called the transmissibility of the disease. The isomorphism to a bond-percolation
problem allowed for the use of the generating function approach to derive the threshold, prob-

ability, and final size of epidemics on a contact network with arbitrary degree distributions.

3.2 Evolutionary adaptations

One inherent assumption related to the classical bond-percolation framework is that the prop-
agating object, i.e., a disease or a piece of information, is transferred across the nodes without
going through any modification or evolution [10,35, 114,124,149, 168]. However, in real-life
spreading processes, pathogens often evolve in response to changing environments and medi-
cal interventions [3,7,86], and information is often modified by individuals before being for-
warded [1,163]. In fact, 60% of the (approximately) 400 emerging infectious diseases that have
been identified since 1940 are zoonotic ? [75,105]. A zoonotic disease is initially poorly adapted,
poorly replicated, and inefficiently transmitted [118], hence its ability to go from animal-to-
human transmissions to human-to-human transmissions depends on the pathogen evolving to a
strain that is well-adapted to the human host. For instance, genetic variations in some critical
genes were reported to be essential for the transition from animal-to-human transmission to
human-to-human transmission in the severe acute respiratory syndrome (SARS) outbreak of
2002-2003 [136].

In this thesis, we aim to bridge the disconnect between how spreading processes propagate

Later on, Kenah and Robins [78] proved that this isomorphism to a bond-percolation problem is valid only
when the distribution of the infectious periods is degenerate, i.e., 7; = 19 for all ¢ = 1,2,..., where 79 is a
constant.

2A zoonosis is any disease or infection that is naturally transmissible from vertebrate animals to humans
[117].

20



and evolve in real-life, and the current propagation models that by and large ignore evolution-
ary adaptations. In particular, we consider a class of inhomogeneous epidemic models referred
to as multiple-strain models. These models account for evolutionary adaptations as follows.
The initial strain of the pathogen/information could mutate to a different strain with different
transmissibility at some point during the propagation. The mutant could also further mutate
to another strain, or mutate back to the original strain at some point during the propagation.
At any point during the propagation, multiple strains with different transmissibilities may
coexist in the population. Hence, multiple-strain models essentially generalize the SIR model
by creating several possible substates for the infected state, e.g., infected with strain-1, in-
fected with strain-2, etc., and providing mutation rules governing the transitions among these
substates.

We analyze the propagation of spreading processes governed by the multiple-strain model
on random graphs with arbitrary degree distribution, generated by the configuration model
[100, 115]. The configuration model generates random graphs with specified degree sequence
(sampled from an arbitrary degree distribution), but are otherwise random, by taking a uni-
formly random matching on the half-edges of the specified degree sequence. The configuration
model provides a tractable mathematical framework that allows the investigation of several
key properties related to the spreading process and how it interacts with the structure of the
underlying graph, as specified by its degree distribution. In addition, since the model could
match the degree sequence of real-world social networks, it would essentially generate graphs

that resemble such real-world networks to a great extent.

3.3 Thesis contributions III

We investigate the evolution of spreading processes, such as infectious diseases or information,
in social networks with the aim of i) revealing the role of evolutionary adaptations on the
threshold, probability, and final size of epidemics; and ii) exploring the interplay between the

structural properties of the network and the process of evolution. We start by considering
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the case where co-infection with different pathogen strains (respectively, different variations of
information) is not possible, i.e., a susceptible individual may only be infected with a single
pathogen strain (respectively, a single variant of the information). In this case, we develop a
mathematical theory that accurately predicts the epidemic threshold and the expected epidemic
size as functions of the characteristics of the spreading process, the evolutionary pathways of
the pathogen (respectively, information), and the structure of the underlying contact network.
In addition to the mathematical theory, we perform extensive simulations on synthetic and
real-world contact networks to verify our theory and reveal the significant shortcomings of the
classical bond percolation models that do not capture evolution.

Our results reveal that the classical bond percolation models may accurately predict the
threshold and final size of epidemics, but their predictions on the probability of emergence are
inaccurate on both synthetic and real-world networks. This inaccuracy sheds the light on a
fundamental disconnect between the classical bond-percolation models and real-life spreading
processes that entail evolution. Then, we consider the case when co-infection is possible, i.e.,
a susceptible individual who receives simultaneous infections with multiple pathogen strains
(respectively, multiple variations of information) becomes co-infected. We show by computer
simulations that co-infection gives rise to a rich set of dynamics: it can amplify or inhibit the
spreading dynamics, and more remarkably lead the order of phase transition to change from
second-order to first-order. We investigate the delicate interplay between the characteristics of
co-infection, the structure of the underlying contact network, and the evolutionary pathways
of the pathogen (respectively, information) and reveal the cases where such interplay induces

a first-order phase transition for the expected epidemic size.

3.4 Clustered social networks

Although random graphs generated by the configuration model could resemble the degree
sequences observed in real-world social networks, they have a vanishingly small clustering

coefficient that tends to zero in the limit of large network size. Hence, the random graphs
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generated by the configuration model can not accurately capture some important aspects of
real-world social networks, most notably the property of high clustering [132,144], which has
a significant impact on the behavior of various spreading processes [70, 72].

To better model real-world social networks that are typically clustered, we utilize a model
that generates random networks with clustering as introduced by Miller [97] and Newman [109],
i.e., graphs are generated randomly from given distributions specifying the number of single
edges and triangles for any given node. Our objective is to investigate the characteristics of
spreading processes that entail evolutionary adaptations on such random graph models with
tunable clustering. In particular, we aim to present a mathematical theory that predicts the
epidemic threshold and the probability of emergence as functions of the characteristics of the
spreading object, the evolutionary pathways of the pathogen/information, and the structure

of the underlying network as given by the degree distribution and the clustering coefficient.

3.5 Thesis contributions IV

We investigate the evolution of spreading processes, such as infectious diseases or informa-
tion, in clustered social networks, hence we extend our previous results for the case when the
underlying graph had a vanishingly small clustering coefficient. Our objectives are to i) re-
veal the role of evolutionary adaptations on the threshold and probability of epidemics when
the network exhibits a non-vanishing clustering coefficient; as well as ii) identify the inter-
play between the structural properties of the network (as given by the degree distribution and
clustering coefficient) and evolutionary adaptations. Our results are given in the form of a
mathematical theory that accurately predicts the epidemic threshold and the probability of
emergence as functions of the characteristics of the spreading process, the evolutionary path-
ways of the pathogen (respectively, information), and the structure of the underlying contact
network (as given by its degree distribution and clustering coefficient). Simulation results on
synthetic networks are also provided to verify our theory.

A summary of our contributions in this application area is given in Table 3.1.
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Application
Area II: Modeling
real-world social
networks

Proposed Model I:
Inhomogeneous spreading
processes governed by the
multiple-strain model on
random graphs with
arbitrary degree
distribution generated by
the configuration model

Modeling the spread of information or in-
fectious diseases entailing evolutionary adap-
tations on real-world social networks charac-
terized by their degree distribution

Results:

e Proposing a mathematical theory that
predicts the threshold and final size of
epidemics.

e Revealing the shortcomings of classi-
cal bond percolation model that do
not capture evolutionary adaptations
through extensive simulations results
on synthetic and real-world networks.

e Specifying the interplay between the
characteristics of co-infection and the
type of phase transition that the ex-
pected epidemic size undergoes

Proposed Model II:
Inhomogeneous spreading
processes governed by the
multiple-strain model on
random graphs with
clustering

Modeling the spread of information or in-
fectious diseases entailing evolutionary adap-
tations on clustered real-world social net-
works

Results:
e Proposing a mathematical theory that
predicts the threshold and probability
of epidemics.

Table 3.1: A summary of the proposed models and contributions with regard to the second
application area, namely, modeling real-world social networks
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Chapter 4

The structure of the thesis

The rest of the thesis is organized as follows. In the first part of the thesis (Part IT), we focus on
the first application area, namely, the role of random graphs in providing a modeling framework
for secure connectivity of large-scale wireless sensor networks utilizing random predistribution
of cryptographic keys. In Chapter 6, we present our results on the connectivity of wireless
sensor networks secured by the heterogeneous random key predistribution scheme under a
uniform on-off channel model where the channel between two nodes is on (respectively, off)
with probability « (respectively, 1 — «), independently and regardless of the class of the two
nodes. In particular, we present a novel composite random graph formed by the intersection
of inhomogeneous random key graphs and Erdos-Rényi graphs as a model for the shared-key
connectivity and wireless connectivity of the sensor network. We then establish sharp zero-one
laws for the properties that i) the graph has no isolated nodes, ii) the graph is connected, iii)
the minimum node degree is no less than k, and iv) the graph is k-connected.

In Chapter 7, we generalize the uniform on-off channel model to a heterogeneous on-off
channel model, where the channel between a class-i node and a class-j node is on (respectively,
off) with probability a;; (respectively, 1 — «;) independently. We present a novel composite
random graph formed by the intersection of inhomogeneous random key graphs and inhomoge-
neous Erdos-Rényi graphs as a model for the shared-key connectivity and wireless connectivity
of the sensor network in this case. We then establish zero-one laws for the properties that i)
the graph has no isolated nodes, and ii) the graph is connected.

In Chapter 8, we propose inhomogeneous random K-out graphs as a modeling framework for
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heterogeneous wireless sensor networks utilizing random pairwise key predistribution scheme.
In our model, each node is classified as class-¢ with probability u; > 0 for e = 1,...,r and a
class-i node selects K, other nodes to be paired to. With K;, < ...K,,, we focus on the
particular case when K, = 1 and derive i) an upper-bound on the probability of connectivity
when the largest number of selections K, ,, is finite, and ii) a one-law for connectivity when
K, , =w(l).

The second part of the thesis (Part III) focuses on the second application area, namely,
random graphs as models for real-world social networks. In this part, we investigate the prop-
agation of inhomogeneous spreading processes characterized by the multiple-strain model on
contact networks modeled by i) random graphs with arbitrary degree distributions (Chapter 9)
and ii) random graphs with clustering (Chapter 10). In Chapter 9, we derive a mathematical
theory that characterizes the expected epidemic size and the epidemic threshold for spreading
processes governed by the multiple-strain framework on random graphs with arbitrary degree
distributions. We also show by computer simulations (on synthetic and real-world networks)
the significant shortcomings of the classical bond-percolation models that do not capture evo-
lutionary adaptations. We close the chapter by considering the case where co-infection with
multiple pathogen strains is possible and show by computer simulations that co-infection could
lead the order of phase transition for the expected epidemic size to change from second-order
to first-order.

In Chapter 10, we consider contact networks modeled by random graphs with clustering
to account for the fact that many real-world social networks are highly clustered. We de-
rive a mathematical theory that characterizes the probability of emergence and the epidemic
threshold for spreading processes governed by the multiple-strain framework on contact net-
works modeled by random graphs with clustering. Our results are complemented by computer
simulations that validate their accuracy and reveal the impact of clustering.

Finally, in Chapter 11, we give the concluding remarks and in Chapter 12, we discuss

potential directions for future work.
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Chapter 5

Notations and conventions

All limiting statements, including asymptotic equivalence are considered with the number of
sensor nodes n going to infinity. The random variables (rvs) under consideration are all defined
on the same probability triple (2, F,P). Probabilistic statements are made with respect to
this probability measure P, and we denote the corresponding expectation by E. The indicator
function of an event E is denoted by 1[E]. We say that an event holds with high probability
(whp) if it holds with probability 1 as n — oco. For any event E, we let E denote the complement
of E. For any discrete set S, we write |S| for its cardinality. For sets S, and Sy, the relative
complement of S, in Sy is given by S, \ Sp,. In comparing the asymptotic behaviors of the
sequences {a,}, {b,}, we use a, = o(b,), a, = w(b,), a, = O(b,), a, = Q(b,), and a,, = O(b,),
with their meaning in the standard Landau notation. Namely, we write a,, = o(b,,) (respectively,
a, = w(b,)) as a shorthand for the relation lim, =0 (respectively, lim,, g = 00),
whereas a,, = O(b,,) means that there exists ¢ > 0 such that a,, < ¢b,, for all n sufficiently large.
Also, we have a,, = Q(b,) if b, = O(a,), or equivalently, if there exists ¢ > 0 such that a,, > cb,
for all n sufficiently large. We write a,, = O(b,) if we have a,, = O(b,,) and a,, = 2(b,) at the
same time. We also use a,, ~ b, to denote the asymptotic equivalence lim,,_,, a,/b, = 1. We
write Ny to denote the set of natural numbers excluding zero, i.e., Ny = {1,2,3,...}. Finally,
we write X < Y, for two random variables X and Y, to mean that X and Y are equal in

distribution.
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Part 11

Application Area I: Modeling Secure
Connectivity of Large-Scale Wireless

Sensor Networks
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Chapter 6

Results on inhomogeneous random key graphs

intersecting Erdos-Rényi graphs

6.1 Motivation

In their seminal work, Eschenauer and Gligor proposed a random key predistribution scheme
as a practical and efficient method for key-establishment in large scale wireless sensor networks
[53]. Their scheme operates as follows: before deployment, each node is given a random set of
K cryptographic keys, selected uniformly (without replacement) from a large key pool of size
P. After deployment, two nodes can communicate securely over an existing channel if they
share at least one key!. Eschenauer-Gligor scheme is currently regarded as one of the most
feasible solutions for key-establishment among sensor nodes, e.g., see [125, Chapter 13|, [22],
and references therein, and has led the way to several other variants, including the ¢g-composite
scheme [24], the random pairwise scheme [24], and many others.

Eschenauer-Gligor scheme inherently assumes that all nodes are homogeneous in terms of
their roles and capabilities, hence they are assigned the same number K of keys. However,
emerging wireless sensor network applications are complex and are envisioned to require the

coexistence of different classes of nodes with different roles and capabilities [150]. For instance,

!There are multiple reasons why node-to-node encryption/decryption is vital to wireless sensor networks.
Firstly, each node broadcasts an encrypted packet which contains the entire header info; i.e., source and
destination addresses are encrypted. Hence, each packet has to be decrypted to be routed. Furthermore, the
lack of a trusted third party induces the need for shared-keys between nodes to ensure the authenticity of
communication among them [24].
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a particular class of nodes may act as cluster heads that are used to connect several clusters
of nodes together. These cluster heads need to communicate with a large number of nodes in
their vicinity and they are also expected to be more powerful than regular nodes. Thus, more
keys should be given to the cluster heads to ensure high levels of connectivity and security.

To cope with the expected heterogeneity in wireless sensor network topologies, Yagan pro-
posed a new variation of Eschenauer-Gligor scheme, referred to as the heterogeneous random
key predistribution scheme [157]. The heterogeneous scheme considers the case when the
network includes sensors with varying levels of resources, features, security, or connectivity re-
quirements. The scheme is described as follows. Given r classes, each sensor is independently
classified as a class-¢ node with probability p; > 0 for each ¢« = 1, ..., 7. Then, sensors in class-i
are each assigned K; keys selected uniformly at random from a key pool of size P. Similar
to Eschenauer-Gligor scheme, nodes that share at least one common key (regardless of their
class) can communicate securely over an available channel after deployment.

Given the randomness involved in Eschenauer-Gligor scheme and the heterogeneous scheme,
there is a positive probability that a pair of nodes may have no common key, thus can not
establish a secure communication link in between. Moreover, two nodes that share a key may
not have a wireless channel in between (possibly because of the limited transmission radius).
Hence, it is natural to ask whether the resulting network would be securely connected or not.
Specifically, two nodes are securely connected if they share a key and have a communication
channel in between. A network is said to be connected if there is a path between every pair of
vertices. In essence, one needs to know if it is possible to control the parameters of the scheme
(possibly as functions of the network size n), such that the resulting network is connected with
high probability. Indeed, there is a fundamental interplay between the security and connectivity
of the resulting network. To see this, consider the classical Eschenauer-Gligor scheme where
all nodes receive the same number of keys K from a key pool of size P. Note that when
an adversary captures one node, a K/P fraction of the key pool is revealed to the adversary

allowing her to compromise secure communications. Thus, from a security standpoint, it is
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better to minimize the fraction K /P to improve the resiliency of the network against node
capture attacks [33]. However, it is clear that from a connectivity standpoint, it is always
better to increase K or decrease P (thus increasing the fraction K/P), to make it more likely
for two nodes to end up sharing a key. That is why it is crucial to know the exact minimum
conditions required to achieve the desired level of connectivity by means of a sharp zero-one
law -Only then we can avoid overshooting the parameters and losing from resiliency.

In [157], Yagan considered a wireless sensor network secured by the heterogeneous scheme
under full-visibility assumption, i.e., all pairs of sensors have a communication channel in
between, hence the only condition for two nodes to be connected is to share a key. Therein, they
established scaling conditions on the parameters of the heterogeneous scheme as functions of the
network size n such that the resulting network is connected with high probability as the number
of nodes gets large. In particular, they considered a random graph model naturally induced
by the heterogeneous scheme and established scaling conditions on the model parameters such
that the resulting graph is connected with high probability as the number of nodes gets large.
Specifically, with K = {K1, Ks, ..., K.}, p = {1, g2, - . ., pt }, and n denoting the network size,
we let K(n; u, K, P) denote the random graph induced by the heterogeneous key predistribution
scheme, where any pair of vertices are adjacent as long as they share a key. This model was
referred to as the inhomogeneous random key graph in [157], where zero-one laws for absence
of isolated nodes and connectivity were established. The inhomogeneous random key graph
models the shared-key connectivity of the wireless sensor networks under the heterogeneous
scheme.

This chapter is motivated by the fact that the full-visibility assumption is not likely to hold
in real-world implementations of wireless sensor networks. In particular, the randomness of the
wireless channel as well as limited transmission ranges would severely limit the availability of
wireless channels between nodes, rendering two nodes disconnected even when they share a key.
In fact, as wireless connectivity comes into play, an essential question arises: Under a given

model for wireless connectivity, is it possible to control the parameters of the heterogeneous
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scheme to ensure that the resulting network is connected?

In [156], it was shown that an independent on-off channel model provides a good approxi-
mation of the more-realistic disk model for understanding the critical scalings of connectivity
in settings similar to ones we consider here. In the independent on-off channel model, the
wireless channel between any given pair of nodes is either on (with probability «) or off (with
probability 1 — «) independently from all other channels. The model induces an Erdds-Rényi
graph G(n;«), where an edge exists (respectively does not exist) between two vertices with
probability « (respectively 1 — «) independently from all other edges. With this in mind,
we model the wireless connectivity of the wireless sensor network by an Erddés-Rényi graph
G(n; «) and study the connectivity of the intersecting graph K(n;u, K, P) N G(n; «). This ap-
proach allows us to i) establish rigorous results concerning the secure connectivity of wireless
sensor networks albeit using a simplified wireless communication model, and ii) demonstrate
via simulations that these results still apply under the more realistic disk model.

In addition to having connectivity, reliability against the failure of sensors or links is impor-
tant in wireless sensor network applications where sensors are unattended for long periods of
time (e.g., environmental monitoring), or, are prone to node-capture attacks (e.g., battlefield
surveillance), or, are used in life-critical applications (e.g., patient monitoring). With this in
mind, we will also derive scaling conditions on the parameters of the intersecting graph with
respect to the network size n such that i) the minimum node degree of the graph is no less
than k and ii) the graph is k-connected. A network is said to be k-connected if its connectiv-
ity is preserved despite the failure of any (k — 1) nodes or links; a network is simply said to
be connected if it is 1-connected. Therefore, k-connectivity provides a guarantee of network
reliability against the possible failures of sensors or links due to adversarial attacks, battery
depletion, or harsh environmental conditions. Also, k-connectivity ensures that each pair of
nodes in the network are connected by at least & mutually disjoint paths [121].

k-connectivity — a fundamental property of graphs — is particularly important in secure

sensor networks where nodes operate autonomously and are physically unprotected. For in-
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stance, k-connectivity provides communication security against an adversary that is able to
compromise up to (k — 1) links by launching a sensor capture attack [24]; i.e., two sensors can
communicate securely as long as at least one of the k disjoint paths connecting them consists
of links that are not compromised by the adversary. Also, k-connectivity improves robustness
against network disconnection due to battery depletion, in both normal mode of operation and
under battery-depletion attacks [87,138]. Furthermore, it enables flexible communication-load
balancing across multiple paths so that network energy consumption is distributed without
penalizing any access path [58]. In addition, k-connectivity is useful in achieving consensus
despite adversarial nodes in the network. Specifically, if & = 2m + 1 where m is the number
of adversary-controlled nodes, k-connectivity guarantees that consensus can be reached in any
network with n > m nodes [36,166]. Finally, k-connectivity has important implications on
mobile connectivity of wireless sensor networks. For instance, if a network is k-connected, then
any of its (k — 1) nodes can be made mobile, and move anywhere in the network freely, while
the network remains at least 1-connected all the time. So, in applications where only a small
number of sensors need to be mobile, whereas others will be static, k-connectivity will be a

crucial property that ensures continuous connectivity of the network.

6.2 A roadmap

In this chapter we propose a novel composite random graph that offers a modeling frame-
work for large-scale wireless sensor networks secured by the heterogeneous key predistribution
scheme under an independent on-off channel model. The heterogeneous scheme induces an
inhomogeneous random key graph, denoted by K(n;p, K, P) and the on-off channel model
induces an Erdds-Rényi graph, denoted by G(n, ). Hence, the overall random graph modeling
the network is obtained by the intersection of K(n; u, K, P) and G(n, a). We start by present-
ing conditions on how to scale the parameters of the intersecting graph with respect to the
network size n such that the graph i) has no isolated nodes and ii) is connected, both with high

probability as the number of nodes gets large. Then, we proceed by presenting scaling condi-
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tions on the model parameters such that iii) the minimum node degree is no less than k, and
iv) the graph is k-connected. Our results are supported by a simulation study demonstrating
that i) despite their asymptotic nature, our results can in fact be useful in designing finite-node
wireless sensor networks so that they achieve secure connectivity with high probability; and
ii) despite the simplicity of the on-off communication model, the probability of connectivity in
the resulting wireless sensor network approximates very well the case where the disk model is

used.

6.3 Model definitions

We consider a network consisting of n sensor nodes labeled as vy, vs,...,v,. Each sensor
is assigned to one of the r possible classes (e.g., priority levels) according to a probability
distribution g = {1, g, . . ., pr } with p; > 0 for each ¢ = 1,... 7; clearly it is also needed that
> iy pi = 1. Prior to deployment, each class-i node is given K; cryptographic keys selected
uniformly at random from a pool of size P. Hence, the key ring X, of node v, is a Pk, -valued
random variable (rv) where P4 denotes the collection of all subsets of {1,..., P} with exactly

A elements and t, denotes the class of node v,. The rvs 3¢, X9, ..., %, are then i.i.d. with
P!
IP[EJ;:SHJ;:i]z( ) , S € Pkg,.

After the deployment, two sensors can communicate securely over an existing communication
channel if they have at least one key in common.

Throughout, we let K = {K;, K,,..., K.}, and assume without loss of generality that
Ky < Ky < ... < K,. Consider a random graph K induced on the vertex set V = {vy,...,v,}
such that distinct nodes v, and v, are adjacent in K, denoted by the event K, if they have

at least one cryptographic key in common, i.e.,
Ky =2, N%, #0]. (6.1)
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The adjacency condition (6.1) characterizes the inhomogeneous random key graph K(n; u, K, P)
that has been introduced recently in [157]. This model is also known in the literature as the
general random intersection graph; e.g., see [16,62,167].

The inhomogeneous random key graph models the cryptographic connectivity of the un-
derlying wireless sensor network. In particular, the probability p;; that a class-i node and a

class-j node have a common key, and thus are adjacent in K(n;u, K, P), is given by

pmzmxﬁzl—(P%@)/Ki) (6.2)

as long as K; + K; < P; otherwise if K; + K; > P, we clearly have p;; = 1. We also find it
useful to define the mean probability A; of edge occurrence for a class-i node in K(n; u, K, P).

With arbitrary nodes v, and v,, we have
N =Py [to=i]=> pyu;, i=1...r (6.3)
j=1

as we condition on the class t, of node v,. In addition, we define the mean key ring size by
Kovg; 1.6,

Ko=) _ K. (6.4)
j=1

In this work, we consider the communication topology of the wireless sensor network as
consisting of independent channels that are either on (with probability «) or off (with prob-
ability 1 — «). More precisely, let {B;;(a) : 1 < i < j < n} denote i.i.d Bernoulli rvs, each
with success probability . The communication channel between two distinct nodes v, and v,
is on (respectively, off) if B,, (o) = 1 (respectively if B,,(a) = 0). The on-off channel model
induces an Erdés-Rényi graph G(n; «) [18], defined on the vertices V = {vy,...,v,} such that
v, and v, are adjacent, denoted Cy,, if By, () = 1.

We model the overall topology of the wireless sensor network by the intersection of an inho-

mogeneous random key graph K(n; u, K, P) and an Erdés-Rényi graph G(n; «). Namely, nodes
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v, and v, are adjacent in K(n; p, K, P)NG(n; o), denoted E,,, if and only if they are adjacent
in both K and G. In other words, the edges in the intersection graph K(n;u, K, P) N G(n; a)
represent pairs of sensors that can securely communicate as they have i) a communication
link in between that is on, and ii) a shared cryptographic key. Therefore, studying the con-
nectivity properties of K(n;u, K, P) N G(n; «) amounts to studying the secure connectivity of
heterogeneous wireless sensor network under the on-off channel model.

To simplify the notation, we let § = (K, P) and © = (§,«). The probability of edge

existence between a class-i node v, and a class-j node v, in K(n;u,0) N G(n; «) is given by
P[E,y | to =i,t, = j] = P[Kyy N Coy | te =ity = j] = apy;

by independence. Similar to (6.3), the mean edge probability for a class-i node in K(n; g, 8) N

G(n; @), denoted A;, is given by
j=1

Throughout, we assume that the number of classes r is fixed and does not scale with n, and
so are the probabilities py, ..., u,.. All of the remaining parameters are assumed to be scaled

with n.

6.4 Preliminaries

This is a collection of technical results that would be used throughout. The first result follows

easily from the scaling condition (6.15).

Proposition 6.4.1 ( [157, Proposition 4.1)). For any scaling K1, Ko, ..., K,, P : Ng — N/,
we have (in view of (6.15))

< Ar(n) (6.6)

for eachn =2,3,....
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In view of (6.5), Proposition 6.4.1 implies that

(6.7)

Lemma 6.4.2 ( [157, Lemma 4.2]). Consider any scaling Ky, Ks, ..., K,, P : Ny — Nj™'. For

anyt,j=1,...,r,

Kinan
m ———— =0

Jilgopzj(n) =0 if and only if nlLOO 23

and we have the asymptotic equivalence

Ki,nKj,n

pij(n) ~ Iz

Proposition 6.4.3 ( [157, Proposition 4.4]). For any set of positive integers Ky, . ..

and any scalar a > 1, we have

(P—I(?jKi]) <<(PKf(i)>a i )
) ~\G) /)

Proposition 6.4.4. Consider a random variable Z defined as

P—K,
Z=1—p,; =2 with probability p;, i=1,...,7.

()

We have var|Z] < i(plr)Q.

(6.8)

I, P

(6.9)

Proof. We start by showing that under (6.103), the quantity p;;(n) is increasing in both ¢ and

j. Fix n =2,3,... and recall that under (6.103), K; increases as i increases. For any i, j such

that K; + K; > P, we see from (6.2) that p;j(n) = 1; otherwise if K; + K; < P, we have

pij(n) < 1. Given that K; + K increases with both ¢ and j, it will be sufficient to show that
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pij(n) increases with both ¢ and j on the range where K; + K; < P. On that range, we have

- (-7%)

Hence, (PZQ)/(;;) decreases with both K; and K, hence with ¢ and j. From (6.2), it follows

that p;;(n) increases with ¢ and j. As a consequence, with Z =1 — py;, we have
Il—=p, <Z<1-pn.

From Popoviciu’s inequality [74, pp. 9], we see that

1

(Zmax - Zmin)2 - - (plr - p11)2 S

AR
var [Z] < 1

(PM)Q

RNy
RNy

since pi, > p11 = 0. []

Fact 6.4.5. If \{(n) = o(1), then

Proof. Recalling (6.3), we obtain

i) < (1) Mlo) = 0 () = o(1)

under the given assumption that A\j(n) = o(1). O

Fact 6.4.6. For 0 <z <1, the following properties hold.
(a) [166, Fact 2] If 0 <y < 1, then (1 —x)’ <1 — ay.

(b) Let a > 1. Then, 1 — 2% < a(l — x).
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Proof. By a crude bounding, we have

1 1
1—x“:/ at“ldtg/ adt=a(l—uzx).

Fact 6.4.7 ( [166, Fact 5]). Let a, x, and y be positive integers satisfying y > (2a+1)x. Then,

S (1)<
< e,

(1+x)

Finally, we find it useful to write

where ¥(z) = [

t

1-t

z € (0,1)

log(l—z) =

—x — U(x)

dt. From L’Hopital’s Rule, we have

—r —

log(1 — )
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(6.10)

(6.11)

(6.12)

(6.13)
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6.5 Connectivity and absence of isolated nodes

In this section, we present conditions (in the form of zero-one laws) on how to scale the
parameters of the intersection model so that with high probability i) the graph has no isolated
nodes; and ii) the graph is connected. We also present numerical results to support our findings
in the finite-node regime.

We refer to a mapping © = K, ..., K,, P,a: Ny — Nyt x (0,1) as a scaling if

1 S Kl,n < K2,n <... S Kv-,n S Pn/2 (615)

for all n =2,3,.... We note that under (6.15), the edge probability p;; is given by (6.2).

We first present a zero-one law for the absence of isolated nodes in K(n;u,8) N G(n; «).

6.5.1 A zero-one law for the absence of isolated nodes in K(n;p,0)N
G(n; )

Theorem 6.5.1. Consider a probability distribution p = {u,...,u,} with p; > 0 for i =

1,...,7 and a scaling © : Ny — Nj*! x (0, 1) such that

Ai(n) = axAi(n) ~c (6.16)
n
for some ¢ > 0. We have

K(n; 1,0) N G(n; a) 0 ife<1
lim P = (6.17)

"7 | has no isolated nodes 1 ife>1

The scaling condition (6.16) will often be used in the form
1

M) =22 p=23, ... (6.18)
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with lim,,_,. ¢, = ¢ > 0.

Next, we present an analogous result for connectivity.

6.5.2 A zero-one law for the connectivity of K(n;u,8) N G(n;«)

Theorem 6.5.2. Consider a probability distribution p = {1, ..., p-} with p; > 0 for i =

1,...,7r and a scaling © : Ny — N{™' x (0,1) such that (6.16) holds for some ¢ > 0. Then, we

have
0 ife<1
lim P[K(n;p,0) NG(n; «) is connected] = (6.19)
n—0o0
1 ife>1
under the additional conditions that
P,>on, n=12,... (6.20)

for some o > 0 and

naoy,

patn) = (=) (6.21)

6.5.3 Discussion

The resemblance of the results presented in Theorem 6.5.1 and Theorem 6.5.2 indicates that ab-
sence of isolated nodes and connectivity are asymptotically equivalent properties for K(n; @, 8)N
G(n; «). Similar observations were made for other well-known random graph models as well;
e.g., inhomogeneous random key graphs [157], Erd6s-Rényi graphs [18], and (homogeneous)
random key graphs [159].

Conditions (6.20) and (6.21) are enforced mainly for technical reasons and they are only
needed in the proof of the one-law of Theorem 6.5.2. In particular, condition (6.20) is essential
for real-world implementations of wireless sensor networks in order to ensure the resilience
of the network against node capture attacks; e.g., see [33,53]. For instance, assume that an

adversary captures a number of sensors, compromising all the keys that belong to the captured
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nodes. If P, = o(n), then it would be possible for the adversary to compromise Q(P,) keys
by capturing only o(n) sensors (whose type does not matter in this case). In this case, the
network would fail to exhibit the wunassailability property [95,153] and would be deemed as
vulnerable against adversarial attacks.

Also, condition (6.21) is enforced mainly for technical reasons for the proof of the one-law
to work. The need of such a lower bound arises from the fact that our scaling condition (6.16)
merely scales the minimum mean edge probability, not the minimum (or each) edge probability,
as logn/n. For instance, the current scaling condition (6.16) gives us an easy upper bound on
the minimum edge probability in the network, but does not specify any non-trivial lower bound
on that probability. More specifically, it is easy to see that a,pi1(n) = O (A1) = O (logn/n),
but it is not clear if the sequence «,,p11(n) has a non-trivial lower bound. In fact, authors in [32]
investigated the connectivity of an inhomogeneous Erdés-Rényi (ER) graph, while setting the
probability of an edge connecting two nodes of classes ¢ and j to & (i, j) logn/n, where & (i, j)
returns a positive real number for each pair (i,7); i.e., each individual edge was scaled as
logn/n.

In summary, condition (6.20) is needed to ensure the resilience of the network against node
capture attacks, while condition (6.21) is needed to provide a non-trivial lower bound on the
minimum edge probability of the network. To provide a concrete example, one can set P, =
nlogn and have K, = (logn)/?*¢ with any ¢ > 0 to satisfy (6.21) for any «,, > 1/(logn)®
(see Lemma 6.4.2). In this case, setting Kyyyn = log n/? ensures that the resulting network is
connected whp (see Corollary 6.5.3).

Theorem 6.5.1 (resp. Theorem 6.5.2) states that K(n; u,8) N G(n; ) has no isolated node
(resp. is connected) whp if the mean degree of class-1 nodes (that receive the smallest number
K, of keys) is scaled as (1 + ¢) logn for some € > 0. On the other hand, if this minimal mean
degree scales as (1 — €)logn for some ¢ > 0, then whp K(n;u,8) N G(n;a) has an isolated
node, and hence not connected. These results indicate that the minimum key ring size in the

network has a significant impact on the connectivity of K(n;u,80) N G(n;a).
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The importance of the minimum key ring size on connectivity can be seen more explicitly

under a mild condition on the scaling, as shown in the next corollary.
Corollary 6.5.3. Consider a probability distribution p = {u, ..., .} with p; > 0 for i =

1,...,7 and a scaling © : Ny — Njt! x (0, 1) such that \(n) = o(1) and

Kl,nKan,n log n
(07 P ~ C
n n

(6.22)

for some ¢ > 0, where K,,, is as defined at (6.4). Then we have the zero-one law (6.17) for
absence of isolated nodes. If, in addition, the conditions (6.20) and (6.21) are satisfied, then

we also have the zero-one law (6.19) for connectivity.

Proof. In view of (6.3), we see that A\;(n) = o(1) implies p;(n) = o(1) for j = 1,...,r. From

Lemma 6.4.2, this then leads to py;(n) ~ M, whence
- Kl,n thl ILLjKjvn Ky Kavgn
Ai(n) = Z,ujplj<n) ~ jP = P =

Thus, the scaling conditions (6.16) and (6.22) are equivalent under A\;(n) = o(1) and Corollary
6.5.3 follows from Theorem 6.5.1 and Theorem 6.5.2. [ |

We see from Corollary 6.5.3 that for a fixed mean number K,y , of keys per sensor, network
connectivity is directly affected by the minimum key ring size K ,,. For example, reducing K ,,
by half means that the smallest a,, for which the network becomes connected whp is increased

by two-fold (see Figure 6.2 for a numerical example demonstrating this phenomenon).

6.5.4 Effect of heterogeneity

To better understand the effect of heterogeneity, we would focus on the scaling condition (6.22)
and compare it with the equivalent one for the homogeneous case, where all nodes receive the

same number K of keys from the key pool (which induces random key graphs K(n; K, P)). Since
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heterogeneity is mainly stemming from inhomogeneous random key graph, we will focus on the
case of full-visibility, i.e., when «,, = 1 for n = 2,3,.... To compare with the homogeneous
case, we set r = 1, to get the corresponding scaling condition for random key graphs under full

visibility. Namely, with
K? logn

n

— o~ , ¢>0 (6.23)

P, n

analogs of Theorems 6.5.1 and 6.5.2 were obtained for K(n; K, P) [159]. Put differently, with
the scaling condition (6.23), the graph K(n; K, P) has no isolated node and is connected, both
with high probability, if the parameters are chosen such that ¢ > 1. The graph has at least
one isolated node (hence, not connected) with high probability of the parameters are chosen
such that ¢ < 1.

Let us focus on the absence of isolated nodes property and set P, = nlogn. The hetero-
geneity of our model offers the flexibility of having a positive fraction of the sensors, each,
being assigned as few as one key per node. However, this would come at the expense of hav-
ing to assign significantly larger key rings to a positive fraction of other nodes so that (6.22)
still holds with ¢ > 1. In particular, with K7, = O(1), we must have K,, = Q ((log n)2) to
have no isolated nodes as given by Corollary 6.5.3. Observe that (6.23) implies that setting
K, = (1+ €)logn is sufficient to ensure the absence of isolated nodes. This sheds the light
on the fact that homogeneous models are more resource-efficient than their inhomogeneous
counterparts, as the heterogeneity of the latter could come at the expense of requiring more

resources for the graph to have no isolated nodes.

6.5.5 Comparison with related work

Our main results extend the work in [157] and [164], where authors established zero-one laws for
the connectivity of a wireless sensor network secured by the heterogeneous key predistribution
scheme under the full-visibility assumption. Although a crucial first step in the study of
heterogeneous key predistribution schemes, the assumption that all pairs of sensors have a

communication channel in between is not likely to hold in most practical settings. In this
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regard, our work extends the results in [157] and [164] to more practical wireless sensor network
scenarios where the wireless connectivity of the network is taken into account. By setting
a, =1 for each n = 1,2,... (i.e., by assuming that all links are available), our results reduce
to those given in [157].

Authors in [156] (respectively, [165]) investigated the connectivity (respectively, k-connectivity)
of wireless sensor networks secured by the classical Eschenauer-Gligor scheme under an inde-
pendent on/off channel model. However, when the network consists of sensors with varying
level of resources (e.g., computational, memory, power), and with varying level of security and
connectivity requirements, it may no longer be sensible to assign the same number of keys to
all sensors. Our work addresses this issue by generalizing [156] to the cases where nodes can
be assigned different number of keys. When r = 1, i.e., when all nodes belong to the same

class and receive the same number of keys, our result recovers the main result in [156].

6.5.6 Numerical results

We now present numerical results to support Theorems 6.5.1 and Theorem 6.5.2 in the finite
node regime. Furthermore, we show by simulations that the on-ff channel model serves as a
good approximation of the disk model. In our simulations, we fix the number of nodes at
n = 500 and the size of the key pool at P = 10%.

The first step in comparing the on-off channel model to the disk model is to propose a
matching between Erdés-Rényi graph G(n;«) and the random geometric graph I(n;p) in a
way that leads to the same probability of link availability. In particular, consider 500 nodes
distributed uniformly and independently over a folded unit square [0, 1]* with toroidal (con-

tinuous) boundary conditions. Since there are no border effects, we get

P[||xl—.’l:]“<p]:7rp2, Z%]a h,j=1...,n

whenever p < 0.5. Thus, in order to match the two communication models we set a@ =
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np®. Next, we present several simulation results comparing the (empirical) probabilities that
K(n; p,0) N G(n; ) and K(n; p,0) N1I(n; p) are connected, respectively.

We start by considering the channel parameter o = 7p? = 0.2, a = 7p? = 0.4, a = 7p* =
0.6, and o = 7p? = 0.8, while varying the parameter K, (i.e., the smallest key ring size) from
5 to 35. The number of classes is fixed at 2 with g = {0.5,0.5} and we set Ky = K; + 5.
For each parameter pair (K, «) (respectively, (K, mp?)), we generate 800 independent samples
of the graphs K(n;u,0) N G(n; «) (respectively, K(n;u,8) N1I(n;p)) and count the number of
times (out of a possible 800) that the obtained graphs i) have no isolated nodes and ii) are
connected. Dividing the counts by 800, we obtain the (empirical) probabilities for the events of
interest. We observed that K(n;u,8) N G(n; «) is connected whenever it has no isolated nodes
yielding the same empirical probability for both events. This is in parallel with the asymptotic
equivalence of the two properties as implied by Theorems 6.5.1 and 6.5.2.

In Figure 6.1, we show the empirical probabilities of the connectivity of K(n;u,8) NG(n; «)
(represented by lines) and K(n;u,8) N I(n;p) (represented by symbols). We observe that
the empirical probabilities are almost identical, supporting the claim that the on-ff channel
model serves as a good approximation of the disk model under the given matching condition.
Furthermore, we show the critical threshold of connectivity predicted by Theorem 6.5.2 by a
vertical dashed line for each curve. More specifically, for a given «, the vertical dashed lines

stand for the minimum integer value of K that satisfies

M=y (1 ! f_f;j)) > L8n (6.24)

According to Theorem 6.5.2, at this critical value of K; the network would be connected with
probability 1 as the number of nodes tends to infinity. We see from Figure 6.1 that even in the
finite-node regime (n = 500), the critical value of K; results in a connected network with high
probability.

Figure 6.2 is generated in a similar manner with Figure 6.1, this time with an eye towards

understanding the impact of the minimum key ring size K; on network connectivity. We fix
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Figure 6.1: Empirical probability that K(n; g, 0)NG(n; o) and K(n; g, 8)NI(n; p) are connected
as a function of K for a = 7p? = 0.2, a = 7p? = 0.4, a = 7p? = 0.6, and o = 7p* = 0.8 with
n = 500 and P = 10%; in each case, the empirical probability value is obtained by averaging
over 800 experiments. Vertical dashed lines stand for the critical threshold of connectivity
asserted by Theorem 6.5.2.

the number of classes at 2 with g = {0.5,0.5} and consider four different key ring sizes K each
with mean 40; we consider K = {10,70}, K = {20,50}, K = {30,50}, and K = {40,40}.
We compare the probability of connectivity in the resulting networks as a (respectively, 7p?)
varies from zero to one. Although the average number of keys per sensor is kept constant in
all four cases, network connectivity improves dramatically as the minimum key ring size K;
increases; e.g., with o = mp? = 0.2, the probability of connectivity is one when K; = K, = 40
while it drops to zero if we set K; = 10 and Ky = 70 so that the mean key ring size is still 40.
This confirms the observations made via Corollary 6.5.3.

Finally, we investigate the effect of the network size n on the probability of connectivity.

Recall that our scaling condition is equivalent to

Ky nKaven logn
ay, iz ~cC -

by virtue of Corollary 6.5.3. Thus, as we increase n for fixed P and «, the fraction logn/n
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Figure 6.2: Empirical probability that K(n; g, 0)NG(n; a) and K(n; g, )NI(n; p) are connected
as a function of a and 7p? for four choices of K = (K, K5), each with the same mean.

decreases, leading to a decrease on the critical value of K, K,y » needed to ensure that ¢ > 1.
We would also expect the probability of connectivity to exhibit a sharper transition between 0

and 1 as we increase n by virtue of Theorem 6.5.2. This is illustrated in Figure 6.3.

6.5.7 Additional preliminaries

Lemma 6.5.4. Consider a scaling Ky, Ks, ..., K,, P: Ny — Ny*! such that (6.16) holds. We

have

c, logn
<pir(n) < —
nay, [y MOy

1
oen (6.25)

Cn

If in addition (6.21) holds, we have

prr(n) =0 <(log n>2) : (6.26)

noy,
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Figure 6.3: Empirical probability that K(n; u, K, P) N G(n; «) is connected as a function of K
for n = 500, n = 1000, n = 1500, and n = 2000. We set Ky = K; + 5, p = (0.5,0.5), a = 04
and P = 10%. In each case, the empirical probability value is obtained by averaging over 2000
experiments. Vertical dashed lines stand for the critical threshold of connectivity asserted by

Theorem 3.2.

Proof. We know from (6.18) that

. logn
Ai(n) = Z HiP1j = Cn7 =
7=1
Since p;; is monotone increasing in j = 1,...,r by virtue of (6.6), we readily obtain the bounds
logn ¢y logn
Cn, S < p1r(n) < — & (6.27)
noy, My MOy,

which establishes (6.25).

In view of (6.27) that implies py,.(n) = @(1252), we will obtain (6.26) if we show that

prr(n) = o(logn)py,-(n). Here this will be established by showing that

8¢, logn

Ppr(n) < max (2, ) p(n), n=23,... (6.28)

My Wn
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1

for some sequence w,, such that lim,,_,., w, = co. Fix n = 2,3,.... We have either p;,(n) > >

or pi(n) < % In the former case, it automatically holds that

prr(n) < 2p1r(n) (6.29)

by virtue of the fact that p,..(n) < 1.

Assume now that p;,(n) < 3. We know from [159, Lemmas 7.1-7.2] that

_KJ nKrn K‘7nKr7n .
l—e P <pj(n) < Pnj— K, j=1,...,r (6.30)
and it follows that
Kl nKrn ( 1 >
— 0 <log | ————— | <log2 < 1. 6.31
Pn =08 - plr(”) =0 ( )

Using the fact that 1 —e™ > £ with x in (0, 1), we then get

K T'LKTTL
pis(n) 2 =" o (6.32)
In addition, using the upper bound in (6.30) with j = r gives
K? K?
< rn < 2 rn
pT’T(n) o Pn_Kr,n B Pn
as we invoke (6.15). Combining the last two bounds we obtain
Tr K’f‘ n
o) Ko, (6.33)
plr(n) Kl,n

In order to bound the term K, ,/K;,, we recall from Lemma 6.5.5 that (6.21) implies

2
Kl,n

(6.35), i.e., that P

- w . . . _ : :
= o=, for some sequence wj, satistying lim, o w, = co. Using this
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together with (6.32) and (6.27) we then get

K nK'r,n !
Kr,n _ 17P7L < 2p1r(n) < 2;7 Zi:
Kin K & g 7 g
Reporting this into (6.33) we get
8c, logn
prr(n) < - pir(n)
[ Wy

Combining (6.29) and (6.34), we readily obtain (6.28).

Lemma 6.5.5. Under (6.21), we have

and

2
1,n

Proof. It is a simple matter to check that py;(n) <

Pn_Kl,n

_ 2c¢,logn

Hr  Wn

(6.34)

(6.35)

(6.36)

; see [159, Proposition 7.1-7.2] for

2
a proof. In view of (6.15) this gives p1;(n) < 2%. Thus, we have

Kt

From (6.20), (6.35), and «a,, < 1, we readily obtain (6.36).
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6.5.8 Proof of Theorem 6.5.1

Establishing the one-law

The proof of Theorem 6.5.1 relies on the method of first and second moments applied to the
number of isolated nodes in K(n;u,0) N G(n; ). Let I,,(p,0,) denote the total number of

isolated nodes in K(n; g, 0) N G(n; ), namely,
I,(p,8,) = Z 1[v, is isolated in K(n;u,0) N G(n; a))] (6.37)

(=1

The method of first moment [73, Eqn. (3.10), p. 55] gives

It is clear that in order to establish the one-law, namely that lim,, . P [1,(%,0n) = 0] = 1,

we need to show that

lim E[1,(1,8,)] = 0. (6.38)

n—oo

Recalling (6.37), we have
E[l,(n,0,)] = nz (1P [vy is isolated in K(n; p,0) N G(n; ) |t = i

=1

= nz P [N_y[v; = v1] | vy is class i
i=1

= nZui (P vy = vy | vy is class i) (6.39)
i=1

where (6.39) follows by the independence of the rvs {v; » v1}7_; given ¥;. By conditioning
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on the class of vy, we find

Plvg » vy ’tl =1 = Zuﬂp[?}z % U1 ‘ t =i, ty = j
j—l

= Z,uj —apy) =1—-A\; (6.40)

Using (6.40) in (6.39), and recalling (6.6) and (6.12), we obtain

E[L,(p,© —nz,uZ (1—-A

<n(l—Ai(n)" " < loen(iment)

Taking the limit as n goes to infinity, we immediately get (6.38) since lim,, (1 — ¢, 1) =

1 — ¢ < 0 under the enforced assumptions (with ¢ > 1) and the one-law is established. [ |

Establishing the zero-law

Our approach in establishing the zero-law relies on the method of second moment applied to a
variable that counts the number of nodes that are class-1 and isolated. Clearly if we can show
that whp there exists at least one class-1 node that is isolated under the enforced assumptions
(with ¢ < 1) then the zero-law would immediately follow.

Let Y,(u,0,) denote the number of nodes that are class-1 and isolated in K(n;u,0) N
G(n; ), and let

Tni(p,0,) = 1[t; = 1 Nw; is isolated in K(n; pu,8) N G(n; a)],

then we have Y,,(,0,,) = > 2,,,(1,0,,). By applying the method of second moments [73,
Remark 3.1, p. 55] on Y, (1,0,,), we get

(6.41)
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where

E[Y; (1,0,)] = nElz,1 (1. 0,)] (6.42)

and

E[Yn(ﬂaen)2] =nE[z, 1 (@, ©,)] (6.43)

+n(n = DE[zn1(4, On)2n (1, On)]

by exchangeability and the binary nature of the rvs {z, ;(p,0,)} ;. Using (6.42) and (6.43),

we get

EVa(n,0.7) 1
E[Y,(1,0,)?  nE[r,1(u,0,)]
n—1E[z,1(1,05)Tn2(1 05)]
n Elzn,1(k, 6n))?

In order to establish the zero-law, we need to show that

lim nE[z, (g, 6,)] = oo, (6.44)
n—oo
and
lim su : ’ <1 6.45
n%oop ( E[xn,l(ll'aen)P - ( )
Proposition 6.5.6. Consider a scaling K,,...,K,,P : Ny — Ni*! and a scaling o : Ny —

(0,1) such that (6.16) holds with lim,_,, ¢, = ¢ > 0. Then, we have

lim nE[z, (g, 0,)] =00, ifc<1

n—o0

o4



Proof. We have

nE [x,1(p,0,)] = nP[v; is isolated in K(n; p,8) N G(n; o) Nty = 1]

=P [NI_y[v; = v1] | 6 = 1]

=nu P [v2 o | t, = 1]n_1

. n—1
= nfi (ZWP [vg % v ‘ tr =119 _j]>

j=1

= (Z i (1 — appy; ) (6.46)

=npy (1= Ay(n)" ! = pyePn (6.47)

where 3, =logn + (n — 1)log(1 — Ay(n)). Recalling (6.13), we get

P =logn —(n —1) (Ay(n) + ¥(As(n)))

1 1
=logn—(n—1) (cn BT 4 g (cn ogn))
n n
-1
:logn<1—cnn )
n

2 0 logn
—(n—1) <cn1°g”) (= 2) (6.48)
o) k)
Recalling (6.14), we have
logn
i L) 1 (6.49)
n—00 ( ) 2

since cnlo;‘f” = o(1). Thus, 8, = logn (1 —c,"+) — o(1). Using (6.47), (6.48), (6.49), and
letting n go to infinity, we get
lim nE[z, (g, 6,)] = oo

n—o0

whenever lim,,_,. ¢, = ¢ < 1. L]
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Proposition 6.5.7. Consider a scaling Ky,...,K,, P : Ny — Ng“ and a scaling o : Ng —

(0,1) such that (6.16) holds with lim,,_, ¢, = ¢ > 0. Then, we have (6.45) if ¢ < 1.

Proof. Consider fixed ©.

E [2n1(p,0)x,2(p,0)] = E [1[v; is isolated , vq is isolated Nt; = 1,5 = 1]

= 3R [1 [v1 is isolated , vq is isolated] | t; = 1,15 = 1}

1{v; = vy H vy, = vy, Uy U3

m=3

tl:tz:l]

Now we condition on ¥; and ¥y and note that i) 3; and ¥, determine ¢; and t5; and ii) the

n

events [v1 % Vg, {[Um = v1 NV, » V9] } _4 are mutually independent given 3; and 5. Thus,

we have

Elr1(1,0),2(1,0)] = WE | |y o v | By, 5 (6.50)

HIP’[vmoovlﬂvmoon 21,22:| t1:t2:1:|
m=3
Define the {0, 1}-valued rv u(@) by
w(@) =131 N3y # 0]. (6.51)

Recalling (6.75), (6.50) gives

(Pi UiGVQ,'m () 2 )
‘E"nl

E[xn,l(/‘l’ve)$n,2(”‘7e)] = ;L%E (1 - a)uw) H ( P )
m=3 [Zm |

ty =ty = 1]
Conditioned on u(#) = 0 and vy, v9 being class-1, we have
UieVQ,m(a)Ei‘ = |V2,m(a)| K.
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Also, we have

P[u(ﬁn) :O|t1 :tg = 1] == 1—p11.

Thus, we get
[ n P Iszm(a)Kﬂ)
El2n1 (1, 0)7n5(p,©) 1[u(9) = 0] = 17 (1 — p11)E H = ]
=3 (\Em|)
P—|va3(a)| K1\ "2
:M%(l—pu)E ( Ej" )]
(1551)

r '(P—qu,;(a)lm)
11 —pn) (ZME ‘—;'

r :(P_|V2§(a)|K1) n-—2
o (S [CE)

K;

, (PE) lv2,3(e)[] 2
K;
< pi(l—pn)E Z:“J P )
(x,)
where we use (6.9) in the last step.
Now, let Z(0) denote a rv that takes the value
(P—K1
s with probability —p;, j=1,...,n (6.52)

VN
Kol
N—

In other words, Z(0) = 1 — py; with probability p; so that E[Z(f)] =1 — A;. Then,

n—2

B[ (1,©)n2(,©)1 [u(6) = 0]) < (1 — pua)E [Z(8) "] (6.53)

Under the independent on-ff channel model, we have that |ve3(c)| is a Binomial rv, i.e.,
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|va ()| =5 Bin(2, ). Hence,

n—2
n—2

12(1 = pi)E [Z2(0)2@))" 7 — E

i (3) ai(1 = a)>Z(9)

= pu3(1 —p)E [(1 —a)? +2a(l —a)Z(0) + 0422(0)2}”_

2

(6.54)
Conditioning on u(@) = 1 and t; = t; = 1, we have
0 if |vom ()] =0
| Uicwa m(a) 2il = { K, if g m(a)| =1
2K1 - |21 N 22| if |V27m(0z)| =2
and by a crude bounding argument, we have
| Uicrsm(e) il = Kil[[vgm(a)| > 0] (6.55)

Using (6.55) and recalling the analysis for E[z,, 1 (g, ©)x, (@, ©)1[u(0) = 0]], we obtain

[ 1 (1,051, 0)1[u(8) = 1] < 1i2p11(1 — ) [Z(B) 2a()1>0]"

= (1= @)E[(1—a)?+ (1—(1-a)?) Z,]"" (6.56)
Combining (6.53), (6.54), and (6.56), we get
E[mml(ﬂ?Q)xn,Q(“ae)]
= E[2,1(1,0)75,2(1,0) (1u(8) = 0] + 1u(8) = 1])]
< 2(1 = pn) (1 — @)? + 2a(1 — )E[Z(0)] + o°E [2(8)])"
+2pn(1—a) (1—a)?+ (1-(1-a)?)E[Z6))" (6.57)
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It is clear from (6.46) and the definition of Z(6) that

Elzn (1, © (Z pi(1 = apyy) ) = (1 —a) +aE[Z(6)"" (6.58)

Combining (6.57) and (6.58), we get

Efan1 (g, 0)2n5(1,0)] _ (1= pu) (1 — @)* + 2a(1 — 0)E[Z(0)] + o*E[Z(6)*])" "
E[z,,1(6)]? - (1 —a)+ aE[Z(9)])* "
(1—a)+(1—(1—-a)EZ@O)""
(1 —a)+aE[Z(0))" Y

.—A+B (6.59)

+ P11

where we use the fact that 1 —a < 1.
We now consider a scaling © : Ny — Nt x (0,1) as stated in Proposition 6.5.7 and bound

the terms A and B in turn. Our goal is to show that

limsup(A + B) < 1. (6.60)

n—oo

First, we write E[Z(0,)%] = E[Z(6,)]* + var[Z(8,,)], where var[Z(0,)] can be bounded by the

Popoviciu’s inequality [74, p. 9] as follows (see Proposition 6.4.4)

var(Z(8,)] < 7 (pir(n))”.

FMH

Then, we get from the scaling condition (6.18) and (6.27) that

E[Z(6.)"] < E[Z@.)P + - (C—"l"g”)g

4\ pr novy,
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Reporting this into (6.59) we get

(((1 —ap) + a,E[Z(6,))* + (2%1()?%”)2) n—2

(1= o) + B [Z2(8,))*"

A< (1—-pn)

n—2

= (1+0(1))(1 —pn) 1+< o [Z(9n]>

1— o, + a,E
where we used the fact that
(1= an) + aE[Z(6,)])* = (1 — apAi(n)® =1 —0(1) (6.61)

since a, A1(n) = ¢, logn/n. Finally, we have

n—2

cn logn 2 cn logn N\ 2
1 2ur n < 2Ur M _ 1
i (1—an+anE[Z(0n]> = %P ”(1_C 1&) o(1)

n on

since lim,, .o, ¢, = ¢ > 0 and p, > 0. Thus, we obtain the bound

A< (1—=pu)(l+o(1)). (6.62)

We now consider the second term in (6.59). Recall (6.61) and that E[Z(6,)] =1— Ai(n) =

1 — ¢, logn/n. We have

B— pi1 _ (1 n o E[Z(0,)](1 —E[Z (0@]))"‘2
(1 — oy + anE[Z(0,)])° (1 — oy + a,E[Z(0,)])°
aicn%(l — cn%) }

(1 . Cnloin>2

< pi(l+o(1))exp {n

< pua(L + o{1)) exp {w} (6.63)

(1= cotam)”

We will now establish the desired result (6.60) by using (6.62) and (6.63). Our approach is

based on the subsubsequence principle [73, p. 12| and considering the cases lim,, o, a;, logn =0
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and lim,,_, o, logn € (0, 0] separately.

Assume that lim, . a,logn = 0 From (6.63) we get B < (1 + o(1))p11 and upon us-
ing (6.62) we see that A + B < (1 + o(1)) establishing (6.60) along subsequences with

lim,, .o oy, logn = 0.

Assume that lim,,_,. o, logn € (0,00] Since p;; is monotonically increasing in j =1,...,r

(see (6.6)), we have
AL = Z,Ujplj > P11 Zﬂj =pu
=1 j=1
Thus, p11 < A1(n) = ¢ logn/(a,n). Then, (6.63) gives

B < (1+0(1))

cnlogn { cpor, logn }
ex >
Qapn (1 —cplogn/n)

2
cn(logn)® —14—cnon
ﬁn Jr(l—cnlogn/n)Q

= (1+0(1))

ay, logn

=o(1)

since lim,, ., a,, logn > 0 along this subsequence and

lim —1 -+ Cnn <0

n—00 (1 —cplogn/n)?

given that lim, ,o ¢, = ¢ < 1. From (6.62) and the fact that p;; < 1, we have A < 1+ o(1),
and (6.60) follows.

The two cases considered cover all the possibilities for the limit of «, logn. By virtue of
the subsubsequence principle [73, p. 12|, we get (6.60) without any condition on the sequence

ay, logn; i.e., we obtain (6.60) even when the sequence «a, logn does not have a limit! [ |

Collectively, Proposition 6.5.6 and Proposition 6.5.7 establish (6.44) and (6.45) respectively,
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which in turn establish the zero-law of Theorem 6.5.1.

6.5.9 Proof of Theorem 6.5.2

Let C,(1,0,,) denote the event that the graph K(n;u,8) N G(n; ) is connected, and with a
slight abuse of notation, let I, (i, ©,,) denote the event that the graph K(n; u,0) N G(n; «) has
no isolated nodes. It is clear that if a random graph is connected then it does not have any

isolated node, hence

Cn(1:0n) C In(p, ©y)
and we get
P[C(1,0,)] < P[L,(1, 6,)] (6.64)
and

P[Co(p, 01)] = P[Ln(p,05) ] + P[Cr(1t,0)° N In (12, O5)]- (6.65)

In view of (6.64), we obtain the zero-law for connectivity, i.e., that

lim P[K(n;p,0) NG(n; «) is connected] =0 if ¢ <1,

n—o0

immediately from the zero-law part of Theorem 6.5.1, i.e., from that lim,, ., P[1,(1,0,)] =0
if ¢ < 1. It remains to establish the one-law for connectivity. In the remainder of this section,
we assume that (6.16) holds for some ¢ > 1. From Theorem 6.5.1 and (6.65), we see that the

one-law for connectivity, i.e., that

lim P[K(n;p,0) NG(n; «) is connected] =1 if ¢ > 1,

n—oo

will follow if we show that

lim P[C, (1, 0,)° N I,(1,8,)] = 0. (6.66)

n—o0

62



Our approach will be to find a suitable upper bound for (6.66) and prove that it goes to zero
as n goes to infinity with ¢ > 1.
We now work towards deriving an upper bound for (6.66); then we will show that the bound

goes to zero as n gets large. Define the event F,(u,0, X) via
En(p1,0,X) := Uscas)>1 U Uses 3i| < X\S\}
where N = {1,...,n} and X = [X; --- X,] is an n-dimensional array of integers. Let

L, := min Q%J : gD (6.67)

and

\BeK,| =1,...,L,
(6.68)

~
|

|vP] ¢=L,+1,....n

for some /5 and v in (0, %) that will be specified later. In words, F, (i, 0, X) denotes the event
that there exists £ = 1, ..., n such that the number of unique keys stored by at least one subset

of ¢ sensors is less than |G(K,|1[¢ < L,|+ |vP]|1[¢ > L,]. Using a crude bound, we get

P[C(1,0,) N L (1, ©5)] < PIE, (1,0, X ;)] + P[Cr (i, ©,)° N 1n(p,0,) N By (e, 05, X))

(6.69)
Thus, (6.66) will be established by showing that
Tim P[E, (1,0,, X,)] =0, (6.70)
and
lim P[C,,(1,0,)° N I,(n,0,) N E,(p,0,,X,)] =0 (6.71)

n—oo

Proposition 6.5.8. Consider scalings Ki,..., K., P : Ng — Nyt* and o : Ny — (0,1) such
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that (6.16) holds for some ¢ > 1, (6.20) and (6.21) hold. Then, we have (6.70) where X, is

as specified in (6.68), B € (0,1) and v € (0,1) are selected such that

max <2ﬁa, 3 (?) Hﬂ) <1 (6.72)
max (2 (ﬁ ( )) A (g)) <1 (6.73)

Do

Proof. The proof is similar to [157, Proposition 7.2]. Results only require conditions (6.20)

and K, = w(1) to hold. The latter condition is clearly established in Lemma 6.5.5. ]

The rest of the chapter is devoted to establishing (6.71) under the enforced assumptions
on the scalings and with X, as specified in (6.68), 5 € (0, %) selected small enough such
that (6.72) holds, and v € (0, 3) selected small enough such that (6.73) holds. We denote by
K(n; 1, 0) N G(n;a)(S) a subgraph of K(n;u,0) N G(n; a) whose vertices are restricted to the

set S. Define the events

Ch(1,0,,S5) = [K(n;pu,0) N G(n; )(S) is connected]
B,(1,0,,5) := [K(n; p,0) N G(n; a)(S) is isolated]

Ap(p1,0,,5) :=Ch(p,0,,5) N B,(1t,0,,S)

In other words, A, (i, ©,,5) encodes the event that K(n; u,8)NG(n; a)(S) is a component, i.e.,
a connected subgraph that is isolated from the rest of the graph. The key observation is that a
graph is not connected if and only if it has a component on vertices S with 1 < |S| < LgJ ; note
that if vertices S form a component then so do vertices N'— S. The event I,,(i,0,,) eliminates

the possibility of K(n;u,8) N G(n;a)(S) containing a component of size one (i.e., an isolated
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node), whence we have

Cn(1,0,) N 1(1,0,) C USGN;QS\S\S 2] An(p, 05, 5)

and the conclusion

PlCo(1,0,) N L (1, ©,)] < Z P[An (1, ©4, 5)]
SeN:2<|S|<| 2|

follows. By exchangeability, we get

PlCy(1t,0,)° N L, (1, 0,) N En (1,0, X )]

5]
< > PlAu(4,0,,5) N By, 0, X))
/=2 SENn,E
3],
= (é)IP’[An,g(u,Gn) NE,(u,8,,X,)°] (6.74)
=2
where N, , denotes the collection of all subsets of {1,...,n} with exactly ¢ elements, and

A, (p,0,,) denotes the event that the set {1,..., ¢} of nodes form a component. As before we
have A, ¢(1,0,,) = Co(12,0,,) N By o(1,0,,), where Cy(p,0,,) denotes the event that {1,...,¢}
is connected and B, ¢(p, ©,) denotes the event that {1,...,¢} is isolated from the rest of the
graph.

Next, with £ =1,2,...,n — 1, define v, ;(a) by

vj(a):={i=1,2,...,0: Bjj(a) = 1} (6.75)

for each j = ¢ +1,...,n. Namely, vy ;(c) is the set of nodes in {vy,..., v} that are adjacent
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to node v; in the Erdés-Rényi graph G(n;a,). For each £ =1,...,n — 1, we have

We have
n (P_|Ui€”2,m(a7b)2i|) -
P [Bue(,0,) | S1,....% =E | ] o S5
m=_0+1 (|Em|) ]
n (P_luieugym(an)zﬂ) 7]
_ [Zm|
= J] E - S S
m=(+1 (|Em|) ]
(P*|Uz'ew(a")2i|) n—t
_E el ‘ DI 37 (6.76)
(%))
noting the fact that the collection of rvs {vgm, £y, : m = €+1,...,n} are mutually independent

and identically distributed. Here, vy(cv,) denotes a generic rv distributed identically with
Vim(oy,) for any m = £+ 1,...,n. Similarly, |X| denotes a rv that takes the value K; with
probability p;.

We will leverage the expression (6.76) in (6.74) in the following manner. Note that on the

event F,(u,0,,X,)¢, we have
Uiews(am)Zi| = (Xnwi(an) + 1) H|ve(an)| > 0] (6.77)

while the crude bound

UiEw(an)Ei > Kl’n].HVg(Oénﬂ > O] (678)

always holds. These bounds lead to

(P—max(KLn7Xn’l,£(an)+1)lHug(oan)|>0]) n—¢
P [Boo(1t,0,) N By (1,0, X,) | $1,..., %] <E et
()
(6.79)
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Conditioning on ¥, ...,%, and {Byj(ay,), 1 <i < j < /{}, we get

P [An,f(ll'a en) n En(l"von?X")c]

Yy ey 2
=E |E |1[Ci(p, 6,)] - I[Bn,é(p'?en) NE,(p,0,,X,) ]

Biy(an), 1 <i<j<t

< E [1[Co(1,0,)] - P [Bro(pt,0,) N En (11,00, X,) | S1, .., 2] ] (6.80)

since Cy(p, ©,,) is fully determined by X4, ..., %, and {B;;(av,), 1 <i < j < {}, and B, ,(,0,)
and E,,(p,0,,X,) are independent from {B;;(c,),1 <1i,j < (}.

The next result establishes bounds for both terms at (6.80).

Lemma 6.5.9. Consider a distribution g = (p1, fi2, - . ., ftr), integers Ky < --- < K, < P/2,
and o € (0,1). With X,, as specified in (6.68), B € (0,%) and v € (0, %), we have

P[Cy(1,©)] < min {1, g2 (ozprr)e_l} (6.81)

and

P [Bo(pt,0,) N En(p,0,, X ) | 31, .., 2]

< min {1 — e, min{l — p, + pe” PP 7P 4 0 > L]} (6.82)

The proof of Lemma 6.5.9 is given in Section 6.5.10. Note that as we report (6.82) back in
(6.80), we get

P [An,é(llw en) N En(”" 0”’ X")C]

< P[Cy(p,0)] - min {1 — ey, min{1 — g, + ppe PP e 0Pty 4 o810 > L]} (6.83)
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Our proof of (6.71) will be completed (see (6.74)) upon establishing

5]
Tim Z (Z) PlA,¢(1,0,) N E,(p,0,,X,)] =0 (6.84)

(=2

by means of (6.83), (6.81), and (6.82). These steps are taken in Section 6.5.11.

6.5.10 Establishing Lemma 6.5.9

The bounds given at Lemma 6.5.9 are valid irrespective of how the parameters involved scale

with n. Thus, we consider fixed © with constraints given in the statement of Lemma 6.5.9.
We first establish (6.82) starting with the first bound. Recall that |v,(«)| is a Binomial rv

with ¢ trials and success probability .. Recall also the rv Z(0) defined at (6.52). Using a crude

bound and then (6.9) we get

(meaX(Kl7Xn,1/Z(a)+1)1[|1/€(a)|>0])
1=

(1)

- (P-Efpr(@)l>0)) ]

P [Bo(pt,0,) N E, (1,05, X,)° | 31,..., 5] <E

12
L ()

< E [2(6)!M(@)1>0]

<E

—(1-a)+ (1 (1- 04)€> E[Z(6)]

<l—a+aE[Z(0)] =1—a)(n). (6.85)

upon noting that E[Z(8)] =1— X\ < 1.

Next, consider range ¢ = 1, ..., L,, where we have

(Xnwe(e) + 1) Lwe(@)| > 0] = [B |ve(a)| K]
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Recalling (6.9), we get

(

P [Buo(pt,0,) N Ey (1,05, X,)¢ | 31,..., 5] <E

)

P—max(K1,X,, 1, (o) +11[Jve () [>0]
=]

_ 6

i (P—Bll&('a)lKl)]

L ()

[Z]
E [Z(g)ﬁ\w(a)\]

<E

14

> (f) o’(1— )7 2(0)%

Lj=0

(1-a(1-20)7)]

(1-af(1-20)] <E[e

—a(l—Z(O)),BZ:|

(6.86)

using the fact that 1 — Z(8)° > 8(1 — Z(8)) with Z(6) <1 and 0 < 8 < 1; a proof is available

at [156, Lemma 5.2]. On the range ¢ = L, + 1,..., %], |v()| can be less than or greater

than L,. In the latter case, we have
max (K1, Xy, a) + D1[|pe(a)| > 0] > 7P| + 1

Using (6.86) and the fact that (see [155, Lemma 5.4.1] for a proof)

("))

P—- K,
Ky

P
K

Ky
- K1

<e

for K1 + Ky < P, we have

P_maX(Kl7X'n,uz(a)+1)1[|l’l(a)|>0]

( 3|
(1))

)

E <

5 E [6_0‘(1_2(0))&1“”5(05)' S LnH

Y]
+E [ef%mmﬂn[yw(a)\ > Ln]}

< B [e00-ZO)3 4 (=K21[0 > [, ]
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by virtue of the fact that |X| > Kj.

Finally, we get (6.82) from (6.85) and (6.87) by noting that
B O] = S 1)
and that
E [eo(-Z0)5] Z“ eoPuBt < emopnfl (6.88)

7=1

The last step used the fact that p;; is monotone increasing in both i and j.

Next, we establish (6.81). This is a version of a fairly standard bound derived previously
for various other random graph models including ER graphs [18], random key graphs [159],
and random K-out graphs [151,154]. The proof is very similar to that of [157, Proposition 9.1]
and [156, Lemma 10.2]. We give it below for completeness.

Let Gy(n;p,0) denote the subgraph of G(n;u,0) induced on the vertices {vy,...,v}.

Ge(n; p,©) is connected if and only if it contains a spanning tree; i.e., we have
Ce(p, ©) = Urer, [T € Gy(n; p, ©)]
where T, denotes the collection of all spanning trees on the vertices {vy,...,vs}. Thus,

TeT,

Given that K; < Ky < ... < K,, the probability of T' being contained in Gy(n;u,0) is

maximized when all nodes receive the largest possible number K, of keys. Thus, for any
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T € T and distribution p we have

P[T C Gi(n;p,©)] <P[T C Ge(n;p = {0,0,...,1},0)]

= (apn)! (6.90)

where the last equality follows from the facts that i) a tree on ¢ vertices contain ¢ — 1 edges,
and ii) since all nodes have the same key ring size, edges in Gy(n;p = {0,0,...,1},0) are
pairwise independent; see [159, Lemma 9.1| and [156, Eq. 64]. We obtain (6.81) upon using
(6.90) in (6.89) and noting by Cayley’s formula [93] that there are £~2 trees on £ vertices, i.e.,
175 = ¢4-2.

6.5.11 Establishing (6.84)

We will establish (6.84) in several steps with each step focusing on a specific range of the
summation over ¢. Throughout, we consider a scalings Ki,...,K,, P : Ny — Ng“ and « :

Ny — (0,1) such that (6.16) holds with ¢ > 1, (6.21), and (6.20) hold.

The case where 2 < /< R

This range considers fixed values of ¢. Pick an integer R to be specified later at (6.96). Use
(6.16), (6.26), (6.10), (6.80), (6.81), and the first bound in (6.82) to get

> () Flnsin )0 B8, X, < S () £ () (1~ au ()
—2 =2
L () (-l

n—~¢

n (e(log n)2)£ e~ onlogn

[M] =

=2

n—~

(e(log n)Q)g pl=en

NE

~
||
N



With ¢ > 1, we have lim,,_, (1 - cn"—_£) =1—1¢<0. Thus, for each ¢/ = 2,3, ..., we have

n

whence we get

R
i Y ()Pl 80) 1 B 6, X, )] 0.
=2

The case where R+ 1 < (< min{L,, | 17 |}

Our goal in this and the next subsubsection is to cover the range R +1 < ¢ < | Bcqugnj'

Since the bound given at (6.82) takes a different form when ¢ > L,,, we first consider the range

R+1 < /(¢ <min{L,, | z*—]}. Using (6.26), (6.10), (6.80), (6.81), and the second bound in

Ben logn

(6.82) we get

min{Ln,L%J}
n
Z (€>P[An,€(ﬂven) N En(:u'vaan)c]
{=R+1
min{Ln:L%J} ¢ (l )2 0—1 n—~{
en _ ogn —am Blpir(n
< () ¢ 2(—) 1=y (1= emone ) 6.91
é;l ; > 1 ( ) (6.91)

From the upper bound in (6.25) and ¢ < Bcfjﬂgn, we have

pen cplogn

{p1, < a, 1.
O‘nﬁ D1 (n) > 656” logn,ur na,,
Using the fact that 1 —e™ > § for all 0 <z <1, we get
1 — ,ur(l _ e—anﬁﬂplr(n)) <1— M < P (6.92)

- 2

using the lower bound in (6.25). Reporting this last bound in to (6.91) and noting that

3
|
~
vV
|3

, 422,3,...,PJ, (6.93)



we get

min{Ln, L 5ci§’ifgnj } min{Ln, | 72252~ |}

nn

n c ¢ _Bee log
> ( g)P[An,@(u,en)mEn(#,on,Xn) ] < > n (e(logn)?)" e dlentn s
{=R+1 {=R+1
min{ Ly, Lmj}

<n e (logn)? e~ fen’ logn Z
> )

¢=R+1
Z ( (logn)” 60"410“) (6.94)
=R+

Given that 3, u, > 0 and lim,, ., ¢, = ¢ > 0 we clearly have

e (logn)? e Penlosn — (1), (6.95)

Thus, the geometric series in (6.94) is summable, and we have

min{Ln, Lﬁcﬂrn 1}

n logn n ) _B 1 " Rt1
2 )Pl (1.0) 0 Bk 0, X,)°] < (14 0(1)) n (e (logn)® e Fer1o8n )
{=R+1

_ (1 + 0(1)) nlf(RJrl)ﬂcn’fT’" (6(10g n)z)R—H

= o(1)

for any positive integer R with
8

R > )
Bepy

(6.96)

This choice is permissible given that ¢, 8, u, > 0.

The case where min{| |,max(R, L,)} < £ < Lgcmn ]

HrTy
Ben logn n logn

Clearly, this range becomes obsolete if max(R, L,) > |z50=]. Thus, it suffices to consider

the subsequences for which the range max(R, L,) +1 < ¢ < | 57— | is non-empty. There, we
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use (6.26), (6.10), (6.80), (6.81), and the second bound in (6.82) to get

LﬂczqggnJ
(Z) PlAne(p,00) N Ey (1,05, X)) (6.97)
{=max(R,Ln)+

5

"lognJ en\ ¢ (lo n)2 o n
{=max(R,Ly,)+1 n

_ Mprmn
2Bclogn

< S et (e o)’

l=max(R,Ln)+1

HrT
Ben logn”

where in the last step we used (6.92) in view of ¢ <

Next, we write

e*ﬁecny@% + e*’YKl,n — efﬁgcnﬂrloz% (1 + 677K1,7L+IB£C77,N7‘ 102%,{”)

1 .
S exp { /Bgcnlur 02gn + e_yKl,n_Fﬁgcn“rngn}

2
n
logn e VKLntF

- 6.98
2\ Bl (099

< exp § —Bleppr——

where the last inequality is obtained from ¢ < # Using the fact that ¢ > L, =
n lOg N

min{ | Snj, | 5]} and (6.20) we have

e_’YKl,n Kl n 2 e_VKl,n
—— < max — = 2n—
P, Benpir logn

2K1 nefnyl,n 4677K1,n
< max : ,
{ Benprologn” fe,puylogn }

=o(1)

by virtue of (6.36) and the facts that (5, u,, o, ¢, > 0. Reporting this into (6.98), we see that

for for any € > 0, there exists a finite integer n*(¢e) such that
(o7 tennr 52 4 a8 ) < g Btennr 200 (6.99)
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for all n > n*(e). Using (6.99) in (6.97), we get

L Hrn J L pwrn J
Ben logn Ben logn
logn

A\ £
Z (Z)P[An,f(ﬂa en) N En(ll’aonaXn)c] <n Z <€ (log n)2 6_[36”“?(1_6)5)
¢=max(R,Ln)+1 {=max(R,Ln)+1

o0

ogn Z
<n Z <e (log n)2 e~ Benmr (1—6)>
{=max(R,L,)+1

(6.100)

Similar to (6.95), we have e (logn)® e=Bennr R (1-6) — o(1) so that the sum in (6.100) converges.

Following a similar approach to that in Section 6.5.11, we then see that

Ear
2Bclogn

. n c
B3 ()P 80 B8 X, 0

¢{=max(R,Ly,)+1

with R selected according to (6.96) and € < 1/2.

The case where |50 | +1 < (< [vn]

We consider | z57—| +1 < £ < |vn] for some v € (0, 3) to be specified later. Recall (6.25),

(6.10), (6.80), the first bound in (6.81), and the second bound in (6.82). Noting that (}) is

monotone increasing in ¢ when 0 < ¢ < [2] and using (6.93) we get

lvn]
S ()P 00 B0, X,
1

=Lt )+

Ben logn

lvn]
n —Qn r(n — n 7

gzl—ﬂczq:gnJ—i_l

[vn]
e\ vn _ rn__ cplogn
S Z (_> (1 — ,ur _I_ Nre anﬁﬁc:tlogn nai + e_VKl,n>
14

Z:LBCZ’,ic?g nJ+1

|3

<n (E) (1 — U+ e+ e—vKl,n)%
v
e 2v %
=n <(—> (1= pr + pre™" + eV“m)) (6.101)
v
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We have 1 — p, + ppe ™ < 1 from p, > 0 and e 7%1n = o(1) from (6.36). Also, it holds
that lim,_,q (e)QV = 1. Thus, if we pick v small enough to ensure that

v

(;)QV (1= e+ pre ™) < 1, (6.102)

then for any 0 < € <1 — (e/v)* (1 — pir + ppe ) there exists a finite integer n*(e) such that

2v
<E> (1= pr + e +e7m) <1 —€, Vn>n*(e).
v

Reporting this into (6.101), we get

[vn]
i S ()Pl 80 B8, X,)T =0

n—o0 g

= i |+

since lim,, oo n(1 — €)™/2 = 0.

The case where [vn] +1<0< |3

In this range, we use (6.11), (6.80), the first bound in (6.81), the last bound in (6.82), and
(6.93) to get

% (Z)P[An,e(u,en) NE,(u,0,,X,)] < % | (Z’) (e—wanpu(n) + e—le,n)%

{=|vn]+1 {=vn]+
5] "
S ()]

1

{=|vn|+

IN

n
2

S <4e—ﬂunanp11(n) _’_46—71(17”)

With 3,v,7 > 0 have e #vnenrui(?) = (1) from (6.21) and e~ 1» = o(1) from (6.36). The

76



conclusion
5],
li P[A E X, =
nggo Z (5) [n,ﬁ(l‘ven)m n(:u‘70m n)] 0

{=|vn|+1

immediately follows and the proof of one-law is completed. [ |

6.6 k-connectivity and minimum node degree

In this section, we present conditions (in the form of zero-one laws) on how to scale the
parameters of the intersection model so that with high probability i) all of its nodes are
connected to at least k other nodes, i.e., the minimum node degree of the graph is no less than
k; and ii) the graph is k-connected, i.e., the graph remains connected even if any k — 1 nodes
leave the network. These results are shown to complement and generalize several previous
results in the literature. We also present numerical results to support our findings in the
finite-node regime.

We start by noting some additional notation that will be useful in this section. For any
= Ly N E_yj,

three distinct nodes v, , v, and v;, we define Egjn,; = Ey; N Ey;, E . iqu

Erinyi = Eaj N Ey;, and Egs := Ey; N E,;. Consider the vertex set V = {vy,...,v,}. For
each node v; € V, we define N; as the set of neighbors of node v;. Also, for any pair of vertices
Uy, Uy, We let Ny, be the set of nodes in V' \ {v,,v,} that are neighbors of both v, and v,; i.e.,
Ngy = N; N N,. We also let N,z denote the set of nodes in V \ {v,,v,} that are neighbors of
v, but are not neighbors of v,. Similarly, Nz, is defined as the set of nodes in V' \ {v,, v,} that
are not neighbors of v,, but are neighbors of v,. Finally, Nz; is the set of nodes in V' \ {v,, v, }
that are not neighbors of either v, or v,. We also define S, = ¥, N ,.

We refer to a mapping Ki,...,K,, P : Ng — Ni*' as a scaling (for the inhomogeneous

random key graph) as long as the conditions

2< Ky <Kyp<...< K, <P,J2 (6.103)

— —_— )
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are satisfied for all n = 2,3,.... Similarly any mapping o : Ny — (0,1) defines a scaling for
Erdés-Rényi graphs. As a result, a mapping © : Ny — Nj™ x (0,1) defines a scaling for the
intersection graph K(n;pu,8) N G(n;a) given that condition (6.103) holds. We remark that
under (6.103), the edge probabilities p;; will be given by (6.2).

We first present a zero-one law for the minimum node degree being no less than & in the

inhomogeneous random key graph intersecting Erdés-Rényi graph.

6.6.1 A zero-one law for the minimum node degree being no less

than &k

Theorem 6.6.1. Consider a probability distribution p = {u,...,u,} with p; > 0 for i =

1,...,7 and a scaling © : Ny — Nj*t! x (0,1). Let the sequence v : Ny — R be defined through

_logn + (k—1)loglogn + v,

Ai(n) = azAi(n) (6.104)
n
foreachn =1,2,....
(a) If \y(n) = o(1), we have
Minimum node degree
lim P =0 if lim v, =—
e of K(n;u,0) N G(n;a) > k e
(b) We have
Minimum node degree
lim P =1 if lim ~, = cc.
n—o00 n—0o0

of K(n;u,0) NG(n;a) > k

Next, we present a zero-one law for the k-connectivity of K(n;u,8) N G(n; «).
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6.6.2 A zero-one law for k-connectivity

Theorem 6.6.2. Consider a probability distribution p = {1, ..., .} with p; > 0 for i =
1,...,r and a scaling © : Ny — Ny x (0,1). Let the sequence v : Ny — R be defined through
(6.104) for eachn = 1,2,.. ..

(a) If \y(n) = o(1), we have

lim P[K(n;u,8) NG(n; ) is k-connected] =0 if lim v, = —o0

n—o0 n—oo

(b) If
P, = Q(n), (6.105)
Ij;;" — 1), (6.106)
2: — oflogn), (6.107)
we have
nll—g;lop [K(n; p,0) N G(n; a) is k-connected) =1  if nh_glo Y = 0. (6.108)

6.6.3 Discussion

Theorem 6.6.1 (respectively Theorem 6.6.2) states that the minimum node degree in K(n; g, )N
G(n; ) is greater than or equal to k (respectively K(n;u,0) N G(n;«) is k-connected) whp
if the mean degree of class-1 nodes, i.e., nA;(n), is scaled as (logn + (k — 1)loglogn + ~,)
for some sequence 7, satisfying lim, ...y, = oco. On the other hand, if the sequence =,
satisfies lim,, o, 7, = —o0, then whp K(n;p,0) N G(n; a) has at least one node with degree
strictly less than £, and hence is not k-connected. This shows that the critical scaling for the
minimum node degree of K(n; u,0) N G(n; ) being greater than or equal to k (respectively for

K(n: p,8) NG(n: a) to be k-connected) is given by A (n) = sntk=Dloglosn "with) the sequence

n

Yo : Ng = R measuring the deviation of Aj(n) from the critical scaling.
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The scaling condition (6.104) can be given a more explicit form under some additional

constraints. In particular, it was shown in [157, Lemma 4.2] that if A\;(n) = o(1) then

Kl,nKavg,n
~ — TS

A1(n) 23

(6.109)

where Kaygn = Z;Zl 1; K, denotes the mean key ring size in the network. This shows that
the minimum key ring size K ,, is of paramount importance in controlling the connectivity and
reliability of the network; as explained previously, it then also controls the number of mobile
sensors that can be accommodated in the network. For example, with the mean number K, ,,
of keys per sensor is fixed, we see that reducing K, by half means that the smallest «,, (that
gives the largest link failure probability 1 — «,,) for which the network remains k-connected
whp is increased by two-fold for any given k; e.g., see Figure 6.6 for a numerical example
demonstrating this.

We first comment on the additional technical condition Aj(n) = o(1). This is enforced
here mainly for technical reasons for the proof of the zero-law of Theorem 6.6.1 (and thus of
Theorem 6.6.2) to work. A similar condition was also required in [166, Thm 1] for establishing
the zero-law for the minimum node degree being no less than k in the homogeneous random

key graph intersecting Erd6s-Rényi graph. In view of (6.109), this condition is equivalent to
Kl,nKavg,n = O(Pn) (6110)

In real-world wireless sensor network applications the key pool size P, is envisioned to be orders
of magnitude larger than any key ring size in the network [33,53]. As discussed below in more
details, this is needed to ensure the resilience of the network against adversarial attacks. In
conclusion, (6.110) (and thus Aj(n) = o(1)) is indeed likely to hold in most applications.
Conditions (6.105) and (6.106) are also likely to be needed in practical implementations of
wireless sensor networks in order to ensure the resilience of the network against node capture

attacks; e.g., see [33,53]. To see this, assume that an adversary captures a number of sensors,
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compromising all the keys that belong to the captured nodes. If P, = O(K,,) contrary to
(6.106), then it would be possible for the adversary to compromise a positive fraction of the
key pool (i.e., Q(P,) keys) by capturing only a constant number of sensors that are of type .
Similarly, if P, = o(n), contrary to (6.105), then again it would be possible for the adversary
to compromise 2(P,) keys by capturing only o(n) sensors (whose type does not matter in this
case). In both cases, the network would fail to exhibit the unassailability property [95,153] and
would be deemed as vulnerable against adversarial attacks. We remark that both (6.105) and
(6.106) were required in [157,166] for obtaining the one-law for connectivity and k-connectivity,
respectively, in similar settings to ours.

Finally, the condition (6.107) is enforced mainly for technical reasons and takes away
from the flexibility of assigning very small key rings to a certain fraction of sensors when
k-connectivity is considered; we remark that (6.107) is not needed for the minimum node
degree result given at Theorem 6.6.1. An equivalent condition was also needed in [157] for
establishing the one-law for connectivity in inhomogeneous random key graphs. We refer the
reader to [157, Section 3.2] for an extended discussion on the feasibility of (6.107) for real-world
implementations of wireless sensor networks, as well as possible ways to replace it with milder
conditions.

We close by providing a concrete example that demonstrates how all the conditions required
by Theorem 6.6.2 can be met in a real-world implementation. Consider any number r of sensor

types, and pick any probability distribution g = {uq,..., p.} with g; > 0 foralli =1,... 7.

logn
n

For any channel probability «,, = Q(=2"), set P, = [nlogn]| and use

Kln:

)

"(log n)1/2+e

(1+¢)(log n)3/25—‘
Jan

and K,, =
w ’ { M/ Cn

with any 0 < € < 0.5. Other key ring sizes K;, < Ky,,...,K,_1, < K,, can be picked

arbitrarily. In view of Theorem 6.6.2 and the fact [157, Lemma 4.2] that \;(n) ~ %ﬂ”g’",
the resulting network will be k-connected whp for any k£ = 1,2,.... Of course, there are many

other parameter scalings that one can choose.
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6.6.4 Comparison with related work

Several properties of the homogeneous random key graph, K(n; K, P), have been extensively
studied in literature. In particular, the 1-connectivity of K(n; K, P) has been investigated
in [15,33,128,159] under full visibility, i.e., when all pairs of nodes have a communication
channel in between. Therein, authors provided scaling conditions on the key ring size K,
and the key pool size P, as functions of the network size n such that the resulting network is
connected with high probability as the number of nodes gets large. Moreover, the k-connectivity
property of K(n; K, P) was investigated under full visibility in [129].

Our work extends these results to the heterogeneous setting, where sensor nodes have
different levels of resources and security/connectivity requirements, thus possibly belonging to
different classes. Such heterogeneity induces the need for the inhomogeneous random key graph
K(n;p, K, P) as an accurate model for the crypto-connectivity of the resulting network. Also,
unlike the aforementioned results that assume full visibility, our work considers the wireless
connectivity of the network through the on-ff channel model.

In [166], Zhao et al. investigated the k-connectivity property of K(n; K, P) under an an/off
channel model. There, zero-one laws for the property that the minimum node degree is no
less than k and the property that the graph is k-connected were established for K(n; K, P) N
G(n; a). Clearly, our work extends these results to the heterogeneous setting as we consider the
intersection of the inhomogeneous random key graph with Erdos-Rényi graph. In particular,
with » = 1, i.e., when all nodes belong to the same class and thus receive the same number K of
keys, Theorem 6.6.1 and Theorem 6.6.2 recover the results of Zhao et al. (See [166, Theorems 1-
2]).

In comparison with the existing literature on similar models, our result can be seen to
extend the work by Eletreby and Yagan in [50]. Therein, the authors established a zero-one
law for the 1-connectivity of K(n; u, K, P)NG(n; a), i.e., for a wireless sensor network under the
heterogeneous key predistribution scheme and on-off channel model. Although these results

form a crucial starting point towards the analysis of the heterogeneous key predistribution
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scheme, they do not guarantee that the wireless sensor network would remain connected when
sensors fail due to battery depletion or get captured by an adversary. Moreover, the results
in [50] are not applicable for mobile wireless sensor networks since the mobility of even a single
sensor may render the network disconnected. The results established here fill these gaps by
establishing k-connectivity results.

Our work also generalizes the work by Yagan [157] who considered the inhomogeneous
random key graph K(n;u, K, P) under full visibility; i.e., when all pairs of nodes have a
communication channel in between. There, Yagan established zero-one laws for the absence of
isolated nodes (i.e., absence of nodes with degree zero) and 1-connectivity. Our work generalizes
Yagan’s results on two fronts. Firstly, we consider more practical wireless sensor network
scenarios where the unreliability of wireless communication channels are taken into account
through the on-ff channel model. Secondly, in addition to the properties that the graph has
no isolated nodes (i.e., the minimum node degree is no less than 1) and is 1-connected, we

consider general minimum node degree and connectivity values, £ = 0,1, .. ..

6.6.5 Numerical results

We now present numerical results to support Theorems 6.6.1 and 6.6.2 in the finite node regime.
Moreover, we also verify the validity of our claim that the on-off channel model serves as a good
approximation of the disk model in the context of k-connectivity property. In all experiments,
we fix the number of nodes at n = 500 and the size of the key pool at P = 10%.

To compare the connectivity behavior of the heterogeneous key predistribution scheme
under the disk model with that of the on-off channel model, we use the matching condition
(see Section 6.5.6) a = mp?. In what follows, we present several simulation results comparing
the (empirical) probabilities that K(n; u,0) N G(n; o) and K(n; p,0) N1I(n; p) are k-connected,
respectively.

In our first set of experiments, we consider the channel parameters o = 7p? = 0.2, o =

p? = 04, a = p* = 0.6, and a = 7p? = 0.8, while varying the parameter K, i.e., the
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smallest key ring size, from 10 to 40. The number of classes is fixed to 2, with g = {0.5,0.5}.
For each value of K, we set Ky = K; + 5. For each parameter pair (K, «), we generate 1000
independent samples of the graphs K(n; u,0) N G(n; «) and K(n; u,0) N1I(n; p), and count the
number of times (out of a possible 1000) that the obtained graphs i) have minimum node
degree no less than 2 and ii) are 2-connected. Dividing the counts by 1000, we obtain the
(empirical) probabilities for the events of interest. In all cases considered here, we observe that
K(n; 1, 80) N G(n; ) (resp. K(n;p,0) N1I(n;p)) is 2-connected whenever it has minimum node
degree no less than 2 yielding the same empirical probability for both events. This supports
the fact that the properties of k-connectivity and minimum node degree being larger than k
are asymptotically equivalent in K(n;u,80) N G(n;a).

The results obtained for the empirical probabilities of 2-connectivity are depicted in Fig-
ure 6.4, where lines represent the results under the on-off model and symbols represent the
results under the disk model. In all cases, we see that empirical probabilities are almost iden-
tical, supporting the claim that the on-ff channel model serves as a good approximation of the
disk model (under o = mp?). More importantly, this shows that our main results are likely to
hold also under the disk communication model. For each curve in Figure 6.4, we also show the
critical threshold of connectivity “predicted” by Theorem 6.6.2 by a vertical dashed line. More

specifically, the vertical dashed lines stand for the minimum integer value of K; that satisfies

)\l(mziuj (1 ) (P;;j)> N llogn + (k —1)loglogn (6.111)
= (x) ) @ n

with any given k and a. We see from Figure 6.4 that the probability of k-connectivity transi-
tions from zero to one within relatively small variations in K. Moreover, the critical values of
K obtained by (6.111) lie within the transition interval.

In Figure 6.5, we consider four different values for k£, namely we set k =4, k =6, k = 8, and
k = 10 while varying K from 10 to 40 and fixing o = wp? = 0.4. The number of classes is fixed
to 2 with g = {0.5,0.5} and we set Ky = K;+5 for each value of K. Using the same procedure

that produced Figure 6.4, we obtain the empirical probability that K(n;u,0) N G(n; «) and
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Figure 6.4: Empirical probability that K(n;u,0) N G(n;«) and K(n;p,0) N I(n;p) are 2-
connected as a function of K for « = mp? = 0.2, a = 7p*® = 04, a = wp?> = 0.6, and
a = mp? = 0.8 with n = 500 and P = 10% in each case, the empirical probability value is
obtained by averaging over 1000 experiments. Vertical dashed lines correspond to the critical
values of K; obtained from (6.111).

K(n; p,80) N1I(n; p) are k-connected versus K;. The critical threshold of connectivity asserted
by Theorem 6.6.2 is again shown by a vertical dashed line. Again, we see that numerical results
are in parallel with Theorem 6.6.2, and that the k-connectivity behaviors of K(n; u,8)NG(n; «)
and K(n; u,0) N1(n; p) are very close to each other.

Figure 6.6 is generated in a similar manner with Figure 6.4, this time with an eye towards
understanding the impact of the minimum key ring size K; on network connectivity. To that
end, we fix the number of classes at 2 with u = {0.5,0.5} and consider four different key ring
sizes K each with mean 40; we consider K = {10,70}, K = {20,60}, K = {30,50}, and
K = {40,40}. We compare the probability of 2-connectivity in the resulting networks while
varying a (and consequently 7p?) from zero to one. We see that although the average number of
keys per sensor is kept constant in all four cases, network connectivity improves dramatically
as the minimum key ring size K increases; e.g., with a = 7p? = 0.2, the probability of

connectivity is one when K; = K, = 40 while it drops to zero if we set K; = 10 while
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Figure 6.5: Empirical probability that K(n;u,8) N G(n;«) and K(n;u,0) N 1I(n;p) are k-
connected as a function of K; for k = 4, k = 6, k = 8, and £ = 10, with n = 500 and
P = 10% in each case, the empirical probability value is obtained by averaging over 1000
experiments. Vertical dashed lines stand for the critical threshold of connectivity asserted by
Theorem 6.6.2.

increasing K5 to 70 so that the mean key ring size is still 40. Once again, we see that the
results under the on-off model are very similar to those obtained under the disk model. In fact,
Figure 6.6 suggests that our work can be useful in determining the minimum transmission
radius p needed to achieve a certain probability of k-connectivity in the network; e.g., to
guarantee 2-connectivity almost surely with K; = 20 and Ky = 60 (with other parameters as
in the caption of Figure 6.6), we need to have at least wp* = 0.38.

In Figure 6.7, we examine the reliability of K(n; s, 8) NG(n; o) by looking at the probability
of 1-connectivity as the number of deleted (i.e., failed) nodes increases. From a mobility
perspective, this is equivalent to investigating the probability of a wireless sensor network
remaining connected as the number of mobile sensors leaving the network increases. We set
n =500,p = {1/2,1/2},a = 0.4, P = 10*, and select K; and Ky = K; + 10 from (6.111) for
k=8, k=10, k = 12, and k = 14. With these settings, we would expect (for very large

n) the network to remain connected whp after the deletion of up to 7, 9, 11, and 13 nodes,
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Figure 6.6: Empirical probability that K(n;u,0) N G(n;«) and K(n;p,0) N I(n;p) are 2-
connected with n = 500, u = (1/2,1/2), and P = 10*; we consider four choices of K = (K7, K3)
each with the same mean.

respectively. Using the same procedure that produced Figure 6.4, we obtain the empirical
probability that K(n;u,8) NG(n; a) is connected as a function of the number of deleted nodes?
in each case. We see that even with n = 500 nodes, the resulting reliability is close to the
levels expected to be attained asymptotically as n goes to infinity. In particular, we see that
the probability of remaining connected when (k — 1) nodes leave the network is around 0.75
for the first two cases and around 0.90 for the other two cases.

Finally, we provide a simulation study that characterizes the effect of network size n on the
probability of k-connectivity. Our objective is to observe the influence of n on the behavior of
the probability of k-connectivity. In Figure 6.8, we examine the probability of 4-connectivity of
K(n;u,0)NG(n;a) as we set P = 10%, a = 0.4, vary K from 4 to 40, and set Ky = K; +5. To
characterize the effect of n, we compute the empirical probability for the cases when n = 300,

n = 500, n = 1000, and n = 10000. We observe that the probability of connectivity exhibits a

2We choose the nodes to be deleted from the minimum vertex cut of K(n;u,0) N G(n; ), defined as the
minimum cardinality set whose removal renders it disconnected. This captures the worst-case nature of the
k-connectivity property in a computationally efficient manner (as compared to searching over all k-sized subsets
and deleting the one that gives maximum damage).
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Figure 6.7: Empirical probability that K(n;u,8) N G(n; «) remains connected after deleting
nodes from the minimum vertez cut set. We fix n = 500, u = (1/2,1/2),a = 0.4, P = 10*, and
choose K; and Ky = K; + 10 from (6.111) for each k =8, k = 10, k = 12, and k = 14; i.e., we
use Ky = 30, 33, 36, 38, respectively.

sharper transition between 0 and 1 as we increase n, which is expected by virtue of Theorem 3.2

that provides sharp zero-one law in the limit of large network size. In addition, we observe that

log n+(k—1) loglogn

as we increase n, the fraction —

decreases, leading to a decrease on the critical

value of K, needed to ensure k-connectivity (for fixed P, o, and Ks.).

6.6.6 Additional preliminaries

A number of technical results are collected here for easy referencing.

Proposition 6.6.3. Consider a scaling K1, K, ..., K., P : Ng — N{™' and a scaling o : Ny —
(0,1). Let the sequence v : Ny — R be defined through (6.104) for each n = 1,2,.... Under
(6.105) and (6.107), we have

K =w(1) (6.112)

when lim,, s ¥, = 400.
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Figure 6.8: Empirical probability that K(n;p,0) N G(n; «) is 4-connected as a function of K
for n = 300, n = 500, n = 1000, and n = 10000, with P = 10% in each case, the empir-
ical probability value is obtained by averaging over 1000 experiments. Highlighted symbols
correspond to the critical values of K obtained from (6.111).

Proof. From (6.104), we clearly have

logn

A1(n) > (6.113)

naoy,

for all n sufficiently large when lim,, o, 7, = +00. We also know from [159, Lemmas 7.1-7.2]

that
K, K; K, K; )
, < ki LR G it L L =1,...
plj(n) =~ Pn — ij = Pn y J } , T

where the last bound follows from (6.103). This leads to

d d K nKn K nKrn
M) = upy <2 py 1’P <9 I’P : (6.114)

Jj=1 Jj=1

Combining (6.113) and (6.114) we get
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for all n sufficiently large. Under (6.105) and (6.107), this immediately establishes (6.112) since

oy < 1. ]

Fact 6.6.4. For any positive constants {1, s, the function
fla)=a"(1—2)"" 2e(0,1) (6.115)

is monotone decreasing in x for all n sufficiently large.

Proof. Differentiating f(x) with respect to z € (0, 1), we get

%f(ﬂf) = glxﬁ—l(l o x)n—fz o (n o 62)33(1(1 _ x)n_gQ_l

=271 —2)" 27 (1 — 2) — (n — bo)x).
The conclusion follows since (¢1(1 — ) — (n — f2)x) < 0 for all n sufficiently large, for any
positive ¢4, ¢ and z € (0,1). ]

Fact 6.6.5 ( [166, Fact 3]). Let x and y be positive functions of n. If x = o(1), and z*y = o(1)
hold, then

(1—2)Y ~e™™

We will use several bounds given below throughout the chapter:

(x+y <27 (@’ +y"), z,y>0, p>1 (6.116)
(Z)gnf, (=1,....,n, n=12,... (6.117)
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6.6.7 Proof of Theorem 6.6.1

A roadmap

The proof of Theorem 6.6.1 consists of two parts. Namely, in Section 6.6.7, we establish
the one-law part of Theorem 6.6.1, while in Section 6.6.7, we establish the zero-law part. In
establishing the one-law part, we utilize the first moment method [73, Eqn. (3.1), p.54] to
show that under the scaling condition (6.104) with lim,, ., 7, = 00, the number of nodes with
degree ¢ in K(n; p,0) N G(n;«) is zero for £ = 0,1,...,k — 1 with high probability in the limit
of large network size. The result implies that the minimum node degree of the graph is no less
than k, which establishes the one-law part of Theorem 6.6.1. In establishing the zero-law part,
we utilize the second moment method [73, Remark 3.1, p. 54] to show that under the scaling
condition (6.104) with lim,, . 7, = —o00, there exists at least one class-1 node with degree
¢ < k with high probability in the limit of large network size, which readily implies that the

minimum node degree of the graph is less than k., i.e., the zero-law part of Theorem 6.6.1.

Establishing the one-law

The proof of Theorem 6.6.1 relies on the method of first and second moments applied to the
number of nodes with degree ¢ in K(n; u, ) NG(n; «). Let Xy(n;p,0,,) denote the total number

of nodes with degree ¢ in K(n; u,8) N G(n; ), namely,

Xo(n; 1, 0,,) = Z 1[v; is of degree ¢ in K(n;u,0) N G(n; a)]

i=1

The first moment method [73, Eqn. (3.1), p. 54] gives
P [X/(n;1,0,) = 0] > 1 — E[X,(n;1,0,)] (6.118)

The one-law states that the minimum node degree in K(n;u,8) N G(n; «) is no less than

k asymptotically almost surely (a.a.s.); i.e., lim, o P[X¢(n;p,0,) =0] = 1, for all ¢ =
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0,1,...,k — 1. Thus, the one-law will follow if we show that

lim E[X,(n;p,0,)] =0, ¢=0,1,... k—1. (6.119)

n—oo

We let D;4(n;p,0,) denote the event that node v; in K(n;p,0) N G(n; ) has degree ¢
for each 7 = 1,2,...,n. Throughout, we simplify the notation by writing D,, instead of
D, ¢(n; p,©,,). By definition, we have Xy(n;p,0,) = > 1[D; ] and it follows that

E[X;(n; 1, 60)] = }_P[Dis] =nP[D,./] (6.120)

by the exchangeability of the indicator rvs {1[D;];i=1,...,n}.
In view of (6.118) and (6.120), we see that (6.119) and hence the one-law would follow upon
showing

lim nP[D, ] =0, (=0,1,... k—1. (6.121)

n—oo

We start by deriving the probability of D, . For any node v,, the events?
Elx; E2x7 R E(m—l)r7 E(x—l—l)r’ R Ens

are mutually independent conditionally on the type t,. It follows from (6.5) that the degree of

a node v,, i.e., D,, is conditionally binomial leading to

D, < Bin(n —1,A;), with probability p;, i=1,...,r

3Recall that E,, denotes the event that nodes v, and v, are adjacent in K(n;u,8) N G(n; ).
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Thus, we get

P[Dye] = P [Dag | tn =]

i=1

z (Wl D pi (nh(m) (1= Az-(n))"—f—l)

< ()7 (A () (1= Ay ()"

S (€'>—1 (nAl(n))Z ef(nfﬁfl)/\l(n)

for all n sufficiently large, as we invoke Fact 6.6.4 together with (6.7), and noting that ¢ is a
non-negative integer constant and that (",') < ()" nf. Combining (6.104) and (6.116), and

using the fact that A;(n) < 1, we see that

nP Dy <n (5!)_1 (logn + (k — 1) loglogn + %)e ¢~ logn=(k=1)loglogn—ryn o ((+1)A1(n)
< 2(—1 <(10g TL)E (1 + 0(1))4 + 7ﬁ> e—(k—l)loglogn—'yneO(l)

_ O(1>6—(k—1—f) log log n—vyn + O(l)vfle—(k—l)loglogn—yn'

When lim,, o, 7, = oo, we readily get the desired conclusion (6.121). This establishes the
one-law.
Establishing the zero-law

Our approach in establishing the zero-law relies on the method of second moment applied to
a variable that counts the number of nodes in K(n;u,8) N G(n; «) that are class-1 and with

degree ¢. Similar to the discussion given before, we let Y;(n; p, 0,) denote the total number of
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nodes that are class-1 and with degree ¢ in K(n;p,0) N G(n; ), namely,

Yi(n; 1,0,) = Z 1 [v; is class 1 and has degree ¢ in K(n;u,0) N G(n; a)] (6.122)

i=1

Clearly, if we can show that whp there exists at least one class-1 node with a degree strictly less
than k£ under the enforced assumptions (with lim,, ., 7, = —00) then the zero-law immediately
follows.

With a slight abuse of notations, we let D, (n;p,0,) denote the event that node v; in
K(n;pn,0) N G(n;a) is class-1 and has degree ¢ for each ¢ = 1,2,...,n. Throughout, we
simplify the notation by writing D;, instead of D, ¢(n;p,0,,). Thus, we have Y,(n;p,0,) =
> w1 1[D;]. The second moment method [73, Remark 3.1, p. 54] gives

E [Yi(n: ,6,)]"

; =0/ <1~ . .
We have E [Yy(n; 1, 0,,)] = nP D, ] and
E [Ye(n;p,0,)*] =nP[Dye +n(n—1)P[D,,N Dy,
whence
E[n(nvuaen)2] 1 n— 1P[DI,KmDy,Z] (6 124)

EYnim0)f nPDud 0 (PDh)’

In view of (6.123) and (6.124), we will get lim,,_,o P [Yy(n;p,0,) = 0] = 0, for some ¢ =

0,1,...,k — 1 (which in turns establishes the zero-law) if we show that
lim nP[D, ] = oo, (6.125)
n—oo
and
P[Dye N Dyy] ~ (P[Dyy))? (6.126)

for some ¢ =0,1,...,k— 1.
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The next two results will help establish (6.125) and (6.126) along two specific subsequences

(on which nA;(n) has a limit) with a different value of ¢ for each particular subsequence.

Lemma 6.6.6. If A;(n) =o (\%), then for any non-negative integer constant ¢ and any node

vz, we have

B [Dad] ~ o1 (€))7 (nAy(m))” i) (6.127)

Proof. Considering any class-1 node v;, and recalling (6.5), we know that the events
Eli; EQZ', ey E(i—l)i7 E(i—‘rl)ia e 7Eni

are mutually independent. Thus, it follows that the degree of a given node v;, conditioned on

being class-1, follows a Binomial distribution Bin(n — 1, Ay(n)). Thus,

P [Di,ﬁ] = ,ul]P’ [Di,f | tz = 1]

Next, given that Aj(n) = o (\%) and ¢ is constant, it follows that A;(n) = o(1) and

Ai(n)*(n — € — 1) = o(1). Invoking Fact 6.6.5, and the fact that (",') ~ ()"t the

conclusion (6.127) follows. O

Lemma 6.6.7. Consider scalings Ki,...,K,, P : Ny — Nyt' and o : Ny — (0,1), such that
A1(n) =o(1) and (6.104) holds with lim,_, v, = —00. The following two properties hold
(a) If nA1(n) = Q(1), then for any non-negative integer constant ¢ and any two distinct

nodes v, and v,, we have

P [Dye N Dyl ~ i (0)7% (g (n))* e (6.128)
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(b) For any two distinct nodes v, and v,, we have

P[D,o N Dyo) ~ pfe "M (6.129)

Note that the events D,, and D, , already imply that nodes v, and v, are class-1, i.e.,
|X;| = |¥,] = K;. In this case, one may conjecture that the proof of Lemma 6.6.7 would
precisely follow that of [166, Lemma 3| for the homogeneous case where all nodes receive the
same number of keys Kj. Although the proof does follow that of [166, Lemma 3], we remark
that even when we explicitly fix the class of the two particular nodes v, and v,, their adjacent
nodes could still belong to any class. Hence, extra effort has to be made to precisely bound
the probability that some vertex, say v;, is adjacent to both v, and v,, as v; could be class-
i with probability p;. Since the proof of Lemma 6.6.7 closely (although, not entirely as we
mentioned above) follows that of [166, Lemma 3|, it is skipped here for brevity and given
in [42, Appendix B] for completeness.

We now show why the zero-law follows from Lemma 6.6.6 and Lemma 6.6.7 by means of
establishing (6.125) and (6.126) for some ¢ =0,1,...,k — 1.

Let

P (n;p,0,,) := P | Minimum node degree of K(n;u,8) N G(n;a) > k

In what follows, we will consider the cases where nA;(n) = (1) and nA;(n) = o(1), sepa-
rately. We will show that: i) when nA;(n) = Q(1), conditions (6.125) and (6.126) hold for
¢ =k — 1, thus we have lim,,_,,, P (n;u,0,,) = 0; ii) when nA;(n) = o(1), conditions (6.125)
and (6.126) hold for ¢ = 0, hence we have lim,,_,., P (n;u,0,) = 0. Collectively, we have
lim, o0 P (n; 1, 0,,) = 0 whenever nA;(n) = Q(1) or nA;(n) = o(1). By virtue of the subsubse-
quence principle [73, p. 12], this readily implies that lim,_,, P (n; g, 0,,) = 0 holds even when
the sequence nA;(n) does not have a limit.

The case where there exists an € > 0 such that nA;(n) > ¢ for all n sufficiently
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large: In this case we will establish (6.125) and (6.126) for £ = k—1. First, we see from (6.104)

that Aq(n) < log”Hk_nl)lOglog” =0 <\/iﬁ> when lim,,_,o, 7, = —oo. Invoking Lemma 6.6.6, this

gives

nP[Dy] ~ gy ()7 (nAy(n)) e (6.130)

for each £ =0,1,.... Setting ¢ = k — 1 and substituting (6.104) into (6.130), we get

WP (Do) ~ g [(k = 17" (nfy )+~ e oz iostosn,

= [(k — 1)!]_1 (logn + (k — 1) loglogn + ”yn)k_l e~ (k—1)loglogn—yn (6.131)
Let
fu(k;vn) == (logn + (k — 1) loglogn + %)k_l g~ (k=1)loglogn—yn_

and note that (logn + (k — 1)loglogn + +,) > € for all n sufficiently large by virtue of the
fact that nAi(n) > e. Fix n sufficiently large, pick ¢ € (0,1) and consider the cases when

T < —(1 =) logn and 7, > —(1 — () logn, separately. In the former case, we get
ok ) > ce—(h=Dloglogn+(1=Q)log
and in the latter case, we get
Fulhiy) > (Clogm)¥~! e~ oskosnoon gkt
Thus, for all n sufficiently large, we have

fn(k> ,Yn) > min {66—(k—1)loglogn+(1—ﬁ) logn’ Ck—le—'yn} )
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It is now clear that

limf,(k; ) = oc, (6.132)
n—oo

since ¢ € (0,1) and lim, o 7, = —o0. Reporting (6.132) into (6.131), we establish (6.125).
Furthermore, from Lemma 6.6.6 and Lemma 6.6.7, it is clear that (6.126) follows for £ = k — 1.
The case where lim,,_,., nA;(n) = 0: In this case, we will establish (6.125) and (6.126)

for £ = 0. Setting £ =0 in (6.130), we obtain

nii(n)

nlP[D, o] ~ nue ~ Ny

by virtue of the fact that nAj;(n) = o(1). This readily gives (6.125). Furthermore, from
Lemma 6.6.6 (with ¢ = 0) and Lemma 6.6.7, (6.126) immediately follows.

The two cases considered cover all the possibilities for the limit of nA;(n). By virtue of
the subsubsequence principle [73, p. 12], we get the zero-law of Theorem 6.6.1 without any

condition on the sequence nA;(n).

6.6.8 Proof of Theorem 6.6.2

A roadmap

The proof of Theorem 6.6.2 consists of two parts. Namely, in Section 6.6.8, we establish
the zero-law part of Theorem 6.6.2, while in Section 6.6.8, we establish the one-law part. In
establishing the zero-law part, we note that if the minimum node degree of a graph is strictly
less than k, then the graph is certainly not k-connected. This follows from the fact that for
a k-connected graph, there is no node with degree strictly less than k. The aforementioned
observation indicates the zero-law part of Theorem 6.6.1 already implies the zero-law part of
Theorem 6.6.2. The proof of the one-law part of Theorem 6.6.2 consists of several steps. The
crux of the proof lies in showing that the probability of the vertex connectivity of K(n;u,8) N
G(n; «) being £ is zero for £ = 0,1,...,k — 1 in the limit of large network size. Specifically, we

derive an upper bound on the probability of vertex connectivity being ¢ (for £ = 0,1,...,k—1)
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and show that each term appearing in the upper bound approaches zero as n tends to infinity

under the scaling condition (6.104) with lim,, ., v, = oo.

Establishing the zero-law

Let k denote the vertex connectivity of K(n;u,0)NG(n; «), i.e., the minimum number of nodes
to be deleted to make the graph disconnected. Also, let ¢ denote the minimum node degree in
K(n; 1, 0)NG(n; «). It is clear that if a random graph is k-connected, meaning that x > k, then

it does not have any node with degree less than k. Thus [k > k] C [§ > k] and the conclusion

Plx > k] < P[5 > K] (6.133)

immediately follows. In view of (6.133), we obtain the zero-law for k-connectivity, i.e., that

lim P[K(n;p,0) NG(n; ) is k-connected] = 0,

n—oQ

when lim,, ., ¥, = —o0 from the zero-law part of Theorem 6.6.1. Put differently, the conditions
that lead to the zero-law part of Theorem 6.6.1, i.e., A\j(n) = o(1) and lim, oo 7, = —00,

automatically lead to the zero-law part of Theorem 6.6.2.

Establishing the one-law

Before we proceed with the proof of the one-law of Theorem 6.6.2, we take a moment to
explain why the probabilistic bounds that we derive next look substantially different than
those given in [166] for the homogeneous case. In establishing the zero-law of Theorem 6.6.1,
it was sufficient to show that there exists at least one node of class-1 with degree less than
k to prove that the minimum node degree is less than £ with high probability. As we fixed
the key ring size of the node(s) under consideration, the heterogeneity partially vanished,
rendering our probabilistic bounds closely related to the ones given in [166], except for some

cases, as discussed in Section 6.6.7. However, as we establish the one-law of Theorem 6.6.2,
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the heterogeneity of the key ring sizes comes into play, leading to considerably more difficult
expressions and substantially different bounds than the ones given in [166] for the homogeneous
case. This will become apparent in Sections 6.6.9 and 6.6.10, where we prove a key result that
establishes the one-law for k-connectivity.

An important step towards establishing the one-law of Theorem 6.6.2 is presented in Sec-
tion 6.6.11. There, we show that it suffices to establish the one law in Theorem 6.6.2 under
the additional condition that 7, = o (logn), which leads to a number of useful consequences.

Let a sequence 3y, : N x Ny — R be defined through the relation

_ logn + £loglogn + By n
n

Ay(n) (6.134)

for each n € Ny and ¢ € N. Put differently, we have
Ben :=nAi(n) —logn — (loglogn,

where as in (6.5), Ai(n) is given by

r r ()
Ai(n) = Zﬂjanplj = Zﬂjan (1 - +nn> :
j=1 j=1 (an)

In view of the arguments in Section 6.6.11, the one-law (6.108) follows from the next result.

Theorem 6.6.8. Let ¢ be a non-negative constant integer. Under (6.105), (6.106), (6.107),

and (6.134) with By, = o (logn) and lim,,_, Be, = +00, we have

lim Pk =/] =0.

n—oo

Before we give a formal proof, we first explain why the one-law (6.108) follows from Theo-
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rem 6.6.8. Comparing (6.134) with (6.104) and noting that v, = o (logn), we get

Ben = (k—1—4¥)loglogn + v, = o(logn) (6.135)
Moreover, for £ =0,1,...,k — 1, we have
lim £, = +o0 (6.136)
n—o0

by recalling the fact that lim, ,. v, = +00. Recalling (6.135) and (6.136), we notice that
the conditions needed for Theorem 6.6.8 are met when ¢ = 0,1,...,k — 1; thus, we have
Pk =4 =o0(1) for £ =0,1,...,k — 1, which in turn implies that lim, .., P[x > k] = 1, i.e.,
the one-law.

We now give a road map to the proof of Theorem 6.6.8. By a simple union bound, we get

Pl=0 <P <+P[k=00n(>0)].

It is now immediate that Theorem 6.6.8 is established once we show that

T}LIEOP [0 <=0 (6.137)
and
lim P[(k=0)N(d>4£)]=0 (6.138)

n—o0

under the enforced assumptions of Theorem 6.6.8. We start by establishing (6.137). Following

the analysis of Section 6.6.7, it is easy to see that

nlP [Dz,e] < 24—1 ((log n)f (1 + 0(1))€ + ﬁg’n) e—éloglogn—ﬁz,neO(l)

— O(l)eiﬁév" 4 O<1)6§’ne410g10gn*5e,n’
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and it follows that lim, .. nP [D,, = 0 as long as lim, . B, = +0o0. From (6.118) and
(6.120), this yields
lim P[§ =/ =0 when lim f, =+ (6.139)
n—oo

n—o0

However, from (6.134) it is easy to see that (,, is monotonically decreasing in ¢. Thus, the
fact that lim,, o B¢, = +00 for some ¢ implies

lim 3;, =400, (=0,1,...,¢

n—oo

From (6.139) this in turn implies that P[5 = ] = o(1) for £ = 0,1, ..., ¢, or equivalently (6.137).

We now focus on establishing (6.138) under the enforced assumptions of Theorem 6.6.8.
The proof is based on finding a tight upper bound on the probability P [(k = ¢) N¢d > £] and
showing that this bound goes to zero as n goes to infinity. Let N denote the collection of all

non-empty subsets of {vy,va,...,v,}. Define N, ={T:T e N, |T| > 2} and

5(J> = Uren. [

Uper 24| < J\T|]

where J = [Jy, J;,...,J,] is an (n — 1)-dimensional integer-valued array. &(J) encodes the
event that for at least one |T| = 2,...,n, the total number of distinct keys held by at least

one set of |T'| sensors is less than or equal to Jip|. Now, define

My := min QIQZJ , {SD (6.140)

and let

max ([(L+e)Ki,], [iCK1,]) i=2,....m,
Ji = (6.141)
K2z i=mp,+1,....n

for some € chosen arbitrarily in (0,1) and for some (,% in (0, 1) to be specified later at (6.142)
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and (6.143), respectively. A crude bounding argument gives
Pl(k=0)N5>( <PEWJ) +P [(/ﬁzﬁ)ﬂé >N (J)]

Hence, establishing (6.138) consists of establishing the following two results.

Proposition 6.6.9. Let ¢ be a non-negative constant integer. Assume that (6.134) holds with
Ben > 0, and that we have (6.106) and (6.107). Also, assume that (6.105) holds such that

P, >on
for some o > 0 for all n sufficiently large. Then

lim P[E(J)] =0,

n—oo

where J is as defined in (6.141) with arbitrary € € (0,1), constant ¢ € (0, %) selected small

e? 1—<2<
max | 2o, ¢ <;) <1 (6.142)

and ¢ € (0, %) selected small enough such that

max (2 <\/E (i)w)j Y (%) w) <1 (6.143)

enough such that

Proof. The proof follows the same steps with [157, Proposition 7.2] to show that it suffices to
establish Proposition 6.6.9 for the homogeneous case where all key rings are of the same size
K, ,,. This is evident upon realizing that with Uy(u,0) = | Uf_; 34| and Uy(K ., Py) < Ul(p =
{1,0,...,0},8), we have

Ul(Kim, P) = Ue(ps, ),
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where < denotes the usual stochastic ordering. After this reduction, the proof reduces to [166,
Proposition 3]. The proof only require conditions (6.105), (6.112), and K, = o(F,) to hold.
We note that K, = o(P,) follows from (6.106) and the fact that K, < K, ,. Also, (6.112)

follows under the enforced assumptions as shown in Proposition 6.6.3. O

Proposition 6.6.10. Let ¢ be a non-negative constant integer. Under (6.105), (6.106), (6.107),
and (6.134) with By, = o (logn) and lim,,_, B¢, = +00, we have

limP[(mzf)ﬂ(5>€)ﬂ5(J) =0

n—o0

The proof of Proposition 6.6.10 is given in Section 6.6.9. Proposition 6.6.9 and Proposi-
tion 6.6.10 establish (6.138) which, combined with (6.137), establish Theorem 6.6.8. We recall

that Theorem 6.6.8 establishes the one-law.

6.6.9 Proof of Proposition 6.6.10

For notational simplicity, we denote K(n; u,8) N G(n;a) by KG. Let KG(U) be a subgraph of
KG restricted to the vertex set U. For any subset of nodes U, define U® := {vy,...,v,} \ U.
We also let Ny denote the collection of all non-empty subsets of {vy,vs,...,v,} \ U. We note
that a subset T' of Ny is isolated in KG(U®) if there are no edges in KG between nodes in T

and nodes in U°\ T, i.e.,

Ew’, v €T, UjEUC\T.

Next, we present key observations that pave the way to establishing Proposition 6.6.10. If
k = but § > /£, then there exists subsets U and T of nodes with U € N, |U| = ¢, T € Nye,
|T'| > 2 such that KG(T) is connected while 7" is isolated in KG(U¢). This ensures that KG
can be disconnected by deleting a properly selected set of ¢ nodes, i.e., the set U. This would
not be possible for sets T € Nye with |T| = 1 since we have 6 > ¢ + 1 which implies that the
single node in 7' is connected to at least one node in U¢\ T'. Finally, having x = ¢ ensures

that KG remains connected after removing (¢ — 1) nodes. Then, if there exists a subset U with
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|U| = ¢ such that some T € Ny is isolated in KG(U¢), each node in U must be connected to
at least one node in T and at least one node in U¢\ T. This can be proved by contradiction.
Consider subsets U € N with |U| = ¢, and T € Nye with |T| > 2, such that T is isolated
from U°\ T. Suppose there exists a node v; € U such that v; is adjacent to at least one node
in T but not adjacent to any node in U\ T'. In this case, it is easy to see that there are no
edges between nodes in U¢\ T and nodes in {v;} UT. Thus, the graph could have been made
disconnected by removing nodes in U \ {v;}. But |U \ {v;}| = ¢ — 1, and this contradicts the
fact that k = ¢.

We now present several events that characterize the aforementioned observations. For each
non-empty subset 7' C U¢, we define Cr as the event that KG(T') is itself connected, and Dy

as the event that 7" is isolated in KG(U°), i.e.,

DU,T = ﬂ Eiju
v, €T
’UjEUC\T

Moreover, we define By r as the event that each node in U is adjacent to at least one node in

T, ie.,

By = ﬂ U Eij,

v €U v €T
and finally, we let Ay := ByrNDyrNCr. 1t is clear that Ay 7 encodes the event that KG (7))
is itself connected, each node in U is adjacent to at least one node in 7', but T is isolated in
KG(U*®). The aforementioned observations enable us to express the event [(k = £) N (J > ¢)]

in terms of the event sequence Ay r. In particular, we have

[(k=10)N(§>0)] C U Ay

UEN,, 0, T€Nye,|T|>2

with AV, , denoting the collection of all subsets of {vy, ..., v,} with exactly ¢ elements. We also
note that the union need only to be taken over all subsets T with 2 < |T| < L”T_EJ This is

because if the vertices in T form a component then so do the vertices in Nye \ T. Now, using
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a standard union bound, we obtain

P[(ﬁ:@m(aw)mm}g 3 P[AU,Tm%}

UeN, e, TeNye 2<|TI< | 25E |
25
=Y Y plawncd)
m=2 UeNn,fvTENUC,m
where Ny, denotes the collection of all subsets of U¢ with exactly m elements. Now, for
each m =1,...,n — £ — 1, we simplify the notation by writing Az, 1= Afer,...00) {vesrsvesm}s

Dy = D{m ,,,,, v Ve, Vegm Bem = B{m ,,,,, v {vet 15 Vetm b and Cp, = C{WH ----- Vogm}* From

exchangeability, we get
]P)[AU,T] :]P)[Af,m] ) U ENn,Ea T 6-/\/'Uc,m

and the key bound

]P[(H NG >0NET }<

< )( ) [Ae’m“m} (6.144)

is readily obtained upon noting that [N, (| = (}) and [Nyem| = (" e) Thus, Proposition 6.6.10

=2

will be established if we show that

Tim > (Z) (”;L E)IP’ [Ag,m mm} —0. (6.145)

We now derive bounds for the probabilities P [A&m N E(J)] . First, form=2,...,.n—(—1,

we have
n

Dim= [ [(View,, i) NE;=0] (6.146)

j=m+L+1
where v, ; is defined as

Vm]:{Z:€+1,,£+mCZ]}
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foreach j = 1,...,f and j = m+{+1,...,n. Put differently, v, ; is the set of indices in
i=1L0+1,...,0+m for which nodes v; and v; are adjacent in the Erdés-Rényi graph G(n; ).
Then, (6.146) follows from the fact that for v; to be isolated from {v/41,. .., v} in KG, X;
needs to be disjoint from each of the key rings {3¥; : i € vy, ; }.

Now, using the law of iterated expectation, we get

P [De,m ‘ )TAR PR Ee+m] =E |1[Dyn] ‘ AR PR Zﬁ+mi|
[ Ser1sSn
=E|E |:1 [D&m] ’ Cij,i=C+1,...04+m DIVNE PR 37 N
j:f+m+1,,..,n_
. (P*\Uieum’jzﬂ)
2.
~E| I] [—2— S S
| j=t+m+1 <\Ej|)
r (P—\Uieum Ei\) n—t-m
e | ) s s, (6.147
L ()
by independence of the random variables v, ; and |¥;| for j = ¢+ m + 1,...,n. Here we

define v, and |X| as generic random variables following the same distribution with any of
{Vmj,j =C+m+1,...,n} and {|5;],j = £ +m+1,...,n}, respectively. Put differently,
|m| is a Binomial rv with parameters m and «, while |X| is a rv that takes the value K; with
probability p;.

Next, we bound the probabilities P [By,,]. We know that

N m
B&m =M=y Uj:e+1 Eij-

107



Thus,

P |:B€,m ‘ E€+17 ) E€+m] =E|1 [Bf,m] ’ Z@rla +e - ?Z€+m:|
[ Sy Sgm
=E|E |:]. [Bg’m] ‘ Cij,i=€+1,...€,f+m:| DIVEE TR 7 N
i=1,..,
- ' (P_‘UiEl/m,]'Ei|)
Xj
=K H 1—- ‘P| Ef+1>"'azf+m
2)
[ (P*|Uieum2¢\) ¢
—E|1- bt Sty zg+m] (6.148)
(=)
by independence of the random variables v, ; and |¥;| for j =1,... ¢,
We note that, on the event £(J), we have
| Uicvm Sil = (J + 1) 1|vm] > 1]
and it is always the case that | Ui, ;| > K11 [|v,| > 0] and
| Uiew,, 2il < [V K (6.149)

Next, we define

L(vy,) = max (K11 {|vy| > 0], (. + 1) 1 [|vim] > 1])

so that on £(J), we have

| Uiew,, il > L(vp). (6.150)
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Using (6.150) in (6.147) and (6.149) in (6.148), we get

P [ A NEWD)| = E [11Cn] 1 [Bem] 1 [Prm N EJ)] |

~ E [E[11Cn) 1 [Bun] 1P NED | 0,220

igstd=Cl+1,.. . l4+m

=E :1 [Con] P [B&m ‘ Yoty Eg+m] P [Dg’m NnEW) ) DI/EE TN ’E“mﬂ

(6.151)

since C,, is fully determined by the rvs ¥y 1, ..., ¥, and {Cij, 0,7 =€+ 1,..., 0+ m} while
Bim, Dem, and E(J) are independent from {C;;,i,j = £+ 1,...,0 +m}. Here, we also used
the fact that given {¥,1,..., Xetm}, Diym is independent from By,

The following lemma provides upper bounds for (6.151).

Lemma 6.6.11. Let J be defined as in (6.141) for some e € (0,1), ¢ € (0,3) such that (6.142)
holds, ¢ € (0,3) such that (6.143) holds. Assume that Ay(n) = o(1) and (6.105), (6.106), and
(6.107) hold. Then for all n sufficiently large, and for each m = 2,3,...,n, we have

P [Ag,m N ﬁ]

Pn_Krn Pn_Krn _
émmﬂm@%%MMW“}GV”fof*H+IVS{7ET*H“‘€MWMMﬁ'

n—m—~{
—| 14+< JA1(n
: (min {1 —Ai(n), e ( +2) a ), e ¥K1r1 [m > m,] + min {1 — [ty ppeOnprr(Cm. e_o‘"p“(”)gm}}>

(6.152)

The proof of Lemma 6.6.11 is given in Section 6.6.12. Now, the proof of Proposition 6.6.10
will be completed upon establishing (6.145) by means of Lemma 6.6.11. We devote Sec-
tion 6.6.10 to establishing (6.145).
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6.6.10 Establishing (6.145)

A roadmap

Our objective is to establish (6.145) using the bounds given by Lemma 6.6.11. We start by

o () o

Thus, establishing (6.145) becomes equivalent to showing

defining f,, ¢m as

L7
lim 22 Frton = 0. (6.153)

Our approach is to establish (6.153) in several steps with each step focusing on a specific

range of m. In particular, we can write

LnT_[J M min{m,, LZC’—LIE”gL b 2(“1:); ol lvn]
E fn,ﬁ,m = E fn,E,m—’_ E fn,E,m—’_ E fn€m+ § fn€m+ § fn€m7
m=2 m=2 M+1 min{L%Lmn} QSlegnJ+1 V?’LJ+1

(6.154)

l) is to be specified later at

where M is an integer to be specified later at (6.164) and v € (0, 3

(6.170). In establishing (6.153), we will show that each term appearing in (6.154) approaches
zero as n tends to infinity using the bounds given by Lemma 6.6.11. This will be established in
Section 6.6.10 through Section 6.6.10, where we use different approaches and utilize different
bounds from Lemma 6.6.11 to show that each term appearing in (6.154) approaches zero as n

tends to infinity. Finally, in this section, we make use of the following lemma several times.

Lemma 6.6.12. Consider a scaling K1, Ks,..., K., P : Ny — Ng“ and a scaling o : Ny —
(0,1) such that (6.134) holds with [3¢,, = o(logn). We have

21
< appi(n) < — 221 (6.155)

2 n e N

1logn
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for all n sufficiently large, i.e., a,pi-(n) = O (loi”). If in addition (6.107) holds, we have

anprr(n) = o (logn) appr-(n) = o (@) (6.156)

and

ap1r-(n) = o (logn) appii(n) (6.157)

The proof of Lemma 6.6.12 is given in Section 6.6.15.

We now proceed with establishing (6.145). Throughout, we consider scalings K7, ..., K,., P :
Ng — Nj™ and a : Ny — (0,1) such that (6.134) holds with lim,, o 8, = +oc and B, =
o(logn), and (6.105), (6.106), (6.107) hold. We will make repeated use of the bounds (6.10),
(6.11), (6.117), and (6.156).

The case where 2 <m < M

This range considers fixed values of m. Pick an integer M to be specified later at (6.164). We

note that on this range we have m < Lpg;(K’“’”

r,n

| for all n sufficiently large by virtue of (6.106).

On the same range we also have

1 _ 6—3manp'r7‘(n) S 3manpr7‘(n) (6158)

by virtue of (6.156), (6.12), and the fact that m is bounded.
Using (6.117), (6.152), (6.156), and (6.158), and noting that A;(n) = o(1) under (6.134)
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with £y, = o(logn), we get

Frtm < ™0™ 2 @y ()" (3! (i () ¢~ (1F5) =000

. O(l)n@rm (a/npw(n»ﬁ-m 1 —(1+ )(n m—0)A1(n)

1 2\ ¢+m—1
0(1)n€+m( Ogn) ) lognJrEloglognJrBén)

— o(1)n" (log ) (1=5)+20m=1) o= (1+5) 80

=o(1)

since / is non-negative integer constant, m is bounded, and lim,,_,, 5, = +00. This establishes

M
lim E fn,f,m =0
n— 00

m=2

The case where M + 1 < m < min{m,, bcul;gnj}

KTy
2¢logn

Our goal in this and the next subsubsection is to cover the range M +1 < m < | |. Since

the bound given at (6.152) takes a different form when m > m,, (with m,, defined at (6.140)),

we first consider the range M +1 < m < min{m,,, [ 355, |}; we note from (6.106) and (6.103)

that lim,,_,., m, = oo.

On the range considered here, we have from (6.10), (6.117), and (6.152) that

min{mn,L%J} min{mn,tﬁj} n
Z fn,ﬁ,m < Z nf <ﬁ> mm—2 (anprr(n))m_l (1 — My (1 — 6_a”plr(n)<m))n_m_e .
m=M+1 m=M+1 m

(6.159)

From the upper bound in (6.155) and the fact that m < 55— for all n sufficiently large, we

Cl

have

2logn . pn

< —
anpir(n)Cm < e " 2Clogn
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Using the fact that 1 —e™ > 7 for all 0 <2 <1, we get

1—u, (1 _ efanpm(n)ﬁm) <1- Nranplg(n)cm

< e Cmmn g (6.160)

as we invoke (6.12) and the lower bound in (6.155). Reporting this last bound and (6.156) into

(6.159), and noting that

n—m-—=¥¢>

y
, m:2,3,...,{” J (6.161)

we get

min{mni%J} min{mnvtggfggnJ} -1

2\m
Z Jnem < Z pttmem (—(log n) ) e S log n ==t
n

o0

< pttt Z <e(logn)26_<%log”>m (6.162)

m=M+1

for all n sufficiently large. Given that (, i, > 0 we have
e (logn)® e~¢iE 8™ — o(1). (6.163)

Thus, the geometric series in (6.162) is summable for n sufficiently large, and we have

min{mn,L%J}
S fum € O()nEMEE (¢ log ) XD
m=M+1

and it follows that

min{my,,| 422}

nh—>nc}o Z fn,f,m =0

m=M+1

for any positive integer M with
12+ 1
> —< + )
g

M (6.164)

113



This choice is permissible given that (, u, > 0.

The case where min{LQC’ﬁg’;nJ’mn} <m< bg’ﬁZnJ

Clearly, this range becomes obsolete if m,, > L#J Thus, it suffices to consider the subse-
gn

quences for which the range m, + 1 < m < LQ“’“” | is non-empty. On this range, following

the same arguments that lead to (6.159) and (6.162) gives

L2{1()g,nJ L%J .
Z f@nm ~ Z n€+1 (e(log n)2)m (1 — Uy (1 —_ e*Cmanplr(n)) + e*dJKl,n)E
m=mn+1 m=mn—+1

Hrn
|—2§12gnJ

S S St R
m=mn+1
where in the last step we used (6.160) in view of m < Zhrt-. Next, we write
—Cmpu Sy K o Cmpn <1 1 WK1t Cmysy 1‘:&")
1 YKyt BT
ogn e Ln Ty
<exp —C(mp, _— 6.166
= p g K 4dn, leur lognn ( )

where the last inequality is obtained from m < 24“1’(“)" . Using the fact that m > m, =
gn

min{ L%j, | 5]} and that P, > on for some o > 0 under (6.105), we have

T
w‘ﬁw

- <m , n
O P, nf " Culogn

4K1 ne_le,n 86_¢K1,n
< max : , e
{ Curologn =~ Cpy logn}

e

2
e~ VKLt {KLn 2} e~ VK1
ax dIn————

=
w‘ﬁw

=o(1)
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by virtue of (6.112) and the facts that (, u,, 0 > 0. Reporting this into (6.166), we see that for

for any € > 0, there exists a finite integer n*(¢) such that
<€—Cmurﬁ% + e—le,n> < e—Cmur%(l—E) (6.167)

for all n > n*(¢). Using (6.167) in (6.165), we get

LQClognJ L2Cu1:>gnJ . n
m —Cmpoen (1 3
Z fgnm < Z ( (10gn)2) (6 Cmpir =3 (1 8))
m=mn+1 m=mn-+1
<nft ) (e (log n)? =Sk 450~ E)) (6.168)
m=mn-+1

Similar to (6.163), we have e (logn)? e ¢ o) = = 0(1) so that the sum in (6.168) converges
for n sufficiently large. Following a similar approach to that in Section 6.6.10, we then see that
L2§M1:)gnj

D2 Fuem = O (e log ) ) = o(1)

m=myu+1

since lim,,_,, m,, = oo under the enforced assumptions.

The case where L%“lggnj +1<m< |vn]

We consider [ 3555 |4+ 1< m < |vn] for some v € (0,1) to be specified later at (6.170). Re-

calling (6.10), (6.117), (6.152), (6.155), and (6.161), and noting that (") is monotone increasing
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in m when 0 <m < [gj,we get

lvn] lvn]
Z fn,@,m < Z ne(L " > (1 — Uy + u,ﬂe*Cma"p“(”) + 6*¢K1,n)§
1

— Hrn 1 — Hrn VnJ
m_LQCIOgnJ+ m_LQCIOgnJ—"—
[vn]

e\ _(_Krn_ logn 3
= n' Z (;) <1 — U + e Catlogn 2n + ele,n>

m=| 5540 | +1

n

2¢logn
< ptt! (E)”n (1 — A+ e efle,n>§
v
IS e\ 3V e YK 3
=n - 11— +pre” s e ’ (6.169)
v

for all n sufficiently large.
We have 1 — ji, + pre~'T < 1 from p, > 0 and e~ ¥51n = o(1) from (6.112). Also, it holds

that lim,_,q (6)3,, = 1. Thus, if we pick v small enough to ensure that

v

»‘E

e\ v
(5 (e
14

) <1, (6.170)

then for any 0 < & < 1 — (e/v)* (1—p + ,ure’%) there exists a finite integer n*(¢) such that

3v -
(E> (1 — e+ e T+ e_le’"> <1l-—¢g, Vn>n*(e).
v

Reporting this into (6.169), we get

lvn]
'rzh—)I{olo Z fn,é,m =0

m=| s 141

since lim,,_,o n‘T1(1 — £)™3 = 0 for any positive constant integer /.
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The case where |vn] +1<m < |[2*|

In this range, we use (6.11), (6.117), (6.152), and (6.161) to get

7] I n
LZ fn,l,m < né Z (m) (e_cma”pll(") + e—¢K1,n)§

m=|vn|+1 m=|vn]+1
L] §
Z (n) (6—Cl/nanp11(n) + 6—111K1,n)§
m

m=|vn|+1

A
:N

S nl (8€—Cunanp11(n) + 8€_wK1’")%

Noting that ¢, v,1 > 0 and recalling (6.157) and the lower bound of (6.155), we get

e—CVnanPn(n) _ e—CVn%anplr(”) < 6_@#

for some sequence w,, satisfying lim,,_,.c w, = +00. It is now obvious that e~ ¢*"npu(n) — o(1).

Moreover, we have e~¥51n = o(1) from (6.112). The conclusion

5]
lim > form =0

n—00
m=|vn|+1

immediately follows and the proof of one-law is completed.

6.6.11 Confining v,

In this section, we show that establishing the one-law of Theorem 6.6.2 under the additional
constraint

Yn = o(logn) (6.171)

establishes the one-law for the case when that additional constraint is not present. Namely, we
will show that for any scaling that satisfies conditions (6.105), (6.106), (6.107), and (6.104) with

lim,, , 7, = +00, there exists a scaling that satisfies the same conditions with lim,, . v, =
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+o0o and 7, = o(logn), such that the probability of k-connectivity under the latter scaling
(with 7, = o(logn)) is less than or equal to that under the former scaling.
Firstly, consider a probability distribution g = {p1,..., .} with g; >0fori=1,...,r, a

scaling K7, K3, ..., K}, P*: Ny — N/ and a scaling o* : Ny — (0, 1) such that

_logn + (k—1)loglogn + v,

Ai(n) = arAj(n) = (6.172)
n
for each n =1,2,.... Assume that
Pr=Q —K:’” 1 d rin 1 6.173
=00, BE=o(1), and g = ollogn) (6.173)

and that we have lim,_,, 7, = +00; i.e., the *-scaling satisfies all conditions enforced by part
(b) of Theorem 6.6.2.

Now, with the same distribution pu, consider a scaling Kl, KQ, e [A(r, P:Ny— Nyt and
a scaling & : Ny — (0,1) such that P, = P* and K,, = K*. Obviously, we have A;(n) = \i(n)

by recalling (6.2) and (6.3) and also that

> [A(rn X n
P,=Q(n), —— =o0o(1), and —= =o(logn).
n 1n

Next, let 4, := min (v}, loglogn) and define &, through

. _ logn+ (k —1)loglogn + 7,

i (n) (6.174)

n

Clearly, we have 4, = o(logn) and lim,_,., 9, = +o0o. This establishes that for any scaling
satisfying the conditions of part (b) of Theorem 6.6.2, there exists another scaling (with the
same p, K,, and P,) that satisfies all of the same conditions and (6.171). In addition, this
latter scaling has a smaller probability of a channel being on than the original scaling; i.e., we
have

an, < a n=23,... (6.175)



by virtue of the fact that 4,, < for all n.
In view of the above, we will establish that part (b) of Theorem 6.6.2 under ~, = o(logn)

implies Theorem 6.6.2 if we show that

KG(n: p, K*, P, o) KG(n: p, K, Py, én)

n

P > P (6.176)

is k — connected is k — connected

This is clear since (6.176) would ensure that if KG(n; u, K,. P, &) is k-connected asymptot-
ically almost surely (as would be deduced from Theorem 6.6.2 under ~, = o(logn)), then so
would KG(n; u, K, Pr, o).

In view of (6.175), we get (6.176) by means of an easy coupling argument showing that
KG(n;p,Kn, pn,dn) is a spanning subgraph of KG(n;u, K, P}, a,). This follows from the

fact that under (6.175) the corresponding Erdés-Rényi graphs satisfy
G(n;an) C G(n; )

meaning that for any monotone increasing graph property P (e.g., k-connectivity), the proba-

bility that G(n;«) has P is larger than that of G(n;&,); see [166, Section V.B]| for details.

6.6.12 Proof of Lemma 6.6.11

The following result will be utilized in the proof of Lemma 6.6.11.

Lemma 6.6.13. With m > 2 and Ay(n) = o(1), we have

(Pn_Q(Vm

for all n sufficiently large and any € € (0,1), where we define

QW) = K11 [[Um| =1+ ([(L+€) K1) + 1)1 [Jm] > 1].
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Proof. Consider fixed K, P. We have
Qm) > K1 (1[|vm| = 1] 4+ (1 + €)1 ||| > 1))

Thus, by recalling (6.9), we get

(%)

(\;)

(p_Kl) 1|vm |=1]+(14+e)1]|vm|>1]
1=

(5

— E [l =1+ (et on >1)

E

IN

E

P—Ky
where Z = (LP‘)

(1)

. Taking the expectation over |v,,|, we get

("5

()

E

IA

E[(l —a)"+ma(l—a)" " Z+ (1-(1-a)"—ma(l- oz)m_l) ZH'E}

IN

E[(l—a)2+2a(1—a)2+(1_<1_a>2_2a(1_a))21+6]

=(1-a)’+2a(l - a)E[Z] + oK [Z2F]
by virtue of the fact that
(1—a)"+ma(l—a)™ ' T+ (1-(1-a)"—=ma(l- oz)m_l) T

is monotonically decreasing in m (see [166, Lemma 12]).

Next, we have

E[Z]zzﬂj%zl—k
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Also by recalling Fact 6.4.6, we get

E[7*] = E ((25;))46

1=

()

= Zﬂj(l —py) (1 —pyj)°

j=1

<Y (1= piy)(1 — epyy)
j=1

=1=M(l+e)+€e> ppl;.

=1

From Proposition 6.4.4, we have

> i (1= p)* =E (2] + var (2]

1 2
+ Z (p1r>

1
2
§1—2>\1+)\1 <1+4—M%)

<(1- )\1)2

since p1, < A1/p,. This gives

Zuyplj < A2 (1 + —)

4142
and we get
(Pi\Qz(rm)) 2 2 2 1
1 "

—1-A (2—(1—6)04—6(1+4;3>A1>

Now, consider a scaling such that Aj(n) = o(1). We have Aj(n) < 2(4%&1) for all n
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sufficiently large. Given also that o, < 1, we get

(P7L_Q(V7n)) c .
e[ CE ) ioai fpo-9-g) st
(\2|)
by virtue of (6.12) for all n sufficiently large. This completes the proof. ]

Lemma 6.6.11 will be established by bounding each term in (6.151). First, we note from
[157, Proposition 9.1] that

P[Cn] < m"? (O‘nprr(n))m_l

(P*‘V'm\Kr) (P*L(Vm))
Next, we derive upper bounds on the terms E [1 — %} and E {#] , respectively.

2] (IZI)

It is clear that Lemma 6.6.11 will follow if we show that

(Pnfle|K'r,n)
E 1 B L] S 1 _ 6*3Olnp7"'r(n)m (6177)

P_KW‘,n

for all m < | 5=

| and that

P,—L(vm)
(#ll < min (1 . Al(n),e_(1+§)Al(n),min (1 — e+ Mrefanplr(n)Cm’efanpu(n)Cm)_i_

(i)

E

e VEinl [m > my,) ) (6.178)
We establish (6.177) and (6.178) in turn in the next two sections.

6.6.13 Establishing (6.177)

First, with m < =2« we have |v,,,| < m < £+ and using Fact 6.4.7 we get
) 2K, 9K, g g

(Pf\um|Kr

EA (G e

E[1-
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(P—K,»)
where we set W = (‘—123‘) We also have
=

E W2l =E Z (7;1) ol (1—a)™’ WQj]
=E[(1-a(l-W%)"]
>E[(1 -2 (1 — W)™ (6.180)

using Fact 6.4.6 in the last step. We also know that

() o )

@ - )

Thus,

an(l - Wn) S Oénprr(n) S

P

for all n sufficiently large by virtue of (6.156) and that 3., = o(logn). Using the fact that

1—2z>e 3 forall 0 <z < %, we then get from (6.180) and (6.181) that

E |:W73|Vm|j| > [673(1”(17Wn)m] > 673anprr(n)m

for all n sufficiently large. The desired conclusion (6.177) now follows immediately by means

of (6.179).

6.6.14 Establishing (6.178)

Let Y be defined as follows

LZCKI,HJ i:2,...,mn

[P, | i=m,+1,....n
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where ¢ € (0, 1) selected small enough such that (6.142) holds, and ¢ € (0, 3) selected small

enough such that (6.143) holds. Recalling (6.141), we see that

max ([(1+¢) Ky1,],Y;) i=2,....,m,

Y; t=my+1,...,n
Next, we let
M(vp) = K1 ,1[|Vm| = 1] + max (Kl,mem\ + 1) 1|vm| > 1],
and

Q(Vm) = Kipl|vm| = 1+ ([(1+€) Kin] + 1) 1[Jvm] > 1].

We also recall that

L(v) = max (K11 [|vm| > 0], (Jjy, + 1) 1[|vm| > 1])

Let’s consider the following three cases:
1. |vm| = 0: In this case we have L(v,,) = M (vy,) = Q(vm) = 0.
2. || = 1: In this case we have L(vy,) = M (V) = Q(U) = K.
3. V| > 2: In this case we have

— M(v,) = max (KLmY|,,m| + 1).
- Q) = [(14¢€) Ky, + 1.

_ L(ym) = max (Kl,'rn J|Vm| + 1)

More specifically, considering the case when |v,,| = 2,3,...,m,, we have

J‘Vm| = max ((1 + E)Kl,m }/lym‘)
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and it follows that

L(vm) = max (K1, [(1+ €)K1,]) +1,Y},,, +1)
=max ([(1+¢)K1,| + 1, M(vy))

= max (Q(¥m), M ()
Also, when |vp,| = m, +1,...,n, we clearly have J),, | = Y},,,|, and thus
L(vym) = M (V) = max (K, [¥P,] +1).
Since K, < K,,, = o(P,) in view of (6.106), we have
[WF] = [(1+€) Kin]
for all n sufficiently large. Thus, we can rewrite L(v,,) as

L(vy,) = max (K, [¥P, | + 1, (1 +€) K1,] + 1)

= max (Q(Vm), M(v)) .

Combining, we conclude that it always holds that L(v,,) = max (Q(vy,), M (vy,)), whence

% ] o (E %}) (6.152)

)

(|Izj\)

Note that it was shown in [50, Lemma 7.2] that

E E

P—M(vm)
( 1%

()

E

] < min <1 — Ay(n), min (1 — p, + 1y 0nprr(n)Cm. e—anpu(n)Cm) +e VK] [m > mn]>
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for all n sufficiently large. On the same range, we also get from Lemma 6.6.13 that

Prn—Q(vm
-l

upon noting that Ay(n) = o(1) under (6.134) with 5y, = o(logn). Reporting the last two

bounds into (6.182), we establish (6.178).

6.6.15 Proof of Lemma 6.6.12

From (6.134) and the fact that §,, = o(logn), we clearly have

1logn logn

<A <2 6.183
SB0 < A < 22 (6.183)
for all n sufficiently large. We also have
Ai(n) = oy Z pip1i(n) > prampiy(n)
j=1
Now, since p;; is monotone increasing in j = 1,...,7 (see the proof of Proposition 6.4.4), we

also see that

Ai(n) = ay, Z pip1j(n) < aupir(n) Z i = anpir(n)
=1 =1

Thus, we obtain that

Av(n) < anprr(n) < —Ay(n)

s

and the conclusion (6.155) immediately follows by virtue of (6.183) for all n sufficiently large.
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Next, we establish (6.156). Here this will be established by showing that

logn

prr(n) < max (2, 4 ) pir(n), n=2.3,... (6.184)

n

1

for some sequence w,, such that lim,,_,. w, = co. Fix n = 2,3,.... We have either p;,(n) > %

or pi(n) < % In the former case, it automatically holds that

prr(n) < 2p1,(n) (6.185)

by virtue of the fact that p,.(n) < 1.

Assume now that p;,(n) < 3. We know from [159, Lemmas 7.2] that

l—e P <pj(n) < Pn_K;',n7 j=1,..,r (6.186)
and it follows that
Kl nKrn ( 1 >
———— <log | ———— ) <log2 < 1. 6.187
B Sloe\g, ) Sle (6.187)

Using the fact that 1 —e™ > ¢ with z in (0, 1), we then get

Kl nKr n
(n) > ZLniirn 6.188
pir(n) = 2P, ( )
In addition, using the upper bound in (6.186) with j = r gives
K? K?
< rn <9 rn
pTT(n) o Pn_Kr,n B Pn
as we invoke (6.103). Combining the last two bounds we obtain
Tr KT n
perln) Ko, (6.189)
plr(n) Kl,n
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Next, combining (6.107) and (6.189), we get

logn

prr(n) < 4——p1,(n) (6.190)

n

for some sequence w, such that lim,_, w, = co. Combining (6.185) and (6.190), we readily
obtain (6.184).

It is easy to see that (6.157) can be established using the same steps with the proof of
(6.184).

6.7 Conclusion

In this chapter, we have investigated the secure and reliable connectivity of wireless sensor net-
works secured by the heterogeneous random key predistribution scheme under an on-ff channel
model. The heterogeneous random key predistribution scheme induced an inhomogeneous
random key graph, denoted K (n;u, K, P), while the on-ff channel model induced an Erdé&s-
Rényi graph, denoted G (n; ). Hence, we modeled the overall network by the intersection of
both graphs, denoted K(n;p, K, P) N G(n;a). Namely, two vertices v; and v; are adjacent
in K(n;u, K, P) N G(n;a) if i) they share a cryptographic key and ii) have a communication
channel in between that is on. We have presented conditions on how to scale the parameter
of the intersection model K(n; p, K, P) N G(n; ) so that i) it has no isolated node, ii) is con-
nected, iii) the minimum node degree of is no less than k , and iv) is k-connected, all with
high probability in the limit of large network size. We then proceeded by presenting numerical
results that supported our theorems in the finite-node regime. Moreover, we demonstrated via
simulations that our results are also useful when the on-ff channel model is replaced with the

more realistic disk communication model.
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Chapter 7

Results on inhomogeneous random key graphs

intersecting inhomogeneous Erdos-Rényi graphs

7.1 Motivation

In Chapter 6, we investigated the connectivity of wireless sensor networks secured by the het-
erogeneous random key predistribution scheme [157] under a wuniform on-off channel model,
where the channel between two nodes is on (respectively, off) with probability « (respectively,
1 — a). The heterogeneous scheme induces inhomogeneous random key graphs K(n; u, K, P),
while the independent on-off channel model induces an Erdés-Rényi graph G(n; o). Hence, the
overall model is given by a composite random graph formed by the intersection of inhomoge-
neous random key graphs and Erdés-Rényi graph, i.e., K(n;u, K, P) NG(n;a). An edge exists
in the intersection graph if it exists in K(n; u, K, P), i.e., both node share at least a key, and
G(n;a), i.e., both nodes have an available wireless channel.

In this chapter, we consider a heterogeneous on-off channel model, instead of the uniform
on-off model used in Chapter 6. In this channel model, the wireless channel between a class-
node and a class-j node is on with probability «;; and off with probability 1—c;, independently.
This gives rise to a r X r channel probability matrix e where the element at the ¢th row and
jth column is given by «;;. The heterogenecous on-off channel model accounts for the fact
that different nodes could have different radio capabilities, or could be deployed in locations

with different channel characteristics. In addition, it offers the flexibility of modeling several
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interesting scenarios, such as when nodes of the same type are more (or less) likely to be
adjacent with one another than with nodes belonging to other classes. The heterogeneous on-
off channel model gives rise to inhomogeneous Erdés-Rényi graphs [19, 32], denoted hereafter
by G(n,p,a). In these graphs, each of the n vertices is classified as class-i with probability
wi > 0 such that >, p; = 1. Two vertices v, and v,, which belong to class-i and class-j,
respectively, are adjacent if B(c;;) = 1, where B(a;;) denotes a Bernoulli random variable with
success probability a;.

Edges in inhomogeneous random keys graphs encode shared-key relationships, while edges
in inhomogeneous Erdos-Rényi graphs encode the availability of wireless channels. Hence, the
overall network can be modeled by a composite random graph model formed by the intersection
of an inhomogeneous random key graph with an inhomogeneous Erdés-Rényi graph. An edge
exists in K(n; u, K, P) N G(n; p,a) only if it exists in K(n;p, K, P), i.e., both nodes share a
key, and G(n; u, @), i.e., both nodes share a wireless channel. Hence, edges in K(n; u, K, P) N
G(n; u, @) represent pairs of sensors that both i) share a key and ii) have a wireless channel in

between that is on.

7.2 A roadmap

In this chapter, we investigate the connectivity of the composite random graph K(n; u, K, P)N
G(n; u, @) and present conditions (in the form of zero-one laws) on how to scale its parameters,
ie, u, K, P, and a, so that it i) has no secure node which is isolated and ii) is securely
connected, both with high probability when the number of nodes gets large. Essentially, our
results provide design guidelines on how to choose the parameters of the heterogeneous random
key predistribution scheme such that the resulting wireless sensor network is securely connected
under a heterogeneous on-off channel model. Our results are supported by a simulation study
demonstrating that despite their asymptotic nature, our results can in fact be useful in de-
signing finite-node wireless sensor network so that they achieve secure connectivity with high

probability.
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7.3 Model definitions

In practical deployments of wireless sensor networks, nodes typically have limited communi-
cation ranges and the channel between two nodes may not be available, e.g., due to excessive
interference. In other words, two sensor nodes which share a key may not eventually be adjacent
due to the unavailability of their corresponding wireless channel. Hence, the secure connectiv-
ity of the network would not only be governed by the shared-key connectivity discussed above,
but also by the wireless connectivity.

In modeling the wireless connectivity of the network, we utilize a heterogeneous on-off
channel model, where the wireless channel between a class-i node and a class-j node is on
(respectively, off) with probability «;; (respectively, 1 — ay;) for 7,5 = 1,...,r. Note that the
heterogeneous on-off channel model accounts for the fact that different nodes could have differ-
ent radio capabilities, or could be deployed in locations with different channel characteristics.
This is indeed a generalization of the uniform on-off channel model, where the channel between
any two nodes is on (respectively, off) with probability « (respectively, 1 — a) regardless of the
corresponding classes. Hence, the heterogeneous on-off channel model offers the flexibility of
modeling several interesting scenarios, such as when nodes of the same type are more (or less)
likely to be adjacent with one another than with nodes belonging to other classes.

Consider a random graph G induced on the vertex set V = {vy,...,v,} such that each
node is classified into one of the r classes with a probability distribution g = {pq, 2, .. ., i }
with p; > 0 for i = 1,...,7 and > ;_, yt; = 1. Then, a distinct class-i node v, and a distinct
class-j node v, are adjacent in G, denoted by v, ~¢ vy, if By,(a;;) = 1 where B,,(c;;) denotes
a Bernoulli rv with success probability «;;. This gives rise to an r x r edge probability matrix
a where «;; denotes the element of row ¢ and column j of @. The aforementioned adjacency
conditions induces the inhomogeneous Erdds-Rényi graph G(n; s, @) on the vertex set V, which
has received interest recently [19,32].

Although the on-off channel model may be considered too simple, it allows a comprehensive
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analysis of the properties of interest and is often a good approximation of more realistic channel
models, e.g., the disk model [68]. In fact, the simulations results in [43] suggest that the k-
connectivity behavior of wireless sensor networks secured by the heterogeneous random key
predistribution scheme under the uniform on-off channel model (where o;; = a for i,j =
1,...,r) is asymptotically equivalent to that under the more-realistic disk model.

Inhomogeneous random key graphs (see Section 6.3) and inhomogeneous Erdds-Rényi graphs,
each, captures a particular notion of connectivity, namely shared-key connectivity and wireless
connectivity, respectively. In what follows, we construct a random graph model that jointly
considers both notions, hence, it accurately describes practical deployments of wireless sensor
networks, where two nodes are adjacent if they both share a key and have an available wireless
channel in between.

We consider a composite random graph obtained by the intersection of inhomogeneous
random key graphs K(n; u, K, P) with inhomogeneous Erdés-Rényi graphs G(n; s, ). Hence,
edges in the intersection graph K(n;pu, K, P) N G(n;u,a) represent pairs of sensor which 1)
share a key and ii) have a wireless channel in between that is on. In particular, a distinct
class-i node v, is adjacent to a distinct class-j node v, in K(n; p, K, P) NG(n; p, @) if and only
if they are adjacent in both K and G.

To simplify the notation, we let § = (K, P), and © = (0,a). By independence, we see
that the probability of edge assignment between a class-i node v, and a class-j node v, in

K(n;p, K, P) N G(n; p, ) is given by
P[UJ} ~ Uy | tz = ’i,ty = ]] = O-/ijpij

Similar to (6.3), we denote the mean edge probability for a class-i node in K(n;u, K, P) N

G(n;p, @) as A;. Tt is clear that

Ai:ZMjaijpija 1= ]_,...77’. (71)

=1
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We write A,, to denote the minimum mean edge probability in K(n;u, K, P) N G(n; u, a),

ie.,
m = argmin ;. (7.2)
We further let o, := min; j{o;;} and amax = max;;{a;;}. Finally, we define d and s as
follows
d := arg max{o,;}, (7.3)
j
$ 1= arg max{ m;Pm; }- (7.4)
j

Throughout, we assume that the number of classes r is fixed and does not scale with n, and
so are the probabilities py, ..., u,.. All of the remaining parameters are assumed to be scaled

with n.

7.4 Preliminaries

Several technical results are collected here for convenience. Some of the results already ap-

peared in Chapter 6, but we provide them below (without a proof) for completeness.

Proposition 7.4.1 ( [157, Proposition 4.1]). For any scaling K1, Ks, ..., K,, P : Ng — N{*1,
we have

A1(n) < Xa(n) < ... < A(n) (7.5)

for eachn=2,3,....

Proposition 7.4.2 ( [157, Proposition 4.4]). For any set of positive integers Ky, ..., K,, P

and any scalar a > 1, we have

P—[aK;] P-Kj\\ ¢
( (fg) ) < <((f§‘))) L di=1,....r (7.6)
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Lemma 7.4.3. Consider a scaling K1, Ko, ..., K., P : Ny = Ni™* and a scaling a = {a;} -

No = (0,1)"" such that (7.29) and (7.32) hold. We have

G ()p1s (1) = © (bg”) (7.7)

n

Proof. We note from (7.32) that

A (n ¢, logn
amr(n)pmr(n> S ( ) - &
i D

Y

Next, we show that under (6.15), the quantity p;;(n) is increasing in both ¢ and j. Fix
n = 2,3,... and recall that under (7.26), K; increases as i increases. For any i, j such that
K;+ K; > P, we see from (6.2) that p;;(n) = 1; otherwise if K; + K; < P, we have p;;(n) < 1.
Given that K;+ K increases with both ¢ and j, it will be sufficient to show that p;;(n) increases

with both ¢ and j on the range where K; + K; < P. On that range, we have
P-K; i
P
(Kj) L

Hence, (P;(JK)/(;;) decreases with both K; and K, hence with ¢ and j. From (6.2), it follows

that p;;(n) increases with ¢ and j. As a consequence, we have py, < p,,, and it follows that

cn logn

Hr N

nin (1) P17 (1) < A (R) Py (n) < (7.8)

Combining (7.29) and (7.8) we readily obtain (7.7). [

Lemma 7.4.4. Consider a scaling Ky, Ky, ..., K,, P : Ng — Nyt and a scaling a@ = {ay;}
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No — (0, 1)™" such that (7.27) holds. From (7.29), (7.30), (7.31), and (7.8), we have

n

Omax (N)Prr(n) = 0 (M> (7.9)

and

Qminp11(n) = w (1) : (7.10)

n

Proof. From (7.31) and (7.8), we have

amax(n)plr(n) = (zz?:((:;;) amin(n)p1r<n) =0 (%) (711)

It is now immediate that Lemma 7.4.4 is established once we show that

Prr()
plr(”)

= o (logn), (7.12)

leading to

Pir (n) n

e (W) (1) = (p”“”) max(M)p1r () = 0 <M>

We proceed by establishing (7.12). The proof is similar with [50, Lemma 5.4], but we give it
below for completeness.

In particular, we will show that

logn

prr(n) < max <2, ) pu(n), n=2,3,... (7.13)

n

for some sequence w,, such that lim,_,., w, = co. Fix n =2,3,.... We have either p;,.(n) > %,

or pir(n) < 5. In the former case, it automatically holds that
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by virtue of the fact that p,,.(n) < 1.

Assume now that p;,(n) < . We know from [159, Lemmas 7.1-7.2] that

_ KjnKrn K',nKr,n .
l—e P Spjr(n)gR:_—Km, j=1,...,r (7.15)
and it follows that
Kl nKrn < 1 )
— = <log| ——— ) <log2 < 1. 7.16
B Sl g,y ) S0 (7.16)

Using the fact that 1 —e™ > £ with z in (0, 1), we then get

Kl,nKr,n

1
2P, (7.17)

pir(n) >

In addition, using the upper bound in (7.15) with j = r gives

K? K?
< N <9 r,n
o Pn_Kr,n o Pn

Prr(n)

as we invoke (7.26). Combining the last two bounds we obtain

Prr(0) < 4Km :4logn

plr(”) o Kl,n Wy,

(7.18)

by virtue of (7.30) for some sequence w, satisfying lim,,_,,, w,, = oco. Combining (7.14) and
(7.18), we readily obtain (7.13). This establishes (7.9).

Next, Combining (7.29), and the fact that py,.(n)/pi11(n) = o(logn) (see (7.13)), we get

min(n)p11(n) = <p11(n)) Cunin ()17 (1) = (l)

Pir (n) n

which readily establishes (7.10). [
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Lemma 7.4.5. Under (7.10), we have

K%’n = ! 7.19
Pn - NOmin ’ ( . )

and
Ky, = w(1). (7.20)

2
Proof. It is a simple matter to check that py;(n) < P:illg,n; see [159, Proposition 7.1-7.2] for

K2
5. Thus, we have
n

a proof. In view of (7.26) this gives p11(n) < 2

B _ 0 () —w ().

n NAmin

From (7.28), (7.19), and ay,i, < 1, we readily obtain (7.20). [ |

Other useful bound that will be used throughout is

(1+z)<e™, x€(0,1) (7.21)
n en\*
< —_— == =
f _<€) =10, n=12,... (7.22)
5] .
(6) <o (7.23)
(=2

Finally, we find it useful to write
log(l1—z) =—2—V(x), ze€(0,1) (7.24)

where U(z) = [ 75 dt. From L’Hopital’s Rule, we have

U(z) —a—log(l—z) _ % (7.25)

g
|
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7.5 Connectivity and absence of isolated nodes

We refer to a mapping Ki,..., K,, P : Ny — Nyt as a scaling (for inhomogeneous random
key graphs) if
1<K, <Ky, <..<K,,<P,)/2 (7.26)

TXT

hold for all n = 2,3, . ... Similarly any mapping & = {c;;} : Ng — (0,1)"*" defines a scaling for
inhomogeneous Erdés-Rényi graphs. A mapping © : Ng — Nj*! x (0,1)™" defines a scaling for
the intersection graph K(n; p, K, P) NG(n; p, a) given that condition (7.26) holds. We remark
that under (7.26), the edge probabilities p;; will be given by (6.2).

We first present a zero-one law for the absence of isolated nodes in K(n; u, K, P)NG(n; 1, @).

7.5.1 A zero-one law for the absence of isolated nodes

Theorem 7.5.1. Consider a probability distribution p = {uy, pa, ..., pu-} with p; > 0 for

i=1,...,r, ascaling Ky,...,K,, P : Ny — N;™' and a scaling & = {a;;} : Ny — (0,1)™"

such that
A (n) ~ 28" (7.27)
n
holds for some ¢ > 0.
i) If
Tim. Ama(n)logn =0  or Tim. O (n) logn = o € (0, o]

holds, then we have

lim P[K(n;u, K, P) N G(n; u, &) has no isolated nodes] = 0 ife<1

n—oo

ii) We have

lim P [K(n;u, K, P) N G(n; p,a) has no isolated nodes] = 1 ife>1

n—oo
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Next, we present an analogous result for connectivity.

7.5.2 A zero-one law for connectivity

Theorem 7.5.2. Consider a probability distribution p = {u, pa, ..., pu-} with p; > 0 for
i=1,...,r, ascaling Ky,...,K,, P : Ny — N;"' and a scaling & = {a;;} : Ny — (0,1)™"
such that (7.27) holds for some ¢ > 0.

i) If

lim apq(n)logn =0 or lim aym(n)logn = a* € (0, 0]
n—00 n—oo

holds, then we have

lim P [K(n;pu, K, P) N G(n; p,e) is connected) =0 ifec <1

n—o0

i) If
P,>on, n=1,2,... (7.28)

for some o > 0, and

Qi (R) 1, () = Q (log”) (7.29)

2: — o (logn) (7.30)
ZﬁEZ)) = O ((logn)") (7.31)

for any finite T > 0. Then, we have

lim P[K(n;pu, K, P) N G(n; p, ) is connected] =1 if ¢ > 1

n—0o0
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The scaling condition (7.27) will often be used in the form

1
A (n) = cp ogn

L n=23... (7.32)

with lim,, . ¢, = ¢ > 0. Also, condition (7.29) will often be used in the form

1
Omin(N)p1-(n) > p Oin, forp>0and n=2,3,... (7.33)

7.5.3 Discussion

Theorems 7.5.1 and 7.5.2 state that K(n;u, K, P) N G(n;p,a) has no isolated node (and is
connected) with high probability if the minimum mean degree, i.e., nA,,, is scaled as (1+¢) logn
for some ¢ > 0. On the other hand, if this minimum mean degree scales as (1 — €)logn
for some € > 0, then with high probability K(n;u, K, P) N G(n; s, a) has an isolated node,
and hence is not connected. The resemblance of the results presented in Theorem 7.5.1 and
Theorem 7.5.2 indicates that absence of isolated nodes and connectivity are asymptotically
equivalent properties for K(n;u, K, P) N G(n; u,a). Similar observations were made for other
well-known random graph models as well; e.g., inhomogeneous random key graphs [157], Erdés-
Rényi graphs [18], and (homogeneous) random key graphs [159].

Note that if the matrix a is designed in such a way that a; = max;{w;}, ie., two
nodes of the same type are more likely to be adjacent in G(n;u,a), then we have g =
mm and the condition of the zero-law of Theorems 7.5.1 and 7.5.2 would collapse to i)
lim,, 00 A (n) logn = 0 or ii) lim, o amm(n)logn € (0,00]. At this point, the zero-law
follows even when the sequence o, logn does not have a limit by virtue of the subsubsequence
principle [73, p. 12] (see also [43, Section 7.3]). In other words, if ;g = Qim, then the zero-law
of Theorems 7.5.1 and 7.5.2 follows without any conditions on the sequence v, (n)logn.

We now comment on the additional technical conditions needed for the one-law of Theo-

rem 7.5.2. Condition (7.28) is likely to be needed in practical deployments of wireless sensor
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networks in order to ensure the resilience of the network against node capture attacks; e.g.,
see [33,53]. To see this, assume that an adversary captures a number of sensors, compromis-
ing all the keys that belong to the captured nodes. If P, = o(n), contrary to (7.28), then it
would be possible for the adversary to compromise Q(P,) keys by capturing only o(n) sensors
(whose type does not matter). In this case, the wireless sensor network would fail to exhibit
the unassailability property [95,153] and would be deemed as vulnerable against adversarial
attacks. We remark that (7.28) was required in [43,50,157,166] in similar settings to ours.

Condition (7.29) provides a non-trivial lower bound on the edge probability cuin(n)p1-(n)
and is enforced mainly for technical reasons for the proof of the one-law of Theorem 7.5.2
to work. Note that it is easy to show that aun(n)pi-(n) = O (logn/n) from (7.32) (see
Lemma 7.4.3 for a proof), however, the scaling condition given by (7.32) does not provide
any non-trivial lower-bound on the product i (n)p1-(n). Observe that, even with condition
(7.29), our results do not require each edge probability to scale as logn/n, in contrast to the
results given in [32] on the connectivity of inhomogeneous Erdds-Rényi graphs. In particular,
the probability of an edge between a class-i node and a class-j node was set to & (7, j) logn/n
in [32], where & (i,j) returns a positive real number for each pair (i, j); i.e., each individual
edge was scaled as ©(logn/n).

Condition (7.30) is also enforced mainly for technical reasons and it takes away from the
flexibility of assigning very small key key rings to a certain fraction of sensors when connectivity
is considered. An equivalent condition was also needed in [157] for establishing the one-law for
connectivity in inhomogeneous random key graphs. We refer the reader to [157, Section 3.2]
for an extended discussion on the feasibility of (7.30) for real-world implementations of wireless
sensor networks. Condition (7.31) also limits the flexibility of assigning very small values for
Qtmin, but it is much milder than condition (7.30) in a sense that it requires aupax(n)/min(n) to
be O ((logn)") for some finite 7 > 0, i.e., one can still afford to have a large deviation between
Omin (1) and amax(n) as compared to the case if ayax(n)/amin(n) had to be scaled as o(logn),

similar to the case in (7.30).
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We close by providing a concrete example that demonstrates how all the conditions required
by Theorem 7.5.2 can be met in a real-world implementation. Consider a sensor network
consisting of two classes, i.e., r = 2. Pick any probability distribution g = {1, o} with p; > 0

for alli =1,2. Set P, = [nlogn] as well as

1/2+€ 3/2—¢
Ky = (logn) and Ky, — (1+¢)(logn)
Qmin (1) 2/ Ctmin (1)

with any 0 < € < 0.5. Observe that the above selection satisfies (7.28) as well as (7.30). Next,

set

1te
rll

logn)' > 1
o = pin(n)

2 142€
1 = (logn)'*

Note that the above selection satisfies (7.31) with 7 = 1 + 2e. For simplicity, assume that
A1(n) = o(1) which implies that pij(n) = o(1) for j = 1,2. In this case, we have p;(n) ~
Kl%fj’" for 7 = 1,2 (see [157, Lemma 4.2]). With this parameter selection, we have

KKy,  1+elogn
Pn B 2 n

Qmin (P)P12(N) ~ Qmin(n2)

which satisfies (7.29).
Finally, observe that with the above parameter selection, both Aj(n) and Ay(n) are strictly
larger than logn/n. Hence, in view of Theorem 7.5.2, the resulting network will be connected

with high probability. Of course, there are many other parameter scalings that one can choose.

7.5.4 Comparison with related work

The connectivity (respectively, k-connectivity) of wireless sensor networks secured by the clas-
sical Eschenauer-Gligor scheme under a uniform on/off channel model was investigated in [156]
(respectively, [166]). The network was modeled by a composite random graph formed by the
intersection of random key graphs K(n; K, P) (induced by Eschenauer-Gligor scheme) with

Erd6s-Rényi graphs G(n; «) (induced by the uniform on-off channel model). Our work gener-
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alizes this model to heterogeneous setting where different nodes could be given different number
of keys depending on their respective classes and the availability of a wireless channel between
two nodes depends on their respective classes. Hence, our model highly resembles emerging
wireless sensor networks which are essentially complex and heterogeneous.

In [157], Yagan considered the connectivity of wireless sensor networks secured by the
heterogeneous random key predistribution scheme under the full visibility assumption, i.e.,
all wireless channels are available and reliable, hence the only condition for two nodes to be
adjacent is to share a key. It is clear that the full visibility assumption is not likely to hold
in most practical deployments of wireless sensor networks as the wireless medium is typically
unreliable. Our work extends the results given in [157] to more practical scenarios where the
wireless connectivity is taken into account through the heterogeneous on-off channel model. In
fact, by setting a;;(n) =1 for ¢,5 =1,...,r and each n = 1,2,... (i.e., by assuming that all
wireless channels are on), our results reduce to those given in [157].

In comparison with the existing literature on similar models, our result can be seen to extend
the work by Eletreby and Yagan in [50] (respectively, [43]). Therein, the authors established
a zero-one law for the 1-connectivity (respectively, k-connectivity) of K(n;u, K, P) N G(n;a),
i.e., for a wireless sensor network under the heterogeneous key predistribution scheme and a
uniform on-off channel model. Although these results form a crucial starting point towards the
analysis of the heterogeneous key predistribution scheme under a wireless connectivity model,
they are limited to uniform on-off channel model where all channels are on (respectively, off)
with the same probability « (respectively, 1 — «). The heterogeneous on-off channel model
accounts for the fact that different nodes could have different radio capabilities, or could be
deployed in locations with different channel characteristics. In addition, it offers the flexibility
of modeling several interesting scenarios, such as when nodes of the same type are more (or
less) likely to be adjacent with one another than with nodes belonging to other classes. Indeed,
by setting a;;(n) = afori,j =1,...,r and each n = 1,2,. .., our results reduce to those given

in [50].
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7.5.5 Numerical results

In this section, we present a simulation study to validate our results in the finite-node regime.
In all experiments, we fix the number of nodes at n = 500, the size of the key pool at P = 10,
and the number of experiments to 400.

In Figure 7.1, we set the channel matrix to

0.3 12
a =

ag 0.3

and consider three different values for the parameter aqs, namely, a5 = 0.2, a5 = 0.4, and
a1z = 0.6. We also vary K (i.e., the smallest key ring size) from 5 to 25. The number of classes
is fixed to 2, with g = {0.5,0.5}. For each value of K;, we set K3 = K;+5. For each parameter
pair (K,a), we generate 400 independent samples of the graph K(n; p, K, P) N G(n; p, ) and
count the number of times (out of a possible 400) that the obtained graphs i) have no isolated
nodes and ii) are connected. Dividing the counts by 400, we obtain the (empirical) probabilities
for the events of interest. In all cases considered here, we observe that K(n; u, K, P)NG(n; u, a)
is connected whenever it has no isolated nodes yielding the same empirical probability for both
events. This confirms the asymptotic equivalence of the connectivity and absence of isolated
nodes properties in K(n; pu, K, P) N G(n; p,a) as is illustrated in Theorems 7.5.1 and 7.5.2.

For each value of 19, we show the critical threshold of connectivity given by Theorem 7.5.2
in the form of highlighted symbols. More specifically, highlighted symbols stand for the mini-

mum integer value of K, that satisfies

& (") _ logn
Am(n) =" prjou; | 1— S| > : (7.34)
j=1

(x,.) n

upon noting that Ky = K; + 5. We see from Figure 7.1 that the probability of connectivity
transitions from zero to one within relatively small variations of K. Moreover, the critical

values of K; obtained by (7.34) lie within this transition interval and correspond to high
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Figure 7.1: Empirical probability that K(n;u, K, P) N G(n; u, @) is connected as a function of
K for a;o = 0.2, aipp = 0.4, and a5 = 0.6. We set a7 = age = 0.3. Highlighted symbols stand
for the critical threshold of connectivity asserted by Theorem 7.5.2.

probability of connectivity. Note that for each parameter pair (K,a) in Figure 7.1, we have
A,, = Ay by construction.

Next, we set the channel matrix to

11 0.2
o =

0.2 0.2
in Figure 7.2, and consider three different values for the parameter aq;, namely, ay; = 0.2,
ap; = 0.4, and ag; = 0.6. We also vary K; from 10 to 25. The number of classes is fixed to
2, with g = {0.5,0.5}. For each value of K, we set Ky = K; + 5. Similar to Figure 7.1, we
obtain the empirical probability that K(n;pu, K, P) N G(n;u,a) is connected versus K;. As
before, the critical threshold of connectivity asserted by Theorem 7.5.2 is shown by highlighted
symbols in each curve.

Note that for ag; > 0.4, fixed a9, and fixed iy, the probability of connectivity (along with
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Figure 7.2: Empirical probability that K(n;u, K, P) N G(n; u, @) is connected as a function of
K for a;1 = 0.2, ay; = 0.4, and a7 = 0.6. We set a1o = age = 0.2. Highlighted symbols stand
for the critical threshold of connectivity asserted by Theorem 7.5.2.

the critical value of K7) behave in a similar fashion regardless of the particular value of ay;.
The reason behind this is intuitive. When aq; = 0.2, we have A,,, = A, while for ay; > 0.4, we
have A,, = Ay. Consequently, the value of ay; (which only appears in A;) becomes irrelevant
to the scaling condition given by (7.34).

Finally, we set the channel matrix to

and consider four different values for the parameter K, namely, K; = 20, K; = 25, K; = 30,
and K7 = 35 while varying the parameter o from 0 to 1. The number of classes is fixed to 2 with
p={0.5,0.5} and we set Ky = K; + 5 for each value of K;. We plot the empirical probability
that K(n;u, K, P) N G(n;p,a) is connected versus o and highlight the critical threshold of

connectivity asserted by Theorem 7.5.2. Note that K(n;u, K, P) N G(n;p,a) has a positive
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Figure 7.3: Empirical probability that K(n;u, K, P) N G(n; u, @) is connected as a function of
a for K =20, K1 =25, K; = 30, and K7 = 35. We set a5 = 0.2. Highlighted symbols stand
for the critical threshold of connectivity asserted by Theorem 7.5.2.

probability to be connected with a5 > 0 even when o = 0. In this case, the connected
instances of K(n;pu, K, P) N G(n;p,a) represent connected bipartite graphs, where one set of
the bipartite graph represents class-1 nodes and the other represents class-2 nodes. The results
given by Figure 7.3 reveal the importance of cross-type edge probability in establishing a
connected graph. In particular, when a;; = agy = 0, the graph could still be connected owing
to cross-type edges. Indeed, the graph cannot be connected when cross-type edges have zero
probability, even when same-type edges have positive probability since the graph would consist

of at least two isolated components, as captured by Figure 7.4.

7.5.6 Proof of Theorem 7.5.1

The proof of Theorem 7.5.1 relies on the method of first and second moments applied to the

number of isolated nodes in K(n; u, K, P) N G(n; u, ). Let I,,(p,0,,) denote the total number
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Figure 7.4: Empirical probability that K(n;u, K, P) N G(n; u,a) is connected as a function of
apg for Ky = 20, K1 = 25, K; = 30, and K; = 35. We set aj; = ags = 0.2. Highlighted
symbols stand for the critical threshold of connectivity asserted by Theorem 7.5.2.

of isolated nodes in K(n; u, K, P) N G(n; u, &), namely,

I(1,0,) = Y 1[v, is isolated in K(n; u, K, P) N G(n; p, )] (7.35)

(=1

The method of first moment [73, Eqn. (3.1), p. 54] gives

Establishing the one-law

It is clear that in order to establish the one-law, namely that lim, . P[[,(g,0,) = 0] = 1, we
need to show that

lim E[L,(s,0,)] = 0.

n—oo
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Recalling (7.35), we have

E[l,(,08,)] =n Z ;P [vy is isolated in K(n; p, K, P) N G(n; p, ) ’ t =i (7.36)
i=1

=n Z ;P [ﬂ?zz [vj o vq] |t = z]
i=1

=n Z i (P vy o vy | £ =)™ (7.37)

where (7.36) follows by the exchangeability of the indicator functions appearing at (7.35) and
(7.37) follows by the conditional independence of the rvs {v; » v;}"_, given ¢;. By conditioning

on the class of vy, we find

J=1

]P)[UQ ~ U1 | tl = l] = ZMJP[UQ ~ U1 ’ tl = i,tg = j] = Z,LL](]_ — Oépij> =1- Az(n) (738)
j=1
Using (7.38) in (7.37), and recalling (7.2), (7.21) we obtain

E[l,(1,0,)] =n Z i (1 — Ai(n))n_l

<n(l—Ap(n)"

( logn>n1
=nl|l-c¢,
n

S elogn(l—cn”T_l>

Taking the limit as n goes to infinity, we immediately get

lim E[Z, (1, 6,)] = 0.

n—oo

since lim,, (1 — ¢,2) = 1 — ¢ < 0 under the enforced assumptions (with ¢ > 1) and the

n

one-law is established.

149



Establishing the zero-law

Our approach in establishing the zero-law relies on the method of second moment applied to a
variable that counts the number of nodes that are class-m and isolated. Clearly if we can show
that whp there exists at least one class-m node that is isolated under the enforced assumptions
(with ¢ < 1) then the zero-law would immediately follow.

Let Y, (i, 0,,) denote the number of nodes that are class-m and isolated in K(n; u, K, P) N

G(n;p,a), and let

Tni(,0,) = 1[t; = m Nw; is isolated in K(n; u, K, P) N G(n; p, )],

then we have Y,,(,0,,) = > 2,,,(11,0,,). By applying the method of second moments [73,
Remark 3.1, p. 54] on Y, (1,0,,), we get

PlY,(#,0,) =0 <1-— E[Y,(1.0,)] (7.39)
where
E[Ya(p, On)] = nE[zn1 (1, 6)] (7.40)
and
E[Y, (1, 0,)% =nE[z,1 (1, 0n)] +n(n — DE[z,;1 (1, On)zn2(1t,05)] (7.41)

by exchangeability and the binary nature of the rvs {z, (¢, 0,)}" . Using (7.40) and (7.41),

we get
E[Y, (1, 6n)?] _ 1 + n—1E[z,1(1,0n)r,2(1,0,))
(EY,(1,0,)])°  nElwni(n,00)]  n (Efzn1(1,0,)])°

In order to establish the zero-law, we need to show that

lim nE[z, (g, 6,)] = oo,

n—oo
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and

lim sup (E[x”’l(“ On)Tnall ’6")]> <1 (7.42)
n—oo (E[l‘n,l(ﬂaen)DZ a

Proposition 7.5.3. Consider a scaling K1, ..., K,, P : Ny — Nyt and a scaling a = {aij} =

No = (0,1)™" such that (7.27) holds with lim,, o ¢, = ¢ > 0. Then, we have

lim nE[z,1(p,0,)] =00, ifc<1

n—o0

Proof. We have

nE [z,1(p,0,)] = nE[1[t; = m N vy is isolated in K(n; u, K, P) N G(n; p, a)]]
= np,P [vl is isolated in K(n;u, K, P) N G(n; p, ) ’ t = m]

= N, P [ﬂ”:

I ovj o v1] ’tlzm]

= Nl P [vg o | t, = m} el

- n—1
= Nfm, (Zuﬂ?’ [vg vy [t = 1,1, Zﬂ>

j=1
r n—1
= Nl (Z pi(l— amjpmj)> (7.43)
j=1
= Nty (1 = Aa())" ™" = pime? (7.44)

where

Bn =logn + (n—1)log(1 — A, (n)).
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Recalling (7.24), we get

P =logn — (n = 1) (Ap(n) + ¥(Am(n)))

1 1
=logn—(n—1) <cn M (cn 0gn)>
n n

zlogn(l—cnn_l)—(n—l) <cn10g”) qz( ) (7.45)

n n logn)2

Recalling (7.25), we have

U ()1
lim —— = — (7.46)
n—00 ( ) 2

since cnlofl" = o(1). Thus, B, = logn (1 —c,"=%) — o(1). Using (7.44), (7.45), (7.46), and

letting n go to infinity, we get

lim nE[z, (g, 6,)] = oo

n—o0

whenever lim,,_,., ¢, =c¢ < 1. ]

Proposition 7.5.4. Consider a scaling K1, ..., K,, P: Ny — Ny and a scaling a = {aij} =
No — (0, 1)™" such that (7.27) holds with lim,,_, ¢, = ¢ > 0. Then, we have (7.42) if c < 1.

Proof. Consider fixed ©.

E [n1(1,©)x,2(1,0)] = E [1[v; is isolated , v is isolated Nty = m, ty = m]]

= ,u?n]E [1 [v; is isolated , vy is isolated] ‘ ty =m,ty = m}

t1:t2:m]

Now we condition on ¥; and ¥, and note that i) ¥; and 35 determine ¢; and t5; and ii) the

n

1{vy = vy] Hl[vk " V1, Vg % Vg
k=3

= po,E

events [vy o Vs, {[v * v1 Nvg » Vo] 75 are mutually independent given ¥; and 5. Thus, we
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have

E [2n1(1t,0)7,2(p,0)] = 2 E |P [vl vy | B, 22} X ﬁ]P’ [vk < v NV % Vg | 31, 22]
k=3
(7.47)
Define the {0, 1}-valued rv u(@) by
w(@) :=1[2; N Xy # (] (7.48)
Next, with £ =1,2,...,n — 1, define v, ;(a) by
vj(@):={i=1,2,...,0: Bjj(a) =1} (7.49)

for each j = ¢ +1,...,n. Namely, v, ;(a) is the set of nodes in {1,...,¢} that are adjacent to

node j in G(n;p, ). With these definitions in mind, (7.47) gives

n (P_ |Ui€y27k(a)2i})
by
Bl (1, 0) (1. 0)) = 12 | (1 — )@ ][R h=ts=m

= )

Conditioned on u(@) = 0 and vy, ve being class-m, we have
Uicus (@) Di| = [Vae(@)] Ko

Also, we have
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Thus, we get

E [xn,l (ll'v e)xn,2(/1'76) l[u(a) = OH
[ n (P - !Vz,k(a>Km|)

by
| =3 <|Zk|>

i (P - |y2,3<a)|f<m) "

tlthZm

)
= H?n(l - pmm)E ’P3| i =1ta=m (7.50)
L (|23|)
r [ (P — |va3(a)| K "
’23’ tl = tz =m

=t (1 = DPrum) E 1B 5
. ty=j
=t (mgr) ’

n—2

< (1 = Prum) (7.51)

., B (P _ Km) lv2,3(c)]
K, lh=1t=m
J=1 K;

where we use (7.6) in the last step. Note that conditioned on t; = to = m, the random variables

{lvo(@)|}7_5 are independent and identically distributed, hence (7.50) follows. In particular
vor(a)| |ty = ta = m ~ Binomial (2, cv,,,;)  with probability u;, k=3,4,...,n
; J Hj

The above distributional equality could be explained as follows. We may write |vo(a)| =
1[v; ~g vg] + 1[vy ~g vg]. Observe that conditioned on t; = t5 = m, we know that nodes v;
and vy belong to class-m in G (n;p,a). If node vy is class-j (an event that has probability
), then 1[vy ~¢g vi] and 1 [vg ~¢ vi] are each distributed as Bernoulli random variable with
parameter ;.

Now, let

()
K.
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Then,

E[w1 (1, 0)202(1,0)1 [u(8) = 0] < 422,(1 — prum) Zﬂa Zlms@) ‘

Note that

Hence,

2. /2
S5 (et e

2 7 —1 %
(Z-)O'/mj<1_amj)2 (1 = pmj)
0

=

=1- Qamjpmj + (Ofmjpmj)2

(7.53)

(7.54)

upon recalling (7.52). Next, let W be a rv that takes the value o,,;p,,; with probability p;. It

follows that

t1:t2:m

- vay5 (@)
>k |2
j=1

t3 =7 =1

Next, we recall (7.4) and let

k = arg mjln QjPmj
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Now, in view of Popoviciu’s inequality [74, pp. 9], we see that

var(W)

IN

(Wmax - Wmin)2

Il
N e e

IN

(amspms ) 2

We also know from (7.1) that

From (7.55) and (7.56), we get

It is now immediate that

E [W?] = (E[W])? + var(W) < <1+

by virtue of the fact that E [IW] = A,,. Using (7.58) into (7.53), we readily obtain

n—2
) 2 )
1 m

Bl 01 ©) 028 O)1 [u6) = 0 < (1~ ) (1204 (14

Next, conditioning on u(f) = 1 and ¢; =ty = m, we have

(

’ Ui@/g,k(a) ZZ| =3 K, if \1/27;?(01)\ =1

and by a crude bounding argument, we have
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Ap?

0 if o k()] =0

2Km — ’21 N 22’ if \1/27,6((1)\ =2

(7.55)

(7.56)

(7.57)

(7.58)

(7.59)

(7.60)



Using (7.60) and recalling the analysis for E[z,, 1 (g, ©)x, 2 (1, ©)1[u(0) = 0]], we obtain

t1:t2:m])n2
t3 =7

(7.61)

Z;[|V2,3(a)\>0}

Elt1 (1, 0)n,2 (1, ©)1u(6) = 1]] < 22,(1 — Q) Proe ( > wE

where

v ti=1t=m
E Z;” 0.3()|>0] — (1= )+ (1= (1= y)?) Zj = 1 = 203Dy + 02 P

i3 =17
and it follows that
- s> | 11 =t2=m ~
j=1 3= j=1

S 1— 2Am + Qg Z 5 Ol 5 Pimyj
j=1

=1—(2—ama) A, (7.62)
upon recalling (7.3). From (7.61) and (7.62), we readily obtain
E[2n1 (1, ©)n2(1, ©)1 [u(6) = 1]] < s, (1 = Q)i (1 = (2 = @na) A)™ (7.63)
Combining (7.59) and (7.63), we get

Elzn1 (1, 0)1n (1, ©)] = Eln (1, 0) 2 2(1, ©) (1[u(0) = 0] + 1[u(0) = 1])]

1 n—2
< 12,(1 = Pyum) (1 —2A,, + (1 + 4u2) Ain)

S

+ U?n(l — Q) Prmam (1 = (2 — Qg Am)n72 (7.64)
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It is also clear that

E[2,1(1,0)] = i (1 = Ap)" ™! (7.65)

Combining (7.64) and (7.65), we get

n—2
— L) A2 n—
Bl (1. 0)r2(1O) _ )(1 205+ (14 1) A2) (L2t o)
Elni@)P =7 (1= A = A

where we use the fact that 1 — ay,,, < 1.
We now consider a scaling © : Ny — N x (0,1)™" as stated in Proposition 7.5.4 and

bound the terms A and B in turn. Our goal is to show that

limsup(A + B) < 1. (7.67)

n—o0

We have
n—2
1_pmm + 1 ( Am )2 1_pmm Pn
(1—Ap)° 4p2 \1 - A, T (1= Ap)?
where
en \2 logn 2
W< (o OB ) =1
Pn= (Q,us) n(n—cnlogn) o(l)
and

(1 —Ap(n)*=1-0(1) (7.68)

since A,,(n) = ¢, logn/n. Thus, we have

A< (1= pon) (L4 0(1)) ) (7.69)
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We now consider the second term in (7.66). Recall (7.68), we have

n—2
Pmm - (1 + Am (amd - /;m>> < Pmm 2€¢n
(1—An) (1—An) (1—An)

Now, recalling (7.32), we get

b < nAm (g — M) __CnOtd logn Ci@ _ _CnOmd logn o(1)
AT (et (et (Lo )
Thus, we have
CnQmaglogn o
B < Poum. €Xp <W) (1 +o(1)) e™) (7.70)

We will now establish the desired result (7.67) by using (7.69) and (7.70). Our approach is to

consider the cases i) lim,, o, ama(n)logn = 0 and ii) lim,, . @mm(n)logn € (0, 0o] separately.

Assume that lim, . amua(n)logn =0 . From (7.70) we get B < (1 + o(1))pmm and upon
using (7.69) we see that A + B < (1 + o(1)) establishing (7.67) along subsequences with

lim,, 00 @pa(n) logn = 0.

Assume that lim, . @pm(n)logn € (0,00] . From (7.1), we have

Am = Z i O i Pmyj > Hm Cmm Prvm

j=1
Thus,
CnadeOgn -1+ C’n(() n\?2
1 A, CrnQima logn 1 P ((1—cnl°§")2> 1 oM (1en i)
B< — exp | ———— | = —A,, logn. < —c¢, (logn)
Hm Cmm (1 10&) Hm Qi lOgm Hm O lOg M
since o, < 1. We note that
. Cn
lim -1+ ———=5=-1+¢<0
n—oo (1 _ Cnloin)
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for ¢ < 1. Thus, it follows that B = o(1) upon noting that lim, . Qmmlogn = a,. € (0, 0.
From (7.69) and the fact that p,,, <1, we have A+ B <1+ o(1), and (7.67) follows.

Note that if the matrix a is designed in such a way that a; = max;{e;}, i.e., two nodes of
the same type are more likely to be adjacent in G(n; u,a), then we have a,,q = @, and the
above two cases collapse to i) lim, oo @ (n)logn = 0 or ii) lim, o amm(n) logn € (0, 00].
At this point, the zero-law follows even when the sequence «,,,, logn does not have a limit by
virtue of the subsubsequence principle [73, p. 12] (see also [43, Section 7.3]). In other words, if

Qmd = Qumm, then the zero-law follows without any conditions on the sequence a,,,(n)logn. O

7.5.7 Proof of Theorem 7.5.2

Let C,(p,0,) denote the event that the graph K(n;u, K, P) N G(n;p,a) is connected, and
with a slight abuse of notation, let I,,(i, ©,,) denote the event that the graph K(n;u, K, P) N
G(n; u, @) has no isolated nodes. It is clear that if a random graph is connected then it does

not have any isolated node, hence

Cn(p,0,) C L,(11,0,,)

and we get

P[Ch(p, ©n)] < P[L(, 1)) (7.71)

and

P[C(1,0,)] = P[Ln(1,0,,)] + P[Cr(1,0,)° N L, (1, ©5)). (7.72)

In view of (7.71), we obtain the zero-law for connectivity, i.e., that

lim P[K(n; p, K, P) N G(n; p,a) is connected] =0 if ¢ <1,

n—0o0

immediately from the zero-law part of Theorem 7.5.1, i.e., from that lim,, ., P[I,(1,0,)] =0
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if ¢ < 1 under the enforced assumptions. It remains to establish the one-law for connectivity.
In the remainder of this section, we assume that (7.27) holds for some ¢ > 1. From Theorem

7.5.1 and (7.72), we see that the one-law for connectivity, i.e., that

lim P[K(n;p, K, P) N G(n; p,a) is connected] =1 if ¢>1,

n—oo

will follow if we show that

lim P[C, (1, 0,)° N I, (1,60,)] = 0. (7.73)

n—o0

Our approach will be to find a suitable upper bound for (7.73) and prove that it goes to zero
as n goes to infinity with ¢ > 1.
We now work towards deriving an upper bound for (7.73); then in Section 7.5.8 we will

show that the bound goes to zero as n gets large. Define the event F,(u,0,X) via
En(p,0,X) := Uscaisz1 [| Uies Sil < Xjg]

where N = {1,...,n} and X = [X; --- X,] is an n-dimensional array of integers. Let

L, := min QK%J , ED (7.74)

and

|BUK,] (=1,...,L,
Xy = (7.75)
|vP] (=L,+1,....n

for some 8 and v in (0, %) that will be specified later. In words, E,,(u,6, X) denotes the event

that there exists £ = 1, ..., n such that the number of unique keys stored by at least one subset
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of ¢ sensors is less than |G(K; | 1[¢ < L,| + |yP]|1[¢ > L,]. Using a crude bound, we get

P[Cu(1,0,)° N 1 (1, ©5)] < PIE, (1,0, X3)] + P[Cr (1, ©,)° N 1 (1, 0,) N Ey (e, 0, X))

(7.76)
Thus, (7.73) will be established by showing that
nlggo PE,.(p,0,,X,)] =0, (7.77)
and
lim P[C,,(,0,)° N 1,(n,0,) N E,(p,0,,X,)] =0 (7.78)

n—oo

The next proposition establishes (7.77).

Proposition 7.5.5. Consider scalings K1, ..., K,, P : Ng — Nyt such that (7.27) holds for
some c> 1, (7.10) , and (7.28) hold. Then, we have (7.77) where X,, is as specified in (7.75),

B€(0,1) and v € (0,1) are selected such that

wx (200.5 (£) ) <1 710
(o (1 (5) ) r(5)) <

Proof. The proof is similar to [157, Proposition 7.2]. Results only require the conditions (7.28)

and (7.20) to hold. The latter condition is clearly established in Lemma 7.4.5. O

The rest of the chapter is devoted to establishing (7.78) under the enforced assumptions
on the scalings and with X, as specified in (7.75), 5 € (0, %) selected small enough such that
(7.79) holds, and v € (0, 1) selected small enough such that (7.80) holds. We denote by KG(S)
a subgraph of K(n; p, K, P) N G(n; pu,a) whose vertices are restricted to the set S. Define the

events
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Cn(1t,0,,S) = [KG(S) is connected|
Bn(1,0,,5) = [KG(9) is isolated]

An(p,0,,5) = Ch(un,0,,5) N B,(14,0,, )

In other words, A,(u,0,,S5) encodes the event that KG is a component, i.e., a connected
subgraph that is isolated from the rest of the graph. The key observation is that a graph is
not connected if and only if it has a component on vertices S with 1 < |S| < |2]; note that if
vertices S form a component then so do vertices N’ — S. The event I,,(i,0,,) eliminates the
possibility of KG(S) containing a component of size one (i.e., an isolated node), whence we

have

Co(:00)° N 1(1:04) € Ugeprncisc 2| An(1: 00, 5)

and the conclusion

PlC,(1,0,)" N L, (1, ©,)] < Z PlA, (1, Oy, S)]

Sen:2<|S|<| 2|

follows.

By exchangeability, we get

P[C,(1t,0,) N L, (11,0,,) N Ep (1,0, X )] < > PlA(1.0,,5) N Ey(,6,, X))
=2 SENnyz
5],
= (K)P[An,g(u, 0, NE,(u,6,,X,° (7.81)
=2
where N, , denotes the collection of all subsets of {1,...,n} with exactly ¢ elements, and

A,i(p,0,,) denotes the event that the set {1,...,¢} of nodes form a component. As before
we have A, o(,0,,) = Ci(,0,,) N By, o(11,0,,), where Cy(p, 0,,) denotes the event that the set
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{1,...,¢} of nodes is connected and B, ¢(u,0,,) denotes the event that the set {1,...,¢} of
nodes is isolated from the rest of the graph.

It is now clear that (7.78) is established once we show that

[3]
Tim > (Z) P[A,.o(1t,0,) N E,(11,0,, X,,)¢ = 0. (7.82)
(=2

We proceed by deriving bounds on the probabilities appearing in (7.82). Conditioning on

El; .. .,E[ and {sz<a), 1< <j < g}, we get

P[Ane(,0,) N E, (1,6, X,) ]

=E |:E |:1 [Cg (/L, en) N Bn,é (/1'7 9n) N En(“a amxn)c]

217 7Z€ :|:|
Bij(a), Z,j = 1,...,€

—E [1 [Cy (1,0,)] - P[Bn,e (1,0,) N Ep(pt,0,, X )¢

)N ) H (7.83)

since Cy(, ©,,) is fully determined by 1, ..., %, and {B;;(a,), 1 <i < j < {}, and B, ,(,0,)
and E,(p,0,,X,) are independent from {B;;(a),1 <i,5 < (}.
Next, we consider the probabilities appearing in (7.83). For each ¢ = 1,...,n — 1, we have

Bro(1,0,) = m HUiEVg,k(a)Ei} N, = @}

k=0+1

with vy () as defined in (7.49). We have

P [Buo(p,0n) | S1,...,5 =E|E |1[B,(i,0,)]

n (P— | Uicvy (@) Ez‘|)
2] ' I 37

A
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Observe that on the event FE,(u,6,,X,)¢ we have
|Uicvn @i = (X @) + 1) Ulver(e)] > 0]
Moreover, the crude bound
|Uicv eS| = Kip A ven(a)| > 0]
always holds with ¢, = min{ty, ..., t,}. Hence, we can write

P [Bn,f(ll’aen> N En(ljﬁonuxn)c ‘ Z:17 ceey Ef}

n (P — max (Ktmin,Z’Xnv‘VZ,k(a)l + 1) ].HV&k(a)l > 0]
Xk

/1] 2
h=t+l (!Ek|)

Note that conditioned on 3, X, ..., Y, we can determine the class of each node in {1,..., ¢},
Le,t;=1-1[|%] = Ky]+2-1[|%;] = Ko]+...+r-1[|%;| = K, fori =1,...,{. Moreover, since
lver(@)] =1 [vy ~q o] +1[v2 ~g v] + ... 41 [vg ~¢g vg], the random variables {|vgx(a)|}r_,,y

are independent and identically distributed. In particular

lvek(a)| | X1, .., X ~ Poisson-Binomial (¢,p = (au,;, yj, - - ., ,5))  with probability s,
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for k=20+41,4,...,n. It follows that

P [Be(pt,0n) N E, (1,05, X,)¢ | S1, ..., 5]

n—~_
(P —max (K, o Xnjvea(@) + 1) Ulveesa (@) > 0]
|2k
< |E (P) IS 3
|2k
P — max (Ktmin,£7 Xn7|Vz,e+1(a)| + 1) 1[|V€7€+1(a)| > 0] n-t
KJ 217 cy Ef)

-
- Z“jE P o
j=1 K, 1 =]

(7.84)
by the law of total expectation. Reporting (7.84) into (7.83), we then get
PlAne(1,0,) N Ey(p,0,, X)) <E|1[Ce (1,6,)]-
n—~¢
r <P —max (Koo Xnjv s @) + 1) Uvee (@) > 0])
K; E17 sy EZ)
|2 ; |
i1 (Kj) bep1 =]
(7.85)

The following lemma gives bounds on the terms appearing in (7.85). The proof is given in

Section 7.5.9.

Lemma 7.5.6. Consider a probability distribution p = (u1, fo, - - ., ), integers Ky < -+ <
K, < P/2, and a = {a;} fori,7 =1,...,r with oy; € (0,1). With X,, as specified in (7.75),

B€(0,1) and v € (0,1) as specified in (7.79) and (7.80) respectively, we have

P[Cy(p,0)] < min {1,%‘2 (n}fgmx {Oéz‘jpij}> 7 } (7.86)
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and

P —max (Ki. » Xnjvei@) + 1) Hvees (@) > 0]
Zla 7257

K.

J

Note that as we report (7.87) back into (7.85), we get

P [Ane(p,On) O En (1,05, X)°]

) (Hlln {1 . Am,min {1 — Iurefozminplrﬁf,efaminpuﬂf} + e*’YKll [g > Ln]})ni

= P[Cy(pr,0)] - (min {1 — Ay, min {1 — p, + prpe”minPirBl gmommpifl 4 o=vKay (o> [ 11)"

In addition, it holds that

max {Oéijpij} S OmaxPrr
17]
Our proof of (7.78) will be completed (see (7.81)) upon establishing

3],
lim ( E)P[An,g(u, 0,) N By (p,0,, X)) = 0

n—00
(=2

|3

by means of (7.86), (7.87), and (7.88). These steps are taken in the next section.
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< (min {1 — Ay, min {1 — g, + ppe” @minPrrBl emammpnBil 4 o=vKay fp > p, 1)

(7.87)

—L

(7.88)

(7.89)
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7.5.8 Establishing (7.90)

We will establish (7.90) in several steps with each step focusing on a specific range of the
summation over /. Throughout, we consider a scalings Ki,...,K,, P : Ny — Ny and a :

No — (0,1)"*" such that (7.27) holds with ¢ > 1, (7.10), (7.29), (7.31), and (7.28) hold.

The case where 2 </ < R

This range considers fixed values of ¢. Pick an integer R to be specified later at (7.96). Use
(7.27), (7.9), (7.21), (7.22), (7.86), the first bound in (7.87), and (7.89) to get

XR: (Z>P[An,e(ﬂ,en) N B, (1,6, X,)°] < XR: (%)E«@H (Qmac(R)prr ()7 (1 = Ay ()"~
—2 (=2
R e (log n)™+2 -1 . logn\" ™"
g;( )(—n ) (1 n)
R
<D (elogn) ) e

~
[|
N

n—~4

(e(log n)T“)Z npt=en

I
M=

~
U

2

With ¢ > 1, we have lim,, (1 — cn”T’Z) =1—¢ < 0. Thus, for each £ = 2,3,..., R and a

finite 7 > 0, we have

n—~

(e(log n)T“)e_1 n'~ = o(1),

whence we get

R
nhﬁ\Iglo Z (Z)P[An,é(pﬁen) N EH(N70N7XW)C] = 0.
(=2

The case where R+ 1 < { < min{L,, |z ]}

Hrn
Ben logn

Our goal in this and the next subsection is to cover the range R+ 1 < ¢ < | |. Since

the bound given at (7.87) takes a different form when ¢ > L,, we first consider the range

R+1</{<min{L,, | -"—]}. Using (7.9), (7.21), (7.22), (7.86), the second bound in (7.87),

Ben logn
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and (7.89) we get

min{LnaLgcn lognj}
n
Z (K)P[An,f(p'aen) N En(l"”o”’Xn)c]
{=R+1
min{ L, Lm”

n—~{
en\* — (logn)TJrQ ! —Qmin (N n
< Z (7) 02 <—n 1= (1 — ¢~ min(n)Blp1r( )) (7.91)

{=R+1

From the upper bound in (7.8) and ¢ < ﬁci‘ q:gn’ we have

M ¢y logn
Qmin(0) Bp, () < f T BTy

Beplogn . n

Using the fact that 1 —e™ > 7 for all 0 <z <1, we get

1— Mr(l _ e—amin(n)ﬁémr(n)) <1- ,Uramin<n2)5€p1r(n) < —,BZMTplOg (7.92)
using the lower bound in (7.33). Reporting this last bound in to (7.91) and noting that
n n
_> 2 522,3,...,H, 7.93
e 2 (7.93)
we get
min{ Ly, Bc:ﬁ:lgnj} min{Ln, Lmﬁ
logn n
> ( g)P[An,@(u, 0,) N E,(,0,,X,)°] < > n (e(logn)™2) e 5
(=R+1 (=R+1
min{ Ly, I—ﬁcn lognJ} ;
<n Z (e (logn) ™2 e P 10g">
(=R+1
Z ( (log ) T+2 eﬁpqlogn)z
=R+
(7.94)
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Given that 3, p, u, > 0 and 7 is finite, we clearly have
e (logn) 2 e=frlosni — (1), (7.95)

Thus, the geometric series in (7.94) is summable for n sufficiently large, and we have

min{Ln,| -850 1}

Ben logn

2 (Z)P[Anwew O Bu(p, 02, X)) < (14 0(1)) n (e (log )™+ e Pioen5 )

{=R+1

R+1

= (14 o(1)) n!~E+DB (e(log n)T+2)R+1

= o(1)

for any positive integer R with

8

R > )
Bpiir

(7.96)

This choice is permissible given that p, 3, i, > 0.

The case where min{[ g2 — |, max(R, L,)} < { < |35 ]

Clearly, this range becomes obsolete if max(R, L,) > | g1 ’i:gnj. Thus, it suffices to consider

the subsequences for which the range max(R, L,) +1 < ¢ < | g547—| is non-empty. There, we

use (7.9), (7.21), (7.22), (7.86), the second bound in (7.87), and (7.89) to get

Lrn

g |
Z (Z)P[An,é(ﬂ7e71) N En(p,,an,Xn)C] (7.97)

{=max(R,Ln)+1

| resoem ]
Ben logn

Vi 1 T+2 -1 n
< ¥ (%) = (M) (1= (1= e Pl )y 4 o=9K10) 2

n
{=max(R,Ln)+1
| =55 . | .
< > n(ellogn) ) (e o)
{=max(R,Ln)+1

where in the last step we used (7.92) in view of £ < Z 55—
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Next, we write

logn

/BKPMT 2n 4+ e —vK1n __ e*ﬁ@pur 2n (1 + 677K1,n+/8£,0ﬂr102gnn>

< exp {—Wl)/ir logn R T }

2n
1 g _’yKl n_,'_PH%
ogn e 2en
< exp § —Blppr—— on W (7.98)

where the last inequality is obtained from ¢ < ﬁchggn. Using the fact that ¢ > L, =

min{ | 1”LHJ, | 5]} and (7.28) we have

e VKin Ky, 2 e VKin 2K, e Kin 4o 7EKin
————— < max = — ¢ 2n— < max ’ : =o(1)
Blpp, " F, Bpprlogn Bpurologn = Bpp,logn

n

by virtue of (7.20) and the facts that 3, u,, o, p > 0. Reporting this into (7.98), we see that for

for any € > 0, there exists a finite integer n*(e) such that

( Bép,url £n 4 e—’YKl n) < e—ﬁép,ur lozin(l_e) (799)

for all n > n*(e). Using (7.99) in (7.97), we get

|_ Hrn J |_ prn J
Ben logn Ben logn

2 <Z)P[A”vf<“’en> NE, (1,0, X,)]<n Y (e (log n)™2 ¢~ Ponr g0 >">é

{=max(R,L,)+1 {=max(R,L,)+1
(1~ e))f

(7.100)

<n Z (e (logn)™ e ~Bpr 2
¢=max(R,Ln)+1

Similar to (7.95), we have <e (logn)™ e —Bpur S5 (1= €)> = o(1) so that the sum in (7.100)

converges. Following a similar approach to that in Section 7.5.8, we then see that

| 250 |
2Bclogn

lim Z (Z)P[An,é(l‘v 6,.)NE,(,6,,X,)] =

n—00
{=max(R,Ln)+1
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with R selected according to (7.96) and e < 1/2.

The case where |50 -] +1 < ¢ < [vn]

e consider |+—|+1 < £ < |vn| for some v € (0, 5) to be specified later. Reca .39),
W ider | 0] +1</( f 0,3) tob ified 1 Recall (7.33

7.22), the first bound in (7.86), and the second bound in (7.87). Noting that " is monotone
(7.22), (7.56), (7.87). Noting tha ("

increasing in ¢ when 0 < ¢ < | %] and using (7.93) we get

Lvn]

S ()P N Eb. X,

(=] L2 |41

Ben logn

lvn| n

vn |
t= |— Bczq:g nJ+1

Lvn]
e

vn 7 prn plogn _
< ()" (1 e )

EZLBchZgnJJ’_l

<n (E) (1 — [y + pipe” o + e_“*Klv")E
v

2v . %
—n ((f) (1 — e e 4 e”Klv”>> (7.101)

14

|3

=

__ PHlr

We have 1 — p, + ppe” e» < 1 from pu,, p,c > 0 and e 7K1n = o(1) from (7.20). Also, it

holds that lim,_, (§)QV = 1. Thus, if we pick v small enough to ensure that

2v phr
(f) (1 — pty + pipe ) <1, (7.102)
1%

Kr

then for any 0 < e < 1 — (e/v)*” (1 — i+ fre > there exists a finite integer n*(e) such

that

e\ v _ ppr K «
(—) (1—/@—1—/@6 en e L")ﬁl—e, Vn > n*(e).
v

Reporting this into (7.101), we get

|vn]
i S0 ()P0 1 B0, X, =0

n—oo
= i ] 41
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since lim,, o n(1 — €)™/2? = 0.

The case where [vn| +1< /(< 3]

In this range, we use (7.23), the first bound in (7.86), the last bound in (7.87), and (7.93) to

get

5]
n c n —BLamin(n)p11(n) —K1in 3
> 1(K)P[Anyg(u,en)ﬂEn(u,Gn,Xn) < Y (ﬁ) (e i)y em k)

{=|vn]+1
5] .
E (Z) (efﬁlmamm(n)pu(n) + e*WKM) 2

{=|vn|+1

IN

n
2

< (46_5’/namin(n)1711(n) _’_4€_WK1,n)

With B,v,v > 0 have e~ #mamin(mpu(n) — 5(1) from (7.10) and e 7%1» = o(1) from (7.20).

The conclusion

nh—{{olo Z (Z) PlAne(,0,) N Ey (1,6, X,)] =0

immediately follows and the proof of one-law is completed. [

7.5.9 Establishing Lemma 7.5.6

The bounds given at Lemma 7.5.6 are valid irrespective of how the parameters involved scale
with n. Thus, we consider fixed © with constraints given in the statement of Lemma 7.5.6.
Recall that conditioned on ¥y, 3, ..., X, and tp41 = j, the rv |y 11 ()] is distributed as a

Poisson-Binomial rv with ¢ trials and success probability vector p = {a,j,...,,;}. With a
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slight abuse of notation, let Wy; =1 —p, . ,;. Using a crude bound and then (7.6) we get

E K

tos1 J
+1 =
Kj

P = max (Koo X, s e] 1) Ui (@)] > 0]
Ely ) 257

[ (P — Kt Ve g (@) > 0])
<E Kj 217"'7257
R
- K;
S B W;’yw’é+l(a)|>0] 217 ceey EZ7
loy1 =17
0 ¢
=T —aw) + <1 -] - atm)) Wi
k1 k1

|
EN

(1= ) (1= W) + Wy

i
I

S (1 - atmin,@j) (1 - Wf,j) + W&j

= 1 - Oétmin,[jptmin,fj' (7103)
upon noting that oy, ; <1 for k=1,...,fand j =1,...,r. It is now immediate that
Z Hj (1 - atmin,sztmin,ej) =1- Atmin,[ <1l- Am (7104)
j=1
Next, consider range ¢ = 1,..., L,, where we have

(X prnsie| 1) Ureasi(@)] > 0] > [Bveess(0) K1
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With a slight abuse of notation, let Z; = 1 — p;;. Recalling (7.6), we get

(P =8 (Kt o0 X oy i) 1) ()] > 01)
K] 217 ) 2Z7

P tov1 =7
K, "

. (P— W|Ve,e+1(a)|K11)

E

K.

J

- P tor1 =17
K, "

1% )Y ) 7257
< |7l ’ ' (7.105)
tey1 =17
Recall that
‘I/&g_,_l(a)‘ =1 [Ul ~aq Ug.H] + 1 [’UQ ~a Ug.H] 4+ ...+ 1 [Ug ~a Ug.,_l]
and note that conditioned on Xq,...,%, and that ¢,y = j, the indicator random variables

1 [v; ~¢ ve1] are each distributed as a Bernoulli random variable with parameter «y,; for
¢ = 1,...,7r, where t; denotes the class of node v;. Let Qmin; = Min {ovj, 005, ..., 05} Tt
follows that

Ve es1 (@) = Voo (Qmin, )|

where ‘l/&g_,_l(ammj)l denotes a binomial rv with parameters £ and iy, and the operator =
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denotes the usual stochastic ordering. It follows that

(P - maX(Ktmin,E’ Xn’|yé’e+1(a)| + ]-)]-“Vﬂe-}—l(a)l > 0])
E K] El? EIR) 237
P .
( > ley1 =
K;
<E Zf|”f’f+1<a>| ‘ e 2t :
tey1=1J

B|V€,Z+1(amin]-)| 217 s 7E£7

<E|Z,
tgr1 =]
e ¢
=2 (k) Onin, (1= Cmin, ) 275"
k=0

< (1 - O‘minjﬁ (1 - Zj))e

S e—aminj (1-Z;)pe

= ¢ Oming PP (7.106)

using the fact that 1 — Zf > (1 — Z;) with Z; < 1 and 0 < 8 < 1; a proof is available
at [156, Lemma 5.2]. On the range { = L, +1,..., | 2|, [vge41(a)| can be less than or equal to

L,, or greater than L,,. In the latter case, we have

max(K; @] T D1[|vee1(a)| > 0] > |yP] +1

min,£? Xn,|'/e,e+1

Using (7.105), (7.106), and the fact that (see [155, Lemma 5.4.1] for a proof)

P-K, P\ _
K, K,) =
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for K1 + Ky < P, we have

(P — max (Ktmin’z, X

E K

m,|veeq (e

1) Uweess@)] > 0]
217 7257

B|ve,e+1(ex)
<E 2" N < L)

~ Pl
+E e T N [y (@) > Ly

< o OmingP1iBL | e K0 > L]

by virtue of the fact that K; > K.

Finally, we note the bounds

r
,U ‘efaminjpljﬁe

2 : J

Jj=1

and that

-,
E ,uje—aminjpuﬁﬁ < e—aminpnﬁﬂ

J=1

loy1 =17

Z17 i) Ef)
bip1 =
1, B Z€7
ter =
(7.107)
S (1 — ;u“f’) _|_ /}[/Tefaminrplrﬁf
S (1 — MT‘) + MTe_arrlinplrﬁe
(7.108)

The last step used the fact that p;; is monotone increasing in both i and j and quin; > Qmin-

Next, we establish (7.86). Let KG, denote the subgraph of K(n;u, K, P) N G(n;p, )

induced on the vertices {vy, ..

tree; i.e., we have

CZ(”’? e)

Ut KGy is connected if and only if it contains a spanning

- UTE'TZ [T g KG@]
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where T, denotes the collection of all spanning trees on the vertices {vy,...,vs}. Thus,

P[Cy(n,0)] < Y P[T CKGy]. (7.109)
T€eT,

Observe that

P[T CKG]=E[E[1[T CKG/] |Z,...,5]]

=E[P[T CKG(|%,...,5]]

-1
< (max {Oéijpz‘j}> (7.110)
17]

where the last inequality follows from the facts that i) a tree on ¢ vertices contain ¢ — 1 edges,
and ii) conditioned on ¥i,...,Y,, edge assignments in KG, are independent and each edge
probability is upper bounded by (max; ; {a;;p;;}). Note that as we use this upper bound, the
randomness (stemming from the random variables 3, 3, etc.) disappears and (7.110) follows.
We obtain (7.86) upon using (7.110) in (7.109) and noting by Cayley’s formula [93] that there

are (“=2 trees on { vertices, i.e., | T;| = ¢/=2. |

7.6 Conclusion

In this chapter, we investigated the secure connectivity of wireless sensor networks utiliz-
ing the heterogeneous random key predistribution scheme under a heterogeneous on-off chan-
nel model, where the channel between a class-i node and a class-j node is on (respectively,
off) with probability «;; (respectively, 1 — a;;) for 4,5 = 1,...,r inducing a channel proba-
bility matrix @ = [a;;]. We modeled the overall network using a composite random graph
obtained by the intersection of inhomogeneous random key graphs K(n;u, K, P) with inho-
mogeneous Erdés-Rényi graphs G(n;p,a). The former graph is naturally induced by the

heterogeneous random key predistribution scheme, while the latter is induced by the heteroge-
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neous on-off channel model. We investigated the connectivity of the composite random graph
K(n;pu, K, P) N G(n; p,a) and presented conditions (in the form of zero-one laws) on how to
scale its parameters so that it i) has no secure node which is isolated and ii) is securely con-
nected, both with high probability when the number of nodes gets large. We also presented

numerical results to support these zero-one laws in the finite-node regime.
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Chapter 8

Results on inhomogeneous random K-out graphs

8.1 Motivation

The previous discussion in Chapters 6 and 7 focuses on the secure connectivity of wireless sensor
networks secured by the heterogeneous random key predistribution scheme under a channel
model. In this chapter, we focus instead on random pairwise scheme of Chan, Perrig and Song
[24] which was proposed as an alternative to Eschenauer-Gligor scheme. The random pairwise
predistribution scheme has a number of advantages over the original scheme of Eschenauer and
Gligor: (i) It is perfectly resilient against node capture attacks [24]; (ii) Unlike earlier schemes,
this pairwise scheme enables both distributed node-to-node authentication and quorum-based
node revocation.

The random pairwise scheme is described as follows: Before deployment, each of the n
sensor nodes is paired (offline) with K distinct nodes which are randomly selected from among
all other nodes. If nodes i and j were paired during the node-pairing stage (i.e., which happens
if either node i gets paired with node j, node j gets paired with node i, or both), a unique
(pairwise) key is generated and stored in the memory modules of each of the paired sensors
together with both their IDs. After deployment, a secure link can be established between two
communicating nodes if they have at least one pairwise key in common. The random pairwise
scheme gives rise to a class of random graphs denoted by random K-out graphs [18,55]. In
particular, Let H(n; K) denote the random graph on the vertex set {1,...,n} where each node

selects K other nodes uniformly at random (without replacement) to be paired to. Two distinct
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nodes i and j are adjacent if ¢ selects j, j selects i, or both. This random graph models the
random pairwise key predistribution scheme under full visibility (whereby all nodes are within
wireless communication range of each other).

Consider a wireless sensor network secured by the random pairwise scheme. A natural
question to ask is: How should the value of K be selected so that the resulting network is securely
connected?, i.e., there exists a secure communication path between every pair of nodes. After
all, the randomness involved in the node-pairing process could give rise to isolated components
of nodes that are paired with each others but not to other nodes, rendering the network
disconnected. The connectivity of wireless sensor networks secured by the random pairwise

scheme was investigated in [152], where it was shown that

0 if K=1
lim P[H(n; K) is connected] = (8.1)

n—o0
1 if K>2

In other words, it is sufficient to set K = 2 to obtain a network that is connected with
high probability as the network size tends to infinity. In fact, it was shown in [152] that the
probability of H(n;2) being connected exceeds 0.99 with as little as n = 50 nodes.

Random K-out graphs provide an accurate modeling framework for a class of wireless
sensor network utilizing random pairwise key predistribution scheme. An inherent assumption,
however, is that all nodes are treated uniformly in a sense that each node selects the same
number K of other nodes to be paired to. Indeed, the heterogeneity of emerging wireless sensor
networks gives rise to the cases where nodes have dissimilar roles, or dissimilar connectivity,
centrality, or security requirements, hence different nodes could be paired to a different number
of other nodes. This induces the need for a broader modeling framework that generalizes Chan
et al. scheme [24] to heterogeneous networks.

In this chapter, we propose inhomogeneous random K-out graphs H(n; u, K,,), where each
of the n nodes is assigned to one of r classes independently with a probability distribution

i = {p1,..., ). In particular, each node is classified as class-i with probability u; > 0,
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independently. Each class-¢ node selects K, distinct nodes uniformly at random from among
all other nodes. A pair of nodes are adjacent in H(n;u, K,) if at least one selects the other.
Without loss of generality, we assume that K7, < Ky, <... < K,,. Inhomogeneous random
K-out graphs generalize standard random K-out graphs to heterogeneous setting where different
nodes make different number of selections depending on their corresponding classes. As a result,
it might be expected that inhomogeneous K-out graphs would serve as a more natural model
in many of the envisioned applications of K-out graphs including pairwise key predistribution
in sensor networks and anonymous transactions in cryptocurrency networks [54].

Earlier results on homogeneous random K-out graphs H(n; K, ), where all nodes select the
same number K of other nodes, reveal that H(n; K,) is connected with high probability (whp)
if K, > 2 which implies that H(n;p, K,) is connected whp if K;, > 2. In this chapter,
we investigate the connectivity of inhomogeneous random K-out graphs H(n;u, K,,) for the
special case when K, =1, i.e., when each class-1 node selects only one other node. We show
that H (n;p, K,,) is connected whp if K, , is chosen such that lim,_,. K., = co. However,
any bounded choice of the sequence K., gives a positive probability of H (n; u, K,,) being not

connected. Simulation results are provided to validate our results in the finite node regime.

8.2 Model definitions

The inhomogeneous random K-out graph, denoted H (n; u, K,,), is constructed on the vertex
set V ={1,2,...,n} as follows. First, each node is assigned a class i € {1,...,r} independently
according to a probability distribution g = {1, ..., i, }; i.e., u; denotes the probability that a
node is class-i and we have Y/, u; = 1. We assume p; > 0 forall i = 1,2,...,7 and that r is a
fixed integer that does not scale with n. Each class-i node selects K; ,, distinct nodes uniformly
at random from V' \ {v} and an undirected edge is assigned between a pair of nodes if at least
one selects the other. Formally, each node v is associated (independently from others) with a

subset I', ,(p, K,,) (whose size depends on the class of node v) of nodes selected uniformly at
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random from V \ {v}. Specifically, for any A C V \ {v}, we have

() A= K,

0 otherwise

where t, denotes the class of node v. Then, vertices u and v are said to be adjacent in

H (n; p, K,,), written u ~ v, if at least one selects the other; i.e., if
u~v it wel,,(u,K,) Voel,.(uK,). (8.3)

When r = 1, all vertices belong to the same class and thus select the same number (say,
K) of other nodes, leading to the homogeneous random K-out graph H(n; K) [18,55,152].

Throughout, we set

Kavg,n = Z ,usz,n (84)
i=1

For any distinct nodes u,v € V, we have

Plu~v=1-PlugT,,(,K,)Nv &l (e, Ky)|=1— ( M(nLli) 1 (1  Kavgn

— Z(Ki n—1

8.3 Preliminaries

Throughout, we will make use of the following results.

Fact 8.3.1 ( [166, Fact 2]|). For0 <z <1, and y=0,1,2,..., we have

1
L—ay < (L—2)" < 1—ay+ g2y’

Fact 8.3.2 ( [166, Fact 4]). Let integers x and y be both positive functions of n, where y > 2x.
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For 2=0,1,...,x, we have

and

Fact 8.3.3. Forr=1,...,|5] andn =1,2,..., we have

Proof. The following bound, established in [127], is valid for all x = 1,2, ...

_1 _
V 27T$x+0'5e_xe 2241 < ] < A /27T$x+0'5e z,

Observe that

for all z > 2. and

Hence, (8.8) can be written as

(=0 Gs)

1
ezt > ]
/2ﬂ_l,z+0.5€—ac <zl < 6mx+0.5e—x
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12z

(8.5)

(8.8)

(8.9)



Using (8.9), we get

()=

enn+0.5€—n
<
\/ 27ryrr+0.50—T, /27T(n _ T)nfr+0.5ef(nfr)

1

e 1

RGOS
e 1

"S-

B () o

as we use the crude bounds r > 1 and r < n/2. ]

IA

For 0 < K <z <y, we have

B-T(G=)=0) 11

since py decreases as ¢ increases from ¢ =0 to ¢ = K — 1.

Moreover, we have

l+r<e™™ 0<z<1 (8.12)

and

1—e—wzg, 0<z<1 (8.13)

<§) =0, (8.14)

Throughout, we set

whenever x < y.
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8.4 Connectivity results

T

We refer to any mapping K : Ny — Nj as a scaling provided it satisfies the condition.
Kin<Kopn<. . <Kpon<n, n=23,... (8.15)

Our main technical results, given next, characterize the connectivity of inhomogeneous

random K-out graphs. Throughout, it will be convenient to use the notation
P(n;p,K,) =P [H(n;u, K,) is connected]

and
1

= —1 T %62Kavg,n
K1

Clp, K,) (8.16)

and

1
exp (— (1-f) g (1 el %)) } (8.17)

with 0 < g < 1, Kaygn as defined in (8.4), and i = Y21 .

(2

=

W(n 1, K,) = max { exp (-2 (1— i) <K’“’” -1 <0‘5)KT’"_1>) ,

The following result establishes an upper bound on the probability of connectivity of the

inhomogeneous random K-out graphs when the sequence K, ,, is bounded, i.e., K,.,, = O(1)

8.4.1 An upper bound on the probability of connectivity

Theorem 8.4.1. Consider a scaling K : Ny — N{ and a probability distribution p =
{1, pay - ooy} with p; > 0. If K., = O(1), then

limsup P(n; pu, K,,) < 1 (8.18)

n—o0
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More precisely, we have

P(n;p,K,) <1—-C(u,K,)+o(1) (8.19)

The following result establishes a one-law for connectivity for the inhomogeneous random

K-out graph.

8.4.2 A one-law for connectivity

Theorem 8.4.2. Consider a scaling K : Ny — N[ and a probability distribution p =

{p, pay - ooy} with p; > 0. If K,.,, = w(1), then

lim P(n;pu,K,) =1

n—0o0

More precisely, we have
~2

P(nipK,) > 1- -

U(n,pu, K,) (8.20)

for all K, ,, sufficiently large such that K, , > {4 <w> + 1—‘ .

8.4.3 Discussion

Theorems 8.4.1 and 8.4.2 state that H (n; u, K,,) is connected with high probability if K, is
chosen such that K,, = w(1). On the other hand, if K,, = O(1), then the probability of
connectivity of H (n; u, K,,) is strictly less than one in the limit of large network size. In other
words, any bounded choice for K, gives rise to a positive probability of H (n; p, K,,) being not
connected. Observe that (8.18) follows from (8.19) by virtue of the fact that K, , = O(1)
when K, , = O(1).

Connectivity results in the literature of random graphs are usually presented in the form
of zero-one laws, where the probability of connectivity (in the limit as n — o0) exhibits

a sharp transition between two different regimes. In the first (respectively, second) regime,
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the probability tends to zero (respectively, one) as n tends to infinity. One example of such
results is given by (8.1) where the probability that H(n; K) is connected tends to zero when
K = 1 and tends to one when K > 2. Other examples include the connectivity results on
random key graphs [159], Erd6s-Rényi graphs [52], and our results appearing in Chapters 6
and 7. Indeed, Theorem 8.4.1 states that the probability of connectivity is strictly less than
one whenever K, ,, = O(1) but it does not specify whether or not a zero-law exists in this case.
In other words, Theorem 8.4.1 does not reveal whether or not lim,,_,., P(n; g, K,) = 0 when
K, = O(1). Such a zero-law, if exists, would complement the one-law given by Theorem 8.4.2.

A careful look at (8.20) reveals that P(n;u, K,) exhibits a lower bound that could either
be trivial (negative) or non-trivial (positive). As a result, under the conditions that force the
bound to be non-trivial, the probability of connectivity is strictly larger than zero, hence a
zero-law does not exist in this case. In what follows, we let K*(ji) denote the smallest value of

K, ,, for which

~2

L—f

U(n,pu K,) <1

We present a result that utilizes (8.20) to show that under some conditions on i and K, the
probability of connectivity of H (n;u, K,,) is strictly larger than zero, hence, a zero-law does

not hold.
Corollary 8.4.3. Consider a scaling K : Ng — N{, and a probability distribution p = {1, iz, . . .
with p; > 0. For any fi, there exists K*(f1) such that

P(n;p,K,) >0

whenever K., > K*(fi).
In Table 8.1, we provide the values of K*(ji) corresponding to some values of fi. Note that
whether or not a zero-law holds for the case when 2 < K, ,, < K*(fi) cannot by established

through (8.20) and is beyond the scope of this chapter.
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| &l K@ || & | E@ ]
01] 5 0.6 | 3
02| 4 0.7 | 5
03] 4 08 | 13
04| 4 0.9 | 43
05| 3 [[095] 117

Table 8.1: The values of K*(fi) corresponding to different values for . When K, , > K*(ji),
the probability of connectivity of H (n;u, K,,) is strictly larger than zero by virtue of (8.20),
hence a zero-law does not hold in this case.

8.4.4 The effect of heterogeneity

Theorems 8.4.1 and 8.4.2 reveal a striking difference between inhomogeneous random K-out
graphs and their homogeneous counterpart. In the context of H(n; K), we see from (8.1) that
it is sufficient to set K = 2 to have a connected network with high probability in the limit of

large network size. When the network size n is fixed, Yagan and Makowski [152] showed that

155
P[H(n;2) is connected] > 1 — —, n > 16
n

indicating that the probability of connectivity exceeds 0.99 for as little as n = 50 nodes (with
K =2). As aresult, random K-out graphs H(n; K') can be connected with orders of magnitude
fewer links, in total, as compared to most other random graph models such as Erdos-Rényi
graphs [52], random key graphs [159], and inhomogeneous random key graphs [157], where the
mean degree (respectively, the minimum mean degree in inhomogeneous random key graphs)
has to be on the order of logn to ensure connectivity. In contrast, the mean degree of H (n; K)
is of order 2K, i.e., a mean degree of 4 is sufficient to ensure connectivity of H(n; K).
Observe that inhomogeneous random K-out graphs (with K5, = 1) require K, to grow
unboundedly large as n — oo so that the probability of connectivity approaches one in the
same limit. In other words, the flexibility of arranging nodes into classes comes at the expense

of sparsity. In particular, the mean degree of H (n;u, K) has to grow unboundedly large as
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n — oo to ensure the connectivity of the graph. Fortunately, Theorem 8.4.2 does not specify
a particular growth rate function for the sequence K, ,, other than K,, = w(l). Hence,
one can set K,, = loglog...logn to meet the requirements of Theorem 8.4.2. As a result,
inhomogeneous random K-out graphs H(n;u, K) can be connected with orders of magnitude

fewer links, in total, as compared to most other random graph models as mentioned above.

8.4.5 Numerical results

The objective of this subsection is to validate the upper bound given by Theorem 8.4.1 in
the finite-node regime using computer simulations. In Figure 8.1, we consider an inhomo-
geneous random K-out graph with three classes. Namely, we set p = {0.9,0.06,0.04} and
K = (1,2, K3), i.e., each node is classified as class-1 with probability 0.9, class-2 with proba-
bility 0.06, and class-3 with probability 0.04. Nodes belonging to class-1 (respectively, class-2)
select only one (respectively, two) other node(s) to be paired to. We vary K3 from 3 to 20
and observe how the empirical probability of connectivity varies in accordance. In particular,
for each value of K3, we run 10° independent experiments for each data point and count the
number of times (out of 10°) when the resulting graph is connected. Dividing this number by
10° gives the empirical probability of connectivity.

Note that as Kj varies, K,y varies as well according to (8.4). We can then use (8.16)
to plot the theoretical upper bound given by 1 — C'(u, K). The results given in Figure 8.1
confirm the validity of Theorem 8.4.1 but also reveals its shortcomings. Observe that the
bound appears to be loose for small values of K3, yet it becomes tighter as K3 increases. The
reasoning behind this phenomenon would become apparent in Section 8.5 as we outline our
approach in establishing Theorem 8.4.1. At a high level, our approach is based on bounding
the probability of connectivity by the probability of not observing isolated components of size
two, i.e., components formed by two class-1 nodes u and v such that u has selected v, v has
selected u, and none of the other n — 2 nodes has either selected u or v. When K3 is large,

the probability of observing isolated components of sizes larger than two (i.e., three, four, etc.)
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Figure 8.1: The empirical probability P(n;u, K,) with up = {0.9,0.06,0.04} and K = (1,2, K3)
as a function of K3 for n = 1000 along with the theoretical upper bound given by Theorem 8.4.1.
Empirical probabilities approach the upper bound as K3 increases. Empirical probabilities were
obtained by averaging over 10° independent experiments for each data point.

will be small. Hence, the probability of connectivity in this regime would be tightly bounded
by the probability of not observing isolated components of size two. However, in the regime
where K3 is small, isolated components of sizes other than two are more likely to be formed, as
compared to the case when K3 is large (see Figure 8.2). Since our approach does not consider

such components, our bound becomes slightly loose in this regime.

8.5 A proof of Theorem 8.4.1

In what follows, we establish (8.19) whenever K, , = O(1). In particular, with each class-1
node selecting only one other node, we will show that whenever each class-r node gets paired to
a bounded number of nodes, there will be a positive probability that the graph is not connected.

Note that if the sequence K, , is bounded, then so are the sequences K, for i =2,...,r — 1
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Figure 8.2: A realization of the inhomogeneous random K-out graph H(n;u, K,) with r = 3,
K = (1,2,3). The graph is not connected as it contains two isolated components, highlighted
in red and green, respectively. The first isolated component consists of two nodes, while the
second isolated component consists of three nodes. We set n = 100 and p = {0.9,0.05,0.05}.
The size of each node corresponds to its degree.

by virtue of (8.15). Put differently

Kr,n:O(1)$K17n:O(1), 7::2,...,’/"—1

Observe that when a positive fraction of the nodes, each, gets paired with only one node, the
graph may contain isolated components consisting of two class-1 nodes, say ¢ and j, that were
paired with each other, i.e., T, ;(p, K,,) = {5}, T j(p, K,) = {i}, and T, o (e, K,,) € N\{4, j, £}
for all £ € N\ {4,5}. Indeed, these isolated components render the graph disconnected. A
graphical illustration is given in Figure 8.2. Our approach in establishing Theorem 8.4.1 relies
on the method of second moment applied to a variable that counts the number of isolated
components that contain two vertices of class-1.

Recall that t; denotes the class of node i. Let U;j(n;u, K,) denote the event that nodes ¢
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and j are both class-1 and are forming an isolated component, i.e.,

Usj(n; p, K 1) (8.21)
= m [Fn,f(ll'vKn> - N\ {i7j7 E}] N [Fn,z(ll’aKn) = {j}]
LeN\{i,j}

N [Tny(p, Kn) ={i}] N[t =1]N[t2 = 1]
Next, let
Xij (s p, K) = 1{Usj(ns p, K )]
and

Y, Ko) = > xij(mip Ky)

1<i<j<n
Clearly, Y(n;pu, K,) gives the number of isolated components in H(n;u, K,,) that contain

two vertices of class-1. We will show that when K, , = O(1), we have
PIY (n;p, Kn) =01 <1 = Clp, Kyy) + 0(1)

Recall that if H(n;u, K,,) is connected, then it does not contain any isolated component. In
particular, H(n; p, K,) would consist of a single component of size n. However, the absence of
isolated components of size two does not necessarily mean that H(n; u, K,,) is connected, as it

may contain isolated components of other sizes (see Figure 8.2). It follows that,
P(n;p, K,) <P[Y(n;p, K,) = 0]
Hence, establishing (8.19) is equivalent to establishing
PlY(n;p,K,) =0 <1—-C(p,K,)+o(1) (8.22)

193



where C(u, K,,) is given by (8.16).

By applying the method of second moments [73, Remark 3.1, p. 55] on Y (n; u, K,,), we get

(E[Y (n; 1, K)))*
E[Y2(n; u, K]

PY(nu, K,) =0 <1-— (8.23)

where

B (i Kl = 3 Bl ko) = (5 )Bhatin Kl (82

1<i<j<n

and

E[Y?(n:p, K,)] = E

S i K xm(nsp, Kn)]

1<i<j<n 1<b<m<n

= <;L)]E [X12(n; p, K )] + 2 <Z> (n I 2)E [X12(n; o, K ) x13(ns g, K )]

+ (Z) (n ; 2)E xaz(ns p, Ko) xsa(ns p, Ky

by exchangeability and the binary nature of the random variables {x;;(n; , K,) b1<i<j<n. Ob-

serve that

E [XlQ(n;uaKn)XB(n;llHKn)] = 07

since [Uia(n; p, K,,) N Usz(n; u, K,,)] = 0 by definition. Hence,

12 K] = ( JE Nt Ko+ (5) ("5 %) B sl Kot K] (829

2 2 2
Using (8.24) and (8.25), we get

E[Y?(nip, K,)] 1 i (5) ("5 ") Elviz(ns g Kn)xs.a(ns p, K )] (8.26)

(I['I‘,[Y(n;p,,Kn)])2 (Z)E[XLz(n;#’Kn)] ((S)E[Xlg(n;llaKn)DQ

The next two results will help establish (8.22).
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Proposition 8.5.1. Consider a scaling K : Ny — N{ and a probability distribution p =

{1, pay - oy g} with p; > 0. If K,.,, = O(1), then

2

(5 )8 st s K] = (14 1) Blexp (26

Proof. Note that under Uo(n; u, K,,), we have

Fn,l(ﬂHKn) = {2} and Fn,Q(ﬂHKn) = {1}

Moreover, we have

Coi(w, K,) CNN\{1,2,i}, i=34,....n

(8.27)

Recall that each of the other n — 2 nodes is class-¢ with probability u; and that the random

variables 'y, 1 (1, K,), T2 (8, K, ..., Tn (i, Ky) are mutually independent. Hence, we have

E [x12(n; p, Kn)] = P[Usa(n p, Ko)] = 1 (L) <Z ME—

n—1 :
=1
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Then, we have

Ki,n

'<§)”(m(;£%ﬁm(fgmn)”2

(Z) E [xi2(n; p, K)] = %%

NS

I
|5,
+/\/\g—\/—\/—\
RS
—_
~

=N

where the last equality follows since K,.,, = O(1). [

Proposition 8.5.2. Consider a scaling K : Ny — Nj and a probability distribution p =
{p, pay - ooy pp } with p; > 0. If K,.,, = O(1), then

E [X12(n; , K ) X34(0; 1, K )]
(E [Xlz(n;MKn)])Q

—1+0(1). (8.28)

Proof. Note that an immediate consequence of Fact 8.3.2 is that

5 (",
()’

=14o(1)
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Observe that under [Uya(n; p, K,,) N Usy(n; p, K,)], we have

Fnl(ﬂ'? ) {2} and Fn?(ﬂ'v )_{1}

Pralp, Kn) = {4} and Tpa(p, K,) = {3}

Moreover, we have

Fnﬂ(l"‘?‘Kn)gN\{17273a47Z}7 i:5a67-'-7n

Recall that each of the other n — 4 nodes is class-¢ with probability u; and that the random

variables I'y, 1 (1, K,), Tno(, Ky), - .., (i, Ky) are mutually independent. Hence, we have

n—4
1V (- (D)
E [x12(n; g, K ) xza(n; p, K)| = P[Ura(n; p, K ) N Usa(n; p, K| = Nil (n — 1) (Z /ﬁi%
i=1 Kin

Invoking Fact 8.3.2, we get

(Z:—l Mz%) n—4
(2;1 M%) 2n—14

(2) ("32)E [xaz(n: g, K ) xaa(ns p, K )]
((E [viz(ns ., K)))*

= (1+0(1)

o
i
N

3

n

>n
1 — 4Kavgn :EO(% )
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The main result (8.19) now follows by virtue of (8.22) and (8.23) as we combine (8.26),
(8.27), and (8.28). Observe that (8.18) follows from (8.19) by virtue of the fact that Koy, =
O(1) when K., = O(1).

8.6 A proof of Theorem 8.4.2

In what follows, we establish that

lim P(n;pu,K,)=1 (8.29)

n—oo

whenever K., = w(1).
Observe that for any non-empty subset S of nodes, i.e., S C N, we say that S is isolated
in H(n;pu, K,) if there are no edges in H(n;p, K,) between the nodes in S and the nodes in

the complement S¢ = A — S. This is characterized by the event B, (u, K,;S) given by

By (g, K ) = () [) ([ & Do, KD N € T2, K)))

€S jESC

Note that if H(n;u, K,) is not connected, then there must exist a non-empty subset S
of nodes which is isolated. Recall that each node in H(n;u, K, ) is class-i with probability
pi and that K;, = 1. Thus, we may observe isolated sets in H(n;p, K,) of cardinality!
¢=2,3,...,5]. Thus, with D, (u,K,) denoting the event that H(n;pu, K,) is connected, we
have the inclusion

Dy (p, K3)° € Usep,: 2<isi<(2) Bt K3 S) (8.30)

where P, stands for the collection of all non-empty subsets of /. A standard union bound

'Note that if vertices S form an isolated set then so do vertices N'— S, hence the sum need to be taken only
until |5 ].
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argument immediately gives

,i
w3
[,

PO K,)T< Y P[Bu(p. K. 8) = > P[Buw.KyS)| (831

SEPnQS\S\SL%J £=2 Sep’n,é

where P, , denotes the collection of all subsets of N with exactly ¢ elements.
Foreach ¢ =1, ..., n, we simplify the notation by writing B,, ;(p, K,,) = By (p, K3 {1, ..., (}).

Under the enforced assumptions, exchangeability implies
P[B,(t, K,; ) =P [Bhip, K], S€Pus

and the expression

5 Pl Ko S)] = () Pl K, (332)

SEPy ¢

follows since |P,¢| = (). Substituting into (8.31) we obtain the bounds

P0G KT <3 () P Ko (5.3

For each £ = 2,...,[%], it is easy to check that
r (571) ¢ r (n,g,1> n—~_
i=1 (K,) i=1 (Kn)

To see why this last relation holds, recall that for nodes {1,...,¢} to be isolated in
H(n; p, K,,), we need that (i) none of the sets I';, 1 (i, K,), - .., I o(12, K,) contains an element
from the set {¢+1,...,n}; and (ii) none of the sets 'y, o41 (1, K1), ..., T'nn(p, K,,) contains an

element from {1,...,¢}. More precisely, we must have

Toi( Ko) C{1,..., 00\ {i}, i=1,... ¢
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and

Lol K,) C{0+1,...,n3\{j}, i=¢+1,...,n

Hence, the validity of (8.34) is now immediate from (8.2) and the mutual independence of the
rvs Fn,l(p’aKn)u s 7Fn,n(ll'7 Kn)

We now establish that under the enforced assumptions of Theorem 8.4.2, we have

3]
n

lim > () P[B W) =

2 (£> [Bn.e(n, Kn)] =0

which in turn establishes Theorem 8.4.2 by virtue of (8.33).

Note that the quantities
(K—l ) (n—ﬁ—l)
Ki,n and Ki,n

(n—l) (n—l)
Ki,n Ki,n

are monotonically decreasing in K;,,. We use (8.11) and (8.34) to get

P [Bn,é(ﬂaKn)]

r—1 (671) (@—1 ) > ¢ (,,_1 (n—e—l) (nféfl) )”f

Kz' n Krn Ki n Krn

= Wiy T e s : i T e

2ty ey )\ Sy

—1 r—1 e—1\\ ¢ n—f—1 r—1 n—f—1\\ "¢

< (fi:) ( m) +uT—(f§:’;)> - <( fi;) ( m) b i ))

(k) \S (i) (k) \S (k)

¢ n—~¢

(=1 =1\ I n—l—1 =l =1\

< u(n_1)+(1—u)<n_1> ) '<“<—n—1 )+(1—u)<—n_1 ) )

(8.35)
where ji = 3" i and 1 — ji = p,.

Observe that the bound appearing in (8.35) resembles the case where each node belongs to

one of two classes. Namely, a node could either be class-1 (with probability fi) or class r (with
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probability 1 — ). We further use (8.12) to get

P [Bn,f(ll'v Kn)]

¢ n—~{ ~ Kr,nfl Kprn—1
S[LZ<£ 1—g exp(l;f(é) —(1—=pa)(n—120) <1—ee< " >)>
n n n
(8.36)
Combining (8.7) with (8.36), we conclude that
15] n L5]
P0G KT <3 () )P B Kl < 3 i (337)

where we define

Ay = exp (“T“e (f) o (1 _ _1)) ) (8.38)

with 2 </ < n/2.

Next, our goal is to derive an upper bound on A, , that is valid for all n sufficiently large
and £ = 2,...,[%], and show that this bound tends to zero as n gets large. Fix n = 2,3,
sufficiently large. For each £ =2,...,|%], either one of the following should hold

W =1) o UK =)

n n

> 1.

Krn—1

If it holds that K(Krn—"_l) < 1, then we use (8.13) to get 1 — eié( ) > % Using this
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in (8.38) yields

PR (g)K — (- ) (- e>w>
<o (L (%)K (- ) (8.39)
- _(1_W(<KT,Z— 1) (05) 1))
< exp (—2 (1-7) (<K’""4_ ) _ 08 )) (8.40)

where (8.39) follows from the facts that n — ¢ > n/2 and ¢/n < 0.5 on the specified range for
¢, and (8.40) follows for all K, sufficiently large such that K,, > [4 ((OE’)K#) + 1-‘ upon
noting that ¢ > 2.

Kron—1

If, on the other hand, it holds that K’"—”l) > 1, we see that 1 — e Z( " ) >1—e!

Reporting this into (8.38) and using ¢ < n/2, we get

Ane < exp (ﬂe (QK — (=@ —0)(1- ))

i \n
< exp (1;“ (5) 0% — (=) 5 (1 - ))
= exp (— (1- ﬁ)g (1 el %)) . (8.41)

Combining (8.40) and (8.41) we see that A, , < U(n,u, K,) for all n sufficiently large and
all £ =2,...,[%], where ¥(n,pu, K,,) is given by (8.17).
Observing that the bound derived on A, , is independent on ¢, we get from (8.17) and

(8.37)
L

[SIE]

]

(Z)P[Bn,e(u,l(n)] n,p, K g it = (n, 1, K,)

Letting n go to infinity, it is now easy to see that

(=2

lim V(n,pu,K,)=0, 2<{<n/2

n—0o0
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under the enforced assumption that lim,_,., K, , = oo. Hence, the conclusion

13
n
li P[Bp, K,)| =
i 3 ()5 K =0

immediately follows since 0 < ji < 1. This establishes Theorem 8.4.2.

8.7 Conclusion

In this chapter, we have proposed inhomogeneous random K-out graphs H (n;u, K,) where
nodes are arranged into r disjoint classes and the number of selections made by a node is
dependent on its class. In particular, we consider the case where each node is classified as class-
v with probability p; > 0 for « = 1,...,r. A class-i node selects K;, other nodes uniformly
at random to be paired to. Two nodes are deemed adjacent if at least one selects the other.
Without loss of generality, we assumed that K, < K, < ... < K, ,.

Earlier results on homogeneous random K-out graphs (where all nodes select K other nodes)
suggest that the graph is connected whp if K > 2. Hence, H (n; u, K,,) is trivially connected
whenever K, > 2. We investigated the connectivity of H (n;u, K,) in the particular case
when K, = 1. Our results revealed that when K, = 1, H (n;p, K,) is connected with high
probability if and only if K, , = w(1). Any bounded choice of K, , is shown to yield a positive
probability of H (n; u, K,,) being not connected, and an explicit lower bound on this probability

is provided.
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Part 111

Application Area 1I: Modeling

real-world social networks
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Chapter 9

The multiple-strain model on random graphs

with arbitrary degree distribution

9.1 Motivation

What causes an outbreak of a disease? How can we predict its emergence and control its
progression? Over the past several decades, multidisciplinary research efforts were converging
to tackle the above questions, aiming for providing a better understanding of the intricate
dynamics of disease propagation and accurate predictions on its course [6, 12,28, 56, 65, 89,
103,104, 111,120, 120, 145, 146]. At the heart of these research efforts is the development of
mathematical models that provide insights on predicting, assessing, and controlling potential
outbreaks [20,34,77,135]. The early mathematical models relied on the homogeneous mixing
assumption, meaning that an infected individual is equally likely to infect any other individual
in the population, without regard to her location, age, or the people with whom she interacts.
Homogeneity allowed writing a set of differential equations that characterize the speed and scale
of propagation (in the limit of large population size), providing insights on how the parameters
of a disease, e.g., its basic reproductive number, indicate whether a disease will die out, or an
epidemic will emerge [6,77].

In real-life, however, the spread of a disease is highly dependent on the contact patterns
between individuals. In particular, a person may only infect those with whom she interacts,

and the number of contacts people have, varies dramatically between individuals. These basic
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observations render the homogeneous mixing models inaccurate, as they tend to underestimate
the epidemic size in the initial stages of the outbreak and overestimate it towards the end [11].
As a result of the these shortcomings, network epidemics has emerged as a mathematical
modeling approach that takes the underlying contact network into consideration [12,76, 98,
111,119]. Since then, a large body of research has looked into the delicate interplay between
the structural properties of the contact network and the dynamics of propagation, leading to
accurate predictions of the spatio-temporal progression of disease outbreaks. In addition to
diseases, opinions and information also propagate through networks in patterns similar to those
of epidemics [39]. Hence, research efforts on information propagation draw on the theory of
infectious diseases to model the dynamics of propagation [65,71,102,160, 168]. Throughout,
we use the term spreading processes to denote a general class of processes that propagate in
contact networks, such as infectious diseases and information.

A common theme among the proposed models for network epidemics is the assumption
that the propagating object, i.e., a virus or a piece of information, is transferred across the
nodes without going through any modification or evolution [6,10,35,114,124,130,158,160,168].
However, in real-life spreading processes, pathogens often ewvolve in response to changing en-
vironments and medical interventions [3,7,86,104, 123], and information is often modified by
individuals before being forwarded [1,163]. In fact, 60% of the (approximately) 400 emerging
infectious diseases that have been identified since 1940 are zoonotic ! [75,105]. A zoonotic dis-
ease is initially poorly adapted, poorly replicated, and inefficiently transmitted [118], hence its
ability to go from animal-to-human transmissions to human-to-human transmissions depends
on the pathogen evolving to a strain that is well-adapted to the human host.

Similar patterns of evolution are observed in the way information propagates among individ-
uals. Needless to say, one observes, on a daily basis, how information mutates unintentionally,
or perhaps intentionally by an adversary, on social media platforms [1]. At a high-level, an

individual may mutate the information by exaggeration, hoping for her variant to go viral.

LA zoonosis is any disease or infection that is naturally transmissible from vertebrate animals to humans

[117).
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Mutations may also occur unintentionally. In particular, Dawkins [29] argued that ideas and
information spread and evolve between individuals with patterns similar to genes, in a sense
that they self-replicate, mutate, and respond to selective pressure as they interact with their
host. Concluding, if we are to ignore evolution, we underestimate the severity of the epi-
demic and fail to understand the intricate interplay between the dynamics of propagation and
evolution.

In this chapter, we aim to bridge the disconnect between how spreading processes propagate
and evolve in real-life, and the current mathematical and simulation models that do not capture
evolution. In particular, we investigate the evolution of spreading processes with the aim of i)
revealing the role of evolutionary adaptations on the threshold, probability, and final size of
epidemics; and ii) understanding the interplay between the structural properties of the network
and the evolutionary adaptations of the process. Throughout, we use the term epidemics to
denote disease/information outbreaks that result in a positive fraction of infected individuals
in the limit of large network size and self-limited outbreaks to denote small disease/information
outbreaks for which the fraction of infected individuals tends to zero in the limit of large
network size. We also use the term strain to denote a pathogen strain in the context of infectious
disease propagation, or a particular variation of the information in the context of information
propagation. At a high level, strains represent homogeneous groups within species [9] and they
generally possess unique features such as virulence, infectivity, growth rate, etc.

In modeling the underlying contact network, we utilize random graphs with arbitrary degree
distribution generated by the configuration model [100,115]. The configuration model generates
random graphs with specified degree sequence (sampled from an arbitrary degree distribution),
but are otherwise random, by taking a uniformly random matching on the half-edges of the
specified degree sequence. The model provides a tractable mathematical framework that al-
lows the investigation of several key properties related to the spreading process and how it
interacts with the structure of the underlying graph, as specified by its degree distribution.

In addition, since the model could match the degree sequence of real-world social networks, it
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would essentially generate graphs that resemble such real-world networks to a great extent.

In modeling the evolutionary adaptations of spreading processes, we adopt the (inhomoge-
neous) multiple-strain model that was introduced by Alexander and Day in [3]. Their model
can be briefly outlined as follows (more details are given in Section 9.4). Consider a multiple-
strain spreading process that starts with an individual, i.e., the seed, receiving infection (from
an external reservoir) with strain-1 of a particular pathogen (respectively, information). The
seed infects each of her contacts independently with probability T}, called the transmissibility
of strain-1. Once a susceptible individual receives the infection from the seed, the pathogen
may evolve within that new host prior to any subsequent infections. In particular, the pathogen
may remain as strain-1 with probability 17 or mutate to strain-2 (that has transmissibility T5)
with probability p12 = 1 — 7. If the pathogen remains as strain-1 (respectively, mutates to
strain-2) within a newly infected host, then that host infects each of her susceptible neighbors
in the subsequent stages independently with probability T3 (respectively, T3). As the process
continues to grow, if any susceptible individual receives strain-1, the pathogen may remain
as strain-1 with probability p;; or mutate to strain-2 with probability g2 = 1 — w1 prior to
subsequent infections. Similarly, if any susceptible individual receives strain-2, the pathogen
may remain as strain-2 with probability oo or mutate to strain-1 with probability po; = 1— oo
prior to subsequent infections. The process continues to grow until no additional infections
are possible. We remark that it is straightforward to extend the model to the general case,
where there are m possible strains for some finite integer m > 2. More details are given in
Section 9.5.

Note that as multiple strains propagate throughout the population, a susceptible individual
may simultaneously get into infectious contact with neighbors infected with strain-1 as well as
neighbors infected with strain-2. This gives rise to the possibility of a susceptible individual be-
coming co-infected with multiple pathogen strains. Indeed, co-infection with multiple pathogen
strains is prevalent in disease-causing protozoa, helminths, bacteria, fungi, and viruses and is

known to cause significant implications [4,9,25,126,139]. However, from a mathematical stand-

208



point, the possibility of co-infections creates phase discontinuities (see Section 9.8) that render
the process mathematically intractable.

We start by considering the case when co-infection is ignored, meaning that a susceptible
individual may only be infected with a single strain. In particular, a susceptible individual who
simultaneously receives x infections of strain-1 and y infections of strain-2 becomes infected
by strain-1 (respectively, strain-2) with probability x/(z + y) (respectively, y/(z + y)). In
this case, we develop a mathematical theory that draws on the tools developed for analyzing
the zero-temperature random-field Ising model on Bethe lattices [133] as well as on random
graphs [60,61]. Our theory fully characterizes the process and accurately predicts the epidemic
threshold, expected epidemic size and the expected fraction of individuals infected by each
strain (all at steady state). These metrics are computed as functions of the characteristics of
the spreading process (i.e., 17 and T5), evolutionary adaptations (i.e., u1; and pso), and the
structure of the underlying contact network (e.g., its degree distribution).

In addition to the mathematical theory, we perform extensive simulations on random graphs
with arbitrary degree distributions (generated by the configuration model [18,100,115]) as well
as with real-world networks (obtained from SNAP dataset [83] as well as [131] and [141])
to verify our theory and reveal the significant shortcomings of the classical mathematical
models that do not capture evolution. In particular, we show that the classical, single-type
bond-percolation models [5,96,101,111] may accurately predict the threshold and final size of
epidemics, but their predictions on the probability of emergence are significantly inaccurate
on both random and real-world networks. This inaccuracy sheds the light on a fundamental
disconnect between the classical single-type, bond-percolation models and real-life spreading
processes that entail evolution.

We then focus on the case where co-infection is possible. Although recent studies have
shown that co-infection with multiple pathogen strains is prevalent in nature [4,9, 25, 126,
139], there has been a lack of models that explain its occurrence, reveal its implications, and

investigate its delicate interplay with the underlying contact network. Note that a considerable
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amount of literature has examined the case where co-infection with multiple diseases is possible
[8,21,27,66], yet multiple-disease co-infection is fundamentally different from multiple-strain
co-infection (see Section 9.3). In this chapter, we use computer simulations to explore the case
where multiple-strain co-infection is possible. In particular, a susceptible individual who gets
infected with strain-1 and strain-2 simultaneously becomes co-infected, and starts to transmit
the co-infection, i.e., the mixture of the two strains, with a transmissibility T,.

The transmissibility 7T, could be larger than the maximum of 7} and 7T, (e.g., modeling
a synergistic cooperation between the two resident strains) or smaller than their minimum
(e.g., modeling a negative competition among the two resident strains), and it may also fall
anywhere in between. We show that co-infection gives rise to a rich set of dynamics: it can
amplify or inhibit the spreading dynamics, and more remarkably lead the order of phase tran-
sition to change from second-order to first-order. We investigate the interplay between the
characteristics of co-infection, the structure of the underlying contact network, and evolution-
ary adaptations and reveal the cases where such interplay induces a first-order phase transition

for the expected epidemic size.

9.2 A roadmap

We consider the evolution of spreading processes in complex networks. We start with the case
where co-infection is ignored. In this case, we develop a mathematical theory that unravels the
relationship between the characteristics of the spreading process, the structure of the underlying
contact network, and the process of evolution, thereby, providing accurate predictions on the
epidemic threshold, expected epidemic size, and the expected fraction of individuals infected
by each strain at steady state. In addition to the mathematical theory, we perform extensive
simulations on random and real-world networks to verify our theory and reveal the significant
shortcomings of the classical mathematical models that do not capture evolution. Then, we
use computer simulations to explore the case where co-infection is possible and show that co-

infection could lead the order of phase transition to change from second-order to first-order.
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We investigate the interplay between the characteristics of co-infection, the structure of the
underlying contact network, and evolutionary adaptations and explain how such interplay

controls the order of phase transition for the expected epidemic size.

9.3 Related work

9.3.1 Evolution of infectious diseases

A large body of research has investigated the role of evolutionary adaptations in enabling
pathogen establishment in human populations [75,104, 106, 123,147]. A pronounced example
of such evolutionary adaptations is the emergence of zoonoses. In particular, zoonotic diseases
are poorly adapted and inefficiently transmitted at first [118], yet they may eventually (through
evolutionary adaptations) cross the species barrier and start to spread from human to human.
In fact, a key event that is thought to have caused the emergence of the 1918 HIN1 pandemic
is a recombination in the hemagglutinin gene that resulted in a novel virus with increased viru-
lence [79]. Other evolutionary adaptations include genetic changes (e.g., Salmonella enterica),
recombination or reassortment (e.g., HoN1 influenza), and hybridization (e.g., Phytophthora
alni) [147].

To date, most of the research studies on the evolution of infectious diseases either assume
a homogeneous-mixing host population, or focus entirely on the ecological or environmental
factors of pathogen evolution. Indeed, the recent advances in network epidemics pave the way
for exploring new depths and revealing new insights on the delicate interplay between the
structural properties of the host contact network and the process of evolution. In what follows,
we review the recent progress in creating a modeling framework that captures the spread and
evolution of infectious diseases on realistic host contact networks.

In [3], Alexander and Day proposed a network-based framework that characterizes the
spread and evolution of an introduced pathogen on a contact network. Their main objective

was to investigate the probability of emergence, and its relation to mutation probabilities,
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pathogens’ transmissibilities, and the structure of the underlying contact network. Using a
multi-type branching process [69,99], they derived recursive relations governing the probability
of emergence for a given initial strain of the pathogen. The initial strain was assumed to
have a poor transmissibility, hence, evolution to a strain with sufficient transmissibility was
necessary for emergence. Alexander and Day explored the potential risk factors that could
lead to such evolutionary emergence of the pathogen. In particular, they showed that for a
given transmissibility, heterogeneity in network structure can significantly increase the risk
of emergence. Moreover, certain mutational schemes (e.g., reverse mutation) have limited
impact on the probability of emergence, while others (e.g., simultaneous point mutations or
recombination) have a dramatic effect on the probability of emergence.

The framework proposed by Alexander and Day in [3] represents a crucial first step towards
understanding the role of evolutionary adaptations in driving the emergence of infectious dis-
eases, but it lacks any insights on the expected epidemic size (denoted by S) or, more precisely,
the expected fraction of individuals infected by each strain (denoted by S; and Sy, respectively).
Also, the multi-type branching formalism inherently assumes a tree structure of the underly-
ing graph, hence co-infection (which mainly occurs due to the existence of cycles) is essentially
ignored in their framework. Finally, the results presented in [3] were neither verified on the-
oretical, nor real-world contact networks. Our work addresses those limitations by means of
i) developing a mathematical theory that characterizes the epidemic threshold, expected epi-
demic size and the expected fraction of individuals infected by each strain; ii) validating our
results (as well as Alexander and Day’s results) on theoretical and real-world contact networks;
and iii) investigating the case when co-infection is possible.

When the timescale of evolution is much longer than the timescale of propagation, mutations
might occur after the original pathogen has invaded the population. In [86], Leventhal et al.
considered an SIS process that starts with a pathogen (of single-strain) invading the population.
As the disease reaches an endemic equilibrium, a second strain of the disease appears in a

random infected individual. Authors assumed that co-infection is not possible, i.e., an infected
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host carries either strain-1 or strain-2, but not both. Moreover, hosts infected by either strain
have perfect immunity against the other strain. Authors investigated the probability that
the second strain invades the population and drives the resident strain to extinction, i.e., the
fixation probability. Results from both theoretical and real-world networks suggested that the
heterogeneity in network structure (which facilitated the spread of the resident strain) lowers
the fixation probability, hence enhancing the resiliency of the resident strain to invasion by
new variants.

In contrast to [86], our work considers the case when the epidemiological and evolutionary
processes occur on a similar time scale. In particular, each new infection event entails an op-
portunity for mutation, leading to an entirely different model (with different scope) than the
one proposed by Leventhal et al. in [86]. The model considered in our work is reasonable for
pathogens with long infectious periods, e.g., HIV, or pathogens with short infectious periods but
high mutation rates, large population sizes, and short generation times, e.g., RNA viruses [67].
Furthermore, Leventhal et al. [86] ignore the case where co-infection is possible. However, re-
cent studies revealed the prevalence of multiple-strain co-infection in disease-causing protozoa,
bacteria, and viruses [4,9,25,126,139].

Since humans, animals, plants, and other organisms may become co-infected with mul-
tiple diseases, a growing body of research has attempted to explore the emergence of this
phenomenon and its consequences on complex networks [8,21,27,66]. However, most of the
research studies focus on the case where co-infection results from simultaneous exposure to
multiple diseases (or pathogen species), rather than multiple-strains of the same pathogen.
In [21], Cai et al. considered the case when two diseases are spreading on the same contact
network. A susceptible host that has not been exposed to either disease has probability p to get
infected by an infective neighbor. Note that the infection probabilities are the same for both
diseases. Infected hosts recover after exactly one time step, and gain immunity against the
disease that they were infected with, but not the other disease. A host that has been infected

by one disease (being still active or has already recovered) has a probability ¢ (with ¢ > p)

213



Tweet id: 35850248823771136 Tweet id: 35851156500512768

Nothing new, chanting "Peaceful, Peaceful" their RT @ Aidden: 2000 people at the presidential
numbers doesn't exceeds 5k but increasing .. many palace — CNN reports #tahrir #jan25 #Egypt
are coming from Abbasyia #Jan25 #Muabarak
4:02 PM - 10 Feb 2011
3:59 PM - 10 Feb 2011

(a) (b)

Tweet id: 35850404482785280 Tweet id: 35853205418016768

Please don't go to presidential palace. I beg you we RT @#idden on Twitter "Egypt will explode. Army
need to avoid violence. #jan25 must save the country now"

3:59 PM - 10 Feb 2011 4:10 PM - 10 Feb 2011

(c) (d)

Figure 9.1: Information mutation on Twitter. A collection of four tweets posted within
a 10-minute window during the 2011 Arab Spring in Cairo, Egypt. The tweets were posted
in response to the same underlying event, namely, the marching of protesters towards the
presidential palace in order to force the then president, Mubarak, to resign. Information
mutation gave rise to several variants with potentially different consequences. Observe that
(a) reports peaceful, traditional demonstrations while (d) suggests that the country is on a
brink of collapse. User names are hidden for anonymity and tweet ids are given instead.

to get infected by the other disease, i.e., an infection with one disease weakens the immune
system of the infected individual and makes her more susceptible to the second disease. Cai
et al. revealed that co-infection dynamics could give rise to a hybrid phase transition, where
the probability of emergence exhibits a second-order transition, while the fraction of doubly
infected nodes exhibits a first-order transition.

In Section 9.8, we consider the case where co-infection with multiple strains of the same
pathogen is possible, giving rise to a different class of epidemiological processes than those
considered in [8,21,27,66]. Our model is motivated by the recent research findings that revealed
the prevalence of multiple-strain co-infection in disease-causing protozoa, helminths, bacteria,
fungi, and viruses [4,9,25,126,139]. From a modeling standpoint, the key difference between
the two processes is that evolution is a perquisite for co-infection in our model. In particular,

the epidemic process in [21] i) does not entail any mutation events and ii) starts with a doubly
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infected seed, i.e., an infected host that initially carries both diseases. However, our epidemic
process starts with a host receiving infection with only one strain of the pathogen, e.g., strain-1,
hence the emergence of other strains (which is dictated by the underlying mutational scheme,
transmissibility, and network structure) is a perquisite for co-infection. Moreover, our co-
infection process differs fundamentally in the way a host becomes co-infected. Unlike the
model given in [21], we assume a perfect cross-immunity, i.e., a host that has recovered from
strain-1 develops immunity against both strain-1 and strain-2. Hence, the only pathway for
co-infection is when a susceptible host is exposed simultaneously to one or more infections of

strain-1 and one or more infections of strain-2.

9.3.2 Evolution of information

Evolution and co-infection are two key phenomena of significant relevance to epidemiological
processes. However, we are also beginning to observe their emergence and roles in the context
of information propagation. We notice on daily basis how news is mutated intentionally,
e.g., by adversaries, or unintentionally, e.g., by exaggeration, on social media platforms. A
single underlying event could be expressed very differently by different people, creating several
variants of information with different implications (see Figure 9.1).

A few research studies have recently explored information evolution on complex networks
[1,163]. In [163], Zhang et al. investigated the evolution of rumors on homogeneous and scale-
free social networks. In their model, each individual could be in one of three different states,
namely, ignorant, spreader, or stifler. These states resemble the susceptible, infected, and
recovered states that we have in our model. A fraction F' of ignorant individuals are deemed as
forwarders, i.e., they forward the received rumor to their neighbors without any modifications.
The remaining 1 — F' fraction is deemed as modifiers, i.e., they modify the received rumor
before forwarding it to their friends. Each modification increments the version number by one.
Note that as the process continues to grow, different individuals would receive different versions

of the rumor before they turn into stiflers. The main objective of [163] was to determine the
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average version number of a rumor as a function of time (and degree, for scale-free networks).

Although our work is essentially motivated by the same observation of information evolution
in social contexts, our approach and contributions are significantly different from those of
[1,163]. From a modeling perspective, the model presented in [163] is a special case of the
multiple-strain model [3] that we utilize in our work. In particular, the model proposed by
Zhang et al. essentially assumes that i) 7; = 1 for all ¢ = 1,2,...; and ii) the evolutionary
pathways are only limited to one-step irreversible mutations. As for the contributions, we
focus on the final epidemic size and final fraction of individuals infected by each version of
information, in contrast to [163] where authors only focus on the average revision frequency.
Another weakness of [163] is that authors made no attempt to provide closed-form expressions
for the final epidemic size, the fraction of individuals infected by each version of the rumor, or
the average version number of the rumor (only the corresponding differential equations were
given). A closed-form expression of the average version number of the rumor at steady state
was given only for networks with homogeneous degree distributions.

In [1], Adamic et al. explored the propagation and evolution of memes on Facebook.
Authors considered a dataset of Facebook posts which were spread using a copy-and-paste
mechanism (prior to the introduction of the “Share” functionality in Facebook). The mutation
rate of a particular meme was defined as the proportion of copies which introduce new edits as
opposed to creating exact replicas. Authors revealed that individuals preferentially transmit
a specific variant of a meme that matches their beliefs or culture. Moreover, authors showed
that the distribution of variant popularity (the number of copies of that variant posted as
Facebook status update) behaves as a power-law distribution for low-mutation rates, yet it
deviates from the power-law behavior for high mutation rates. Theoretical predictions based
on Yule processes [162] (in the limits of very low and very large mutation rates) were shown
to have a close resemblance to the empirically observed distributions.

The scope of [1] was limited to one type of propagation, i.e., copy-paste mechanism, and

mutations were only characterized by the edit distance ? between a given variant of the meme

2The edit distance was defined in [1] as the number of character additions and deletions that must be
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and its original version. Indeed, the copy-paste mechanism is no longer sensible in modern
social networks where individuals have the option to “Share” a post rather than copying and
pasting it. In addition, using the edit distance as the sole metric for mutation essentially ignores
the semantic differences between two different versions of the meme. The theoretical model
presented in [1] is technically different than the multiple-strain model [3], yet it resembles a very
special case of the latter when i) 7; = 1 for all ¢ = 1,2, ...; and ii) the evolutionary pathways
are only limited to one-step irreversible mutations. Even then, Yule model was considered in [1]
only in the limit of very low and very high mutation rates. In contrast to [1], our work attempts
to explore information propagation and evolution from a mathematical modeling perspective
aiming to lay down the foundations for creating a universal model for information propagation

and evolution across a wide variety of social media and different possible evolutionary pathways.

9.4 Model definitions

9.4.1 Network model: Random graphs with arbitrary degree dis-

tribution

Let G denote the underlying contact network, defined on the node set N' = {1,...,n}. We
define the structure of G through its degree distribution {py}. In particular, {py,k =0,1,...}
gives the probability that an arbitrary node in G has degree k. We generate the network G
according to the configuration model [18,100], i.e., the degrees of nodes in G are all drawn
independently from the distribution {py,k = 0,1,...}. Furthermore, we assume that the
degree distribution is well-behaved in the sense that all moments of arbitrary order are finite.
Of particular importance in the context of the configuration model is the degree distribution
of a randomly chosen neighbor of a randomly chosen vertex, denoted by {px, k = 1,2,...}, and

given by

performed in order to obtain one variant of the meme from another.
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where (k) denotes the mean degree, i.e., (k) =), kpy.

9.4.2 Spreading process model: A multiple-strain model for evolu-
tion

In [3], Alexander and Day proposed a multiple-strain model that accounts for evolution. Their
model is captured by two matrices, namely, the transmissibility matrix T" and the mutation
matrix g, both with dimensions m xm for a finite integer m > 2 denoting the number of possible
strains. The transmissibility matrix T is a m x m diagonal matrix, with [T;] representing the

transmissibility of strain-i, i.e.,

A 0

0 1T, 0
T =

0 0 Y

The mutation matrix g is a m x m matrix with p;; denoting the probability that strain-i
mutates to strain-j. Note that > ;kij = 1, hence p is a row-stochastic matrix. One example
for the transmissibility and mutation matrices was given by Antia et al. in [7], where the fitness
landscape consisted of m strains, with strain-1 through m — 1 having identical transmissibility
such that Ry; < 1 for ¢ = 1,...,m — 1, with Ry; denoting the basic reproductive number
of strain-¢. Strain-m has transmissibility 7}, such that Ry,, > 1, hence the emergence of the
pathogen requires evolution from strain-1 to strain-m. Antia et al. considered the the so-called

one-step irreversible mutation [3,7] where the pathogen must acquire m — 1 mutations (in order
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and one at a time) to evolve to strain-m , i.e.,

0 0 ... 0]

07, 0 ... 0

T=10 0 T 0

0 0 0 T

and
-y 40 0 0 0]
0 l—p p ... 0 0 0
o=

0 0 0O ... 0 1—p p
0 0 0 ..0 0 1

The (inhomogeneous) multiple-strain model proposed by Alexander and Day [3] works as
follows. Consider a spreading process that starts with an individual, i.e., the seed, receiving in-
fection with strain-1 from an external reservoir. Since strain-1 has transmissibility 77, the seed
infects each of her contacts independently with probability 77. Once a susceptible individual
receives the infection from the seed, the pathogen may evolve within that new host prior to
any subsequent infections. In particular, the pathogen may remain as strain-1 with probability
{11 or mutate to strain-i (that has transmissibility 7;) with probability py; for i =2,... m. If
the pathogen remains as strain-1 (respectively, mutates to strain-i), then the host infects each
of her susceptible neighbors in the subsequent stages independently with probability 7 (re-
spectively, T;). Observe that as the process continues to grow, multiple strains may coexist in
the population as governed by the transmissibility matrix T and the mutation matrix g. At an
intermediate stage, if any susceptible individual receives strain-j, the pathogen may remain as
strain-j with probability y;; or mutate to strain-¢ with probability j;, for £ € {1,2,...,m}\{j}

prior to subsequent infections. The process terminates when no additional infections are possi-
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Figure 9.2: The multiple-strain model for evolution. (a) The process starts with a single
individual, i.e., the seed, receiving infection with strain-1 (highlighted in orange) from an
external reservoir. (b) The seed infects each of her susceptible neighbors (highlighted in green)
independently with probability Ty. (¢) The pathogen mutates independently within hosts.
The pathogen remains as strain-1 with probability pi; or mutates to strain-2 (highlighted in
blue) with probability 2. (d) Individuals whose pathogen has mutated to strain-i infect their
neighbors independently with probability T;. (e) The pathogen mutates independently within
hosts. The pathogen remains as strain-2 with probability pss or mutates to strain-1 with
probability jio.

ble. A graphical illustration for the case when m = 2 is given in Figure 9.2. In this chapter, we
focus on the case where m = 2, however, it is straightforward to extend our theory to handle

the general case with m strains. More details are given in Section 9.5.

9.5 Theoretical results

9.5.1 The probability of emergence

The analysis of the probability of emergence was established by Alexander and Day in [3].
Below, we give a brief summary of their results for completeness. Their approach is based on
a multi-type branching process [69,99] that starts with an initial infective of a particular type,
e.g., type-1, and then proceeds by infecting each of her neighbors independently with some
probability that is characterized by the infecting strain. Each of the infected neighbors mutate
independently with a probability that is also characterized by the infecting strain. The process

proceeds similarly for subsequent stages. Clearly, the process differs from the standard Single-
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Type Branching Process in that individuals of different types may coexist in any generation
(other than generation 0), with different offspring distribution per each type, hence the notion
Multi-Type [69,99].

Next, we summarize the results given by Alexander and Day in [3]. Let 7; (s1, s2,. .., Sm) be
the probability generating function (PGF) for the number of infections of each type transmitted

by an initial infective of type-i. It holds that

Vi (81,82, .-, 8m) =g (1—Ti+T¢ZMiij>,

J=1

for i = 1,...,m and with ¢ (s) denoting the PGF of the degree distribution; i.e., g(s) =
> o o pest. Moreover, with T; (s1, s2, ..., S,,) denoting the PGF for the number of infections
of each type transmitted by a later-generation infective of type-i (i.e., a typical intermediate

host in the process); it holds that

m
Li (51,52, 5m) :G<1_Ti+TiZNz‘j5]’>>

J=1

for i = 1,...,m and with G (s) denoting the PGF of the ezcess degree distribution; i.e.,

kP 1
G(S):;%s :

We remind that kpy/(k) gives the probability that a randomly chosen neighbor of a randomly
chosen vertex has degree k, and note that the excess degree is k — 1 since one edge is already
traversed to reach the node.

The probability of extinction starting from one later-generation infective of type-i, de-
noted ¢;, is the smallest non-negative root of the equation ¢; = T';(q1,...,qn) solved si-
multaneously for all ¢ = 1,...,m. Finally, the overall extinction probability is given by
g (1 -T + T,Z;n:l pijqj> if the whole process starts with an initial infective of type-i. It

was shown in [3] that the above process resembles a multi-type branching process with mean
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matrix 3 given by

M = <<k2><T_><k>) Tp (9.1)

The theory of multi-type branching processes states that if the dominant eigenvalue of M
is less than or equal to one, then the process goes extinct with probability 1. Otherwise, there

is a positive probability of non-extinction. Hence, the phase transition occurs when
p(M)>1, (9.2)
where p (M) denotes the spectral radius, i.e., the largest eigenvalue (in absolute value) of M.

9.5.2 Expected epidemic size and epidemic threshold

Our objective is to derive the expected epidemic size S and the expected fraction of individuals
infected by each strain, i.e., Si,Ss,..., S, for m possible strains. Note that S = > " S;.
Below, we provide analysis for the case of two strains, but we later show how to extend our
analysis to the general case with m strains, for some finite integer m > 2. We apply a tree-based
approach that is based on the work by Gleeson [60,61]. Their approach draws on the tools
developed for analyzing the zero-temperature random-field Ising model on Bethe lattices [133].
Note that as we build our network using the configuration model, the network structure is
locally tree-like with the fraction of cycles approaching zero in the limit of large network
size [18,100,115].

Since G is locally tree-like, we can replace it by a tree and arrange the vertices in a hier-
archical structure, such that at the top level, there is a single node (the root) that has degree
k with probability p;. Note that {ps} is a proper degree distribution with >, p = 1. Each
of the k neighbors of the root has degree k' with probability k'py /(k), where (k) denotes the

mean degree of the network. Furthermore, we label the levels of the tree from level £ = 0 at

3The mean matrix M of a multi-type branching process is defined as M = [m;;], where m;; is the mean

number of type-j offspring generated by a type-i parent. Note that m;; = 81; (s)

for the multiple-strain
1

model proposed in [3].
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the bottom to level £ = oo at the top, i.e., the root.

We assume that nodes update their status starting from the bottom of the tree and pro-
ceeding towards the top. This gives rise to a delicate case, where a node at some level ¢ may
be exposed to simultaneous infections by both strain-1 and strain-2 from her neighbors at level
¢—1. In the remainder of this section, we assume that co-infection is not possible, hence a node
that receives x infections of strain-1 and y infections of strain-2 becomes infected by strain-1
(respectively, strain-2) with probability z/(x + y) (respectively, y/(z +y)). In Section 9.8, we
empirically consider the case where co-infection is possible, i.e., a node that receives simulta-
neous infections by both strains becomes co-infected and starts to spread the co-infection in
the subsequent rounds. In this case, co-infection may be modeled as an additional strain that
has transmissibility 7, and never mutates back to strain-1 or strain-2.

Throughout, we say that a node is either inactive if it has not received any infection (i.e.,
still susceptible) or active and type-i if it has been infected and then mutated to strain-i, for
@ = 1,2. With a slight abuse of notations, let g1 ,; be the probability that a node at level £4-1,
say node v, is active and type-i. Furthermore, let g1 = qe11 + qri12, 1-€., goy1 is the total
probability that a node at level ¢ 4 1 is active. We start by an arbitrary initial distribution
for {qo1,qo2} satisfying go1 > 0,qo2 > 0. Then, we update the distribution properly until we
reach the root. Note that if the degree of node v is k, then node v is using one edge to connect
to her parent at level ¢ 4+ 2, and k — 1 edges to connect to her neighbors at level /. We can

condition on the excess degree (d) of node v to get

o0

k
Qo1 = Z %P {node v becomes active and type-i
k=1

J:k—q

Next, we further condition on the number of active neighbors of type-1 and type-2. Note
that we have a Multinomial distribution for the number of active neighbors of both types. In
particular, a neighbor at level £ may be active and type-1 with probability ¢, active and
type-2 with probability g2, or inactive with probability 1 — ¢, =1 — g1 — qr2. Let I; denote

the number of active neighbors of type-i. Thus,
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B o ki S =1\ (k=1 (1) (@22)" (1 = got — goo)F 1M1 "2
Qe+1i = E () E E L L 4e,1 de2 qe1 — qe2
k=1 k1=0 k=0 1 2

-P [node v becomes active and type-i | I =k, I, = k’g]

Let X and Y denote the number of infections received from type-1 and type-2 neighbors,
respectively. Note that conditioned on having k; and ks active neighbors of type-1 and type-2,

respectively, we have

X ~ Binomial(ky,T7)

Y ~ Binomial(ks, T5)
where T; denotes the transmissibility of strain-i. Let
A=DP [node v becomes active and type-i | [y = ky, [, = kg]

Consider a particular realization (z,y) of the random variables (X,Y’). Observe that if
x > 0,y = 0, then node v becomes infected by strain-1 and eventually mutates to type-i
with probability p,. Similarly, if = 0,y > 0, then node v becomes infected by strain-2
and eventually mutates to type-: with probability ug;. Finally, if x > 0,y > 0, then node v
becomes infected by strain-1 (respectively, strain-2) with probability z/(z + y) (respectively,

y/(x +1y)) and eventually mutates to type-i with probability p; (respectively, us;). Hence, by
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conditioning on X and Y, we have

:iz( )( )TxTyu_T)k1—$(1—T2)k2—yIP> [A| X =2,V =y

r= Oy 0
k1
S0 () (B mpe -y
=0 y=0 v Yy

{9t Y2
Al >0,y =0/ 4+ pllzr =0,y >0+ —— 4+ —— |1z >0,y >0
pad| y = 0] + p2i1] y > 0] (Hy x+y) [ Y ])

Note that

i Z <k1) (k2> TETY(1 — T (1 = Ty)=7Y - pyilfw > 0,y = 0]

= (1= T3)" (1 = P(X = 0))

= p1iasby

where a; = (1 — TZ)]C and b; = 1 — a;. Similarly,

k1 l{? k.
Z Z ( 1) < 2) TETY (1 —T)M (1 = Ty)** Y pgil[x = 0,y > 0] = pgiarbs

=0 y=0

Thus, we have

ke SRR (k-1 (k-1 -k
i = 2 7 Z Z CoD (0" @ @ 0= g — a5
L& (k) (K
<b1a2uu + arbapizi + ) § (;) (;) TTT(1=T)" (1= Ty)™ "

z=0 y=0
(ﬂJrﬂ) 1z >0,y > 0] |, (9.3)
r+y Tty
for {=0,1,...and i =1, 2.

Observe that under the assumption that nodes do not become inactive once they turn

active, the quantities g,; appearing in (9.3) are non-decreasing in ¢, and thus they converge to
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a limit g ; for ¢ = 1,2. Finally, the final fraction of nodes that are active and type-i is equal
(in expected value) to the probability that the root of the tree (at level £ — o0) is active and
type-i. Note that if the tree root has degree k, then all of these k edges will be utilized to

connect with her neighbors at the lower level. Hence,

00 k  k—k1 k E—k
=3 n 3 3 () (1) 0 0 0 s gt

k=0 k1=0 k2=0

ki ko
k k
. (blawu + a1bopio; + Z Z (;) (;)TfTQy(l — Tl)klf:c(l — TQ)kry.

z=0 y=0

. ( TH ﬂ) 1z >0,y > 0]) (9.4)

r+y Tr+y

where @); for ¢ = 1,2 denotes the probability that the tree root is active and type-i and ¢ ; for
i = 1,2 is the steady-state solution of the recursive equations (9.3). Note that Q = Q1 + Q2 is
the total probability that the tree root is active.

Observe that ¢e1 = ¢oo2 = 0 gives a trivial fixed-point of the recursive equations (9.3).
Indeed, this trivial solution leads to @ = 0 by virtue of (9.4). Although the trivial fixed point
is a valid numerical solution for the recursive equations (9.3), we can show that this trivial
solution is unstable. Hence, another solution with g1 > 0 and gw2 > 0 may exist. To test
whether or not the trivial fixed point is stable, we check the spectral radius of the Jacobian
matrix J(qe1,qr2) corresponding to the linearization of (9.3) at qo1 = gro = 0. If the spectral
radius of the J(qr1,qe2) at gi1 = @2 = 0 is larger than one, then the trivial fixed-point is

unstable, indicating that there exists another solution with ¢.; > 0 and g2 > 0 implying
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the existence of a giant component. The Jacobian matrix is given by

Oqer1,1 Oqeq11

0 d
J(qfvlv q&?) |qz,1=qz,2:0 = e .2

Oqer12  Ogqet1,2

o] 0]
a1 .2 q¢,1=q¢,2=0

_((kQ)—<k’>> Tiprr Topo
(k) Tipie Topge

- (B0

Note that a square matrix and its transpose have the same set of eigenvalues. Hence, the phase
transition condition matches the one given in (9.2).

We remark that it is straightforward to extend our analysis to the general case with m
strains, for some finite integer m > 2 as long as the underlying process is indecomposable
[3,69,99]. At a high level, indecomposable processes are those for which each pathogen strain
¢ eventually gives rise to strain-j at some generation n;; > 1 for 7,5 = 1,2,...,m. In other
words, if an indecomposable process starts with an infection with strain-z, then as the process
continues to grow, all other strains will eventually emerge. Such a property is established if,
for every pair of strains (i, ), there exists a positive integer n;; such that M™3 (i, j) > 0 [3].
If the underlying process is decomposable, then there exist classes of strain types such that
strain types belonging to the same class can eventually give rise to one another, but not to
other strain types. Indeed, the existence of multiple classes leads to multiple solutions for the
set of equations (9.4) depending on the initial distribution of {go1, o2, ---,qo.m}. Hence, to
guarantee the uniqueness of the solution of (9.4) and for mathematical tractability, we limit

our formalism to the case when the underlying process is indecomposable.
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9.6 Numerical results

9.6.1 The structure of the contact network

In this section, we consider synthetic contact networks generated randomly by the configuration
model, while real-world networks are considered in Section 9.7. In particular, we consider

contact networks with Poisson degree distribution as well as Power-law degree distribution.

Poisson degree distribution

We start by considering contact networks with Poisson degree distribution. Namely, with A
denoting the mean degree, i.e., A = (k), we have

A

H, k:O,l,

Pr=¢€

In this case, condition (9.2) implies that phase transition occurs when

AXp(Tup)=1 (9.5)

where p (T'p) denotes the spectral radius of the matrix multiplication T'. Observe that con-
dition (9.5) embodies the structure of the contact network (represented by A for a contact
network with Poisson degree distribution), the characteristics of propagation (represented by
the matrix T') and the process of evolution (represented by p), hence it unravels how these

properties interact together to yield an epidemic.

Power-law degree distribution

Poisson degree distribution provides a formalism for homogeneous networks, where the degree
sequence of the graph is highly concentrated around the mean degree. However, degree se-

quences in real-world networks were observed to be heavily skewed to the right [12,103,111],
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meaning that the distribution is heterogeneous, or heavy-tailed. We consider Power-law de-
gree distribution with exponential cutoff since they are relevant to a variety of real-world

networks [82,111]. In particular, we set

0 itk=0

Dk
(Liy (e /™)) ke T ik =1,2,.. ..

where y and I' are positive constants and Li,,(z) is the mth polylogarithm of z, i.e., Li,,(2) =

P ,f—,i Observe that condition (9.2) now translates to

(Lm () — Li s (1)

Li,_; (e UT) > xp(Tp) =1 (9.6)

Similar to (9.5), condition (9.6) indicates how the structure of the underlying network, the
characteristics of propagation, and the process of evolution are intertwined together, and under

what conditions their relationship would induce an epidemic.

9.6.2 Notations and methods

Notations: In what follows, we use S, S; and S, to denote the total expected epidemic size, the
expected fraction of nodes infected with strain-1, and the expected fraction of nodes infected
with strain-2, respectively and all at the steady state, i.e., when the process terminates. We
use PBY and PPY to denote the probability of emergence on a single-strain bond-percolated
network with 77 and the probability of emergence on a single-strain bond-percolated network
with T5, respectively.

Methods: We use the configuration model to create random random graphs with particular
degree distributions. In particular, we sample a degree sequence from the corresponding dis-
tribution, then we use the configuration model to construct a random graph with that degree

sequence. We use igraph [26] on both C++ and Python for simulations. Our simulation codes

229



Poisson Degree Distribution Power-law Degree Distribution
1 T T T

E— T T T PP v—ovav 1 = = T T T T
O S (Experiment) ooc000000=TEE oS (Expcrm?cnt)
—— S (Theoretical) = —S (Thcorc}lcal)
0.8+ | + Si (Experiment) | 0.8H + S (Experm?ent)
(&) —— S (Theoretical) ) B — 6:1 (Theorfstu:al)
g > S (Experiment) I N > Ss (Experiment)
lop] s n Sy (Theoretical)
Q 0.61| . o] 0.6....... Transition Point o N
b= = T [N
g = NNNMNN»W
N
% 0.4r % 0.4+ »,\,\.‘» ]
‘= L o= WP
LT% LT% g pP
0.2r 0.2 b |
PO
: P
opp . . . . . . . 0 . . . . . . . .
1 2 3 4 5 6 7 8 9 10 1 2 3 4 5 6 7 8 9 10
Mean Degree Mean Degree
(a) (b)

Power-law Degree Distribution

1 T 500080 1 T T T
OO
-
081 o 1 0.8F B
) Z o
N R s s S
wmn wPP n SERPEBPBEBPDDY
o 06 W 1 o 061 [\FI\NN"WWVW gl
o= B o= Y
= g = P -
= O S (Experiment) =1 > O S (Experiment)
% 0.4 —— S (Theoretical) B ,.g 0.4} ,}'“ —S (Theore.tir:al) 4
a + S (Experiment) a + S (Experiment)
<5] —— Sy (Theoretical) H+ <5 —— 51 (Theoretical)
02l > S (Experiment) | 0.2k > S, (Experiment)| |
’ S (Theoretical) ) Sy (Theoretical)
-------- Transition Point «----- Transition Point
0 . . . . . . . . 0 . . .
1 2 3 4 5 6 7 8 9 10 1 2 3 4 5 6 7 8 9 10
Mean Degree Mean Degree
(c) (d)

Figure 9.3: Evolution on Poisson and Power-law contact networks. The network size n
is 2 x 10° and the number of independent experiments for each data point is 500. Blue circles,
brown plus signs, and green triangles denote the empirical average epidemic size, average
fraction of nodes infected with strain-1, and average fraction of nodes infected with strain-2,
respectively. The red, blue, and yellow lines denote the theoretical average total epidemic size,
average fraction of nodes infected with strain-1, and average fraction of nodes infected with
strain-2, respectively. Theoretical results are obtained by solving the system of equations (9.4)
with the corresponding parameter set. (a)-(b) We set Ty = 0.2, Ty, = 0.5, py1 = pag = 0.75.
(c)-(d) We set Ty = 0.4, T, = 0.8, and p1; = 0.3, and pge = 0.7 implying that an infected
node, regardless of what type of infection it has, mutates to strain-1 (respectively, strain-2)
with probability 0.3 (respectively, 0.7), independently. In all cases, we observe good agreement
with our theoretical results.

are available online . Unless otherwise stated, we start the process by selecting a node uni-
formly at random and infecting it with strain-1. The node infects each neighbor independently

with probability T;. Each of the infected neighbors mutate independently to strain-1 with prob-

4https://github.com /reletreby/evolution.git

230



ability p1, or to strain-2 with probability p12. As the process continues to grow, both strains
might exist in the population. An intermediate node that becomes infected with strain-i would
mutate to strain-1 with probability u;;, or strain-2 with probability s, for i = 1,2. When
cycles start to appear, a susceptible node could be exposed to multiple infections at once. If a
node is exposed to z infections of strain-1 and y infections of strain-2 simultaneously, the node
becomes infected with strain-1 (respectively, strain-2) with probability z/(z +y) (respectively,
y/(z + y)) for any non-negative constants x and y. A node that receives infection at round 4
mutate first (by the end of round i) before it attempts to infect her neighbors at round i + 1.

The node is considered recovered at round 7 + 2, i.e., a node is infective for only one round.

9.6.3 Epidemic size

We start by focusing on the total epidemic size and the expected fraction of nodes that were
infected with strain-1 and strain-2. The network size n is set to 2 x 10°. We consider two
parameter sets that emphasize the correlations between a node’s eventual type (after mutation)

and the type of infection it has originally received. In particular, we have
- Parameter set 1: T} = 0.2, T5 = 0.5, puy; = 0.75, and pgy = 0.75.
- Parameter set 2: T} = 0.4, T, = 0.8, 11 = 0.3, and p9e = 0.7.

Observe that we have 17 = 91 and g = pqo for the second parameter set. Hence, an infected
node, regardless of what type of infection it has, mutates to strain-1 (respectively, strain-2)
with probability 0.3 (respectively, 0.7), independently. This is a special case that can easily be
treated by our formalism given in Section 9.5.

In Figure 9.3a and Figure 9.3b, we use the first parameter set and run 500 independent
experiments for each data point. We demonstrate our results on contact networks with Poisson
degree distribution (Figure 9.3a) and Power-law degree distribution with exponential cutoff

(Figure 9.3b). For Figure 9.3b, we set I' = 15, and vary v with the mean degree. In particular,
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the mean degree A is given by
Li,y_l (671/1_‘)

A =
Li, (e=/T)

(9.7)

Hence, we can numerically solve (9.7) to obtain the particular value of v corresponding to a
given value of \.

In order to establish the validity of our analytic results given in Section 9.5, we plot the
theoretical values of S, Si, and Sy obtained by solving the system of equations (9.4) with the
corresponding parameter set. We also plot a vertical line at the critical mean degree that
corresponds to a phase transition (see (9.5) and (9.6)). Clearly, our experimental results are
in perfect agreement with our theoretical results on both contact networks. In Figure 9.3c and
Figure 9.3d, we repeat the same procedure, but with the second parameter set. Similarly, we

observe perfect agreement with our theoretical results on both contact networks.

9.6.4 Probability of emergence

In [3], Alexander and Day investigated the probability of emergence for the multiple strain
model presented in Section 9.4. However, authors did not provide a comprehensive simulation
study to validate their formalism on random or real-world networks. Instead, in [3, Section 3],
authors only evaluated their equations numerically. In this subsection, we aim to establish
the validity of the results presented in [3] on random networks generated by the configuration
model. For brevity, we limit our scope to contact networks with Poisson degree distribution.
However, similar patterns are observed for contact networks with Power-law degree distribu-
tion.

In Figure 9.4, we set the network size n = 5 x 10° and run a computer simulation with

10* independent experiment for each data point. We use the two parameter sets given in

Section 9.5.C. Namely, we set
- Ty =0.2, T, = 0.5, and p11 = pge = 0.75 for Figure 9.4.a, and

-T1=04,T, =0.8, u1; = 0.3 and gy = 0.7 for Figure 9.4.b.
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Figure 9.4: The probability of emergence on contact networks with Poisson degree
distribution. The network size n is 5 x 10% and the number of independent experiments for
data point is 10*. Blue circles denote the empirical probability of emergence while the red
line denotes the theoretical probability of emergence according to [3]. (a) We set Ty = 0.2,
T2 = 05, Hi1 = 22 = 0.75. (b) We set T1 = 04, T2 = 08, and Hi11 = 03, and M2 = 0.7. Our
experimental results prove the validity of the formalism presented by Alexander and Day in [3]

Note that in Figure 9.4, we plot the probability of emergence conditioned on the initial
node receiving infection with strain-1 >. We observe an agreement between our experimental
results and the theoretical results given in [3]. The reasoning behind this is intuitive; the
multi-type branching framework assumes that the underlying graph is tree-like, an assumption
that works best for networks with vanishingly small clustering coefficient, e.g., networks which

are generated by the configuration model.

9.6.5 Reduction to single-type bond-percolation

An important question to ask is whether the classical single-type bond percolation models
could predict the threshold, probability, and final size of epidemics that entail evolution, i.e.,
information or diseases that propagate according to the multiple-strain model given in Sec-
tion 9.4. In pursing an answer to this question, we start by establishing a matching condition

between single-strain models and multiple-strain models for epidemics.

5We remark that the formalism provided by Alexander and Day allows for computing the probability of
emergence given any arbitrary initial type.
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In [111], Newman proposed a stochastic SIR model for the propagation of a single-strain
pathogen on a contact network. Newman showed that, under some conditions, the SIR model is
isomorphic to a bond-percolation model on the underlying contact network. Specifically, with
the average transmissibility of the pathogen (denoted Tgp) as the bond-percolation parameter,
if we are to occupy each edge of the network with probability Tgp, then the probability of
emergence as well as the final size of the epidemic are precisely given by the fraction of nodes

in the giant component of the percolated graph. Finally, it was shown that a phase transition

In other words, if the left hand side of (9.8) is strictly larger than 1, a giant component emerges

occurs when

indicating an epidemic. Otherwise, we have self-limited outbreaks.
Comparing (9.2) to (9.8) suggests the proposal of a matching that results in the same

condition for phase transition. More precisely, if we are to set

Typ = p (Tp) (9.9)

then, both (9.2) and (9.8) collapse to the same condition for a given contact network. In
what follows, we explore the extent to which classical, single-type bond-percolation models
(under the matching condition (9.9)) may predict the threshold, probability, and final size of
epidemics that entail evolution, i.e., information or diseases that propagate according to the
multiple-strain model given in Section 9.4. We focus on contact networks with Poisson degree
distribution, generated by the configuration model, while we devote Section 9.7 for real-world
networks.

In Figure 9.5, we extend Figure 9.4 by further adding the experimental results for the final
epidemic size as well as the corresponding theoretical values for the probability of emergence
on a bond-percolated network under the matching condition (9.9). Note that the probability

of emergence is equivalent to the final epidemic size for single-type, bond-percolated networks
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Figure 9.5: Reduction to single-type bond-percolation. The network size n is 5 x 10° and
the number of independent experiments for each data point is 10%. Blue circles and brown plus
signs denote the empirical average epidemic size and the probability of emergence, respectively.
The navy blue line denotes the theoretical probability of emergence according to [3] while the
red line denotes the theoretical average epidemic size (as well as the probability of emergence)
predicted by the single-type bond-percolation framework under the matching condition (9.9).
(a) We set T} = 0.2, To = 0.5, py1 = oo = 0.75. (b) We set Ty = 0.4, T, = 0.8, and 13 = 0.3,
and a9 = 0.7. The classical, single-type bond percolation models may accurately predict the
threshold and final size of epidemics, but their predictions on the probability of emergence are
clearly inaccurate.

[111]. Observe that the classical single-type bond-percolation model accurately captures the
threshold and final size of epidemic but provides significantly inaccurate predictions when it
comes to the probability of emergence. Similar pattern will be observed in Section 9.7 for
real-world networks. This inaccuracy sheds the light on a fundamental disconnect between
the classical, single-type bond-percolation models and real-life spreading processes that entail

evolution. We explain the intuition behind our findings in Section 9.9

9.6.6 Effect of heterogeneity

The results given in Figure 9.5 reveal the significant shortcomings of the bond-percolation
model in predicting the probability of emergence for spreading processes governed by the
multiple-strain model, but also shed the light on the effect of the embedded heterogeneity of

the multiple-strain framework. Observe that a single-type spreading process with Tgp = p (T)
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is much more likely to cause an epidemic outbreak, i.e., has a higher probability of emergence,
as compared to an inhomogeneous spreading process governed by the multiple-strain model,
when the initial infective is type-1. The above reasoning implies that one is better off (in
terms of maximizing the probability of emergence) allocating p (T'u) to a single-type spreading
process than to allocate T' and p to an inhomogeneous spreading process that starts with the

strain that has the lowest transmissibility.

9.6.7 Effect of mutation

When only a single evolutionary pathway is available, mutations have to occur in a particular
order [63]. In [7], Antia et al. considered the case where the fitness landscape consists of m
strains such that Ry; < 1fori=1,...,m—1, while Ry ,, > 1. Hence, an introduced pathogen
(with Ro; < 1) must acquire m — 1 successive mutations in order for the disease to emerge.
Antia et al. derived a set of recursive equations whose solution characterizes the probability
of emergence under some conditions; see [7] for more details. To gain further insights on the
effect of mutation, Antia et al. proposed a theoretical approximation of the probability of
emergence as a product of the probability of mutation, i.e., the probability that the introduced
pathogen would eventually mutate to strain-m, and the probability of emergence of strain-m.
Indeed, the probability of mutation plays a key role in the overall extinction probability. After
all, if the introduced pathogen does not gain m — 1 successive mutations, the disease would
eventually die out.

Recall that the mathematical theory developed by Alexander and Day [3] defines the prob-
ability of emergence as a function of the evolutionary dynamics of the pathogen (i.e., the
mutation matrix p), the characteristics of the spreading process (i.e., the transmissibility ma-
trix T'), and the structure of the underlying contact network (i.e., the degree distribution
{pr, k = 0,1,...}). All of these factors are intertwined together in a way that makes it
difficult to predict how the probability of mutation influences the probability of emergence.

In what follows, we provide a theoretical approximation to the probability of emergence in a
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way that clearly distinguishes the role of mutation and shows how it strongly influences the
probability of emergence.
Consider the case when the fitness landscape consists of two strains with transmissibility

matrix 7' and mutation matrix g given by

T, 0 1-—
T=|" and p= e

0 T, 0 1
Assume also that 77 < T5. Note that the process starts by picking a random individual
uniformly at random and infecting her with strain-1. Fix the mean degree of the underlying
network to A. Let A\; and Ay denote the phase transition points (i.e., critical mean degrees) for a
single-strain, bond-percolated network with T} and T3, respectively. Observe that p (T'u) = T,
hence, in view of (9.2), the phase transition is entirely controlled by the parameters of strain-2,
i.e., the phase transition occurs at \y. Indeed, we can conclude from (9.2) that for A < Aq, the

probability of emergence is zero (in the limit of large network size). We can write

[P [emergence] (9.10)

= PP [emergence | at least one mutation| x P, + P [emergence | no mutation] x (1 — P,)

where P, denotes the probability that at some point along the chain of infections (starting
from the type-1 seed), a node would be infected by strain-1, but then mutate to strain-2. In
other words, P, captures the probability that at some point during the propagation, a type-2
node would emerge.

Observe that for A < Ay, we have P [emergenee | no mutation} = 0 in the limit of large
network size (since PPT = 0 on this interval), while for A > X1, we have P, = 1 in the limit

6

of large network size °. Hence, the second term in (9.10) is always zero in the limit of large

5When )\ > \q, a giant component of type-1 nodes emerges. Now, since y > 0, and the number of nodes in
the giant component tends to infinity in the limit of large network size, the probability that none of the nodes
mutate to strain-2 is zero.
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network size, leading to
P [emergence| = P [emergenee } at least one mutation] x P,

Note that on the range Ao < A < Ay, we have P [emergence ‘ at least one mutation} = PP,
However, on the range A > \;, strain-1 nodes are able to form a giant component on their
own. Hence, in the cases where a strain-2 node emerges at some point, but fails to infect
any of her neighbors, strain-1 nodes could still trigger the emergence of the disease. It follows
that P [emergence at least one mutation] > PzBP on the range A > \y. Note that the bound is
tight whenever T is significantly larger than 77. The reasoning behind this can be explained as
follows. Whenever 75 is significantly larger than 77, the average number of secondary infections
of strain-2 would be much larger than that of strain-1. Hence, infections with strain-2 would
propagate much faster and block potential pathways for strain-1 to propagate. In this case,
the overall probability of emergence becomes tightly controlled by PPY. Next, we turn our
attention to deriving P,.

Consider a tree of infections that starts with a single node infected with strain-1. Let H be
the probability that strain-2 never appears throughout the tree, i.e., H is the probability that
the tree of infections starting from the seed does not give rise to strain-2 at any intermediate
point. Similarly, let h be the probability that a subtree of infections starting from a type-1 host
does not give rise to strain-2 at any intermediate point. Recall that G(.) gives the PGF of the
excess degree distribution while g(.) gives the PGF of the degree distribution. By conditioning

on the excess degree as well the number of secondary infections, we get

k—1

=TS (k . 1) (T (1= )" (1= T0)" " e
:Z%(I—Tl—kﬂ(l—u)h)k_l
—G(—T,+Ti(1—p)h) (9.11)
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The validity of (9.11) can be explained as follows. Note that the root of any subtree, say
node v, has already used an edge to receive an infection with strain-1 from her parent. Hence, if
the degree of node v is k, then node v is only using k — 1 edges to infect her offspring, leading us
to use the excess degree distribution. Furthermore, conditioned on the excess degree being k—1,
the number of secondary infections of each type generated by node v is given by a multinomial
distribution characterized by (k—1,77(1 — u), Ty, 1 —T7). In particular, conditioned on node
v being type-1 and having an excess degree of k — 1, the probability of generating x infections

of type-1 and y infections of type-2 is given by

("0 (7 ) @ oy @ -z

x Y

However, the only relevant term for the computation of A is the one with y = 0, as all other
terms with y > 0 are contributing with a zero probability to A by definition. Finally, h* denotes
the probability that the subtrees emanating from the current x offspring are themselves free
of any strain-2 node.

Recall that H denotes the probability that strain-2 never appears throughout the tree
(starting from the root) and note that if the tree root has degree k, then all of these k edges
will be utilized to connect with her neighbors at the lower level. Hence, in view of (9.11), we

can write

H:g(l—T1+T1(1—,LL)hOO)

where h,, denotes the steady-state solution of (9.11). It is now immediate that P, =1 — H,
leading to
P [emergence] > (1 — H) Py (9.12)

To confirm the validity of (9.12), we run a computer simulation on random networks gen-
erated by the configuration model with Poisson degree distribution. In Figure 9.6, we set the
network size n = 2 x 10° and perform 10* independent experiments for each data point. In

Figure 9.6a, we set T} = 0.1, T, = 1, and p = 0.01. Observe that the bound given by (9.12) is
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Figure 9.6: Approximating the probability of emergence: The network size n is 2 x 10°
and the number of independent experiments for each data point is 10*. Blue circles denote the
empirical probability of emergence while the red line denotes the theoretical approximation
of the probability of emergence according to (9.12). The light blue dashed line denotes the
probability of emergence for a single-strain, bond-percolated network with Ty. (a) We set
T, =01, T, =1, and p = 0.01. (b) We set Ty = 0.2, Ty = 0.3, and p = 0.01. We observe
good agreement between the experimental results and the theoretical approximation given by
(9.12) whenever \y < A < Ay or whenever T, is significantly larger than T}.

tight, as Ty is significantly larger than T;. In general, we would expect a tight bound whenever
Ao < A < Ay, where A\; and Ay denote the phase transition points (i.e., critical mean degrees)
for a single-strain, bond-percolated network with 77 and T5, respectively, i.e., 1 < A < 10 for
the given parameter set. As A increases beyond \q, the tightness of the bound depends on
the ratio between Ty to T;. This is illustrated in Figure 9.6b for the case when T} = 0.2 and
T, =0.3.

The availability of an explicit expression for the probability of mutation allows for exploring
the effects of mutation on the overall probability of emergence. Indeed, the way the probability
of emergence behaves with respect to changes in the mean degree resembles, to a great extent,
the way P, behaves, as illustrated in Figure 9.6. Hence, in what follows, we focus on the
behavior of P, with respect to changes in the mean degree. In Figure 9.7, we set 77 = 0.1 and
plot P, against the mean degree for a network with Poisson degree distribution. We observe
that different values for p impacts the shape of P, (hence, the probability of emergence) in a

remarkable way. Firstly, for all values of u € (0,1), the behavior of P, appears to be strikingly
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different than the universality class of percolation models, e.g., see the shape of the probability
of emergence (respectively, P2) in Figure 9.4 (respectively, Figure 9.6). Secondly, the effect
of mutation probabilities on P, appears to be significant as the mean degree increases from
small values, reaches its peak right before the critical mean degree corresponding to PEY, then
decays as the mean degree increases further.

The reasoning behind the aforementioned observation is intuitive. Recall that the process
starts with a single infection with strain-1 and note that P, is influenced by the structure of
the underlying contact network, the transmissibility of strain-1, and the particular value of u.
As the mean degree \ increases towards A, the length of the tree of infections starting from
the seed 7 also increases, however, no cycles appear and the epidemic propagates on a finite,
tree-like percolated network (since A < A;). Increasing the length of the tree increases the
probability that at least one intermediate node would mutate to strain-2, but the fact that
the tree is finite makes the particular value of p very crucial to P,. Namely, a small value
of ;1 makes it less likely that a mutant emerges before the chain of infections is terminated,
while a relatively larger value could drive the emergence of strain-2 and lead the epidemic
to escape extinction. Put differently, the finiteness of the chain of infections when A < \;
creates a limited number of opportunities for mutation, causing the particular value of u to
bear the burden of generating a mutant and driving the whole process to emergence. However,
as A increases beyond \;, cycles start to appear and a giant component of nodes infected with
strain-1 emerges. In this case, the chain of infections is no longer finite, and any positive value
of u results in a mutation almost surely in the limit of large network size. Put differently, when
A > A1, the structure of the underlying network starts to facilitate the emergence of strain-2,

hence reducing the dependence on .

"The length of the tree of infections can be interpreted as the size of the component (of a bond percolated
network with 77) that contains the seed.
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Figure 9.7: Effect of Mutation: We set 17 = 0.1 and plot the behavior of P,, against the mean
degree for a network with Poisson degree distribution. Intuitively, different values of j have
different impact on P,,. The impact is pronounced before the critical mean degree corresponding
to a single-strain, bond-percolated network with T;. Inset: The difference between the value
of P, when pn = 0.4 and the value of P, when pu = 0.01 as a function of the mean degree of the
underlying contact network.

9.7 Evolution in real-world networks

In Section 9.6.F, we explored the validity of analyzing the multiple-strain model for evolution
with the available tools from the classical, single-type bond-percolation framework. We focused
on random networks generated by the configuration model and demonstrated that a reduction
to the classical, single-type bond percolation framework leads to accurate results with respect
to the threshold and final size of epidemics, but significantly inaccurate results with respect
to the probability of emergence. In this section, we aim to examine the universality of our
findings by analyzing the probability of emergence on real-world contact networks obtained
from SNAP data sets [83]. Our objective is twofold. Firstly, we would like to validate the multi-
type branching formalism of Alexander and Day (see Section 9.5.A) on real-world networks.
Secondly, we seek to highlight and confirm the limitations of the single-type bond-percolation

framework in predicting the probability of emergence on real-world networks.
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Network |N| | & | Aoriginal q)original CI){)\:l} (I){)\zl()} ®@:andom

Facebook| 4,039 88,234 43.7 0.519 0.011 0.117 0.0107
Twitter | 81,306 |1,342 296 33 0.170 0.005 0.051 0.0004
Slashdot | 82,168 504, 230 12.3 0.024 0.001 0.019 0.0001
Higgs 456,626 |12,508,413  54.8 0.008 0.0001 0.001 0.0001
School 773 6342 16.4 0.094 0.019 0.059 0.020
Hospital 73 943 14.87 0.446 0.090 0.296 0.183

Figure 9.8: Real-world contact networks. We consider four real-world contact networks
in the context of information propagation, namely, Facebook, Twitter, Slashdot, and Higgs
networks from SNAP [83] dataset. We also consider two real-world contact networks in the
context of infectious disease propagation, namely, a contact network among students, teachers,
and staff at a US high school [131] and a contact network among professional staff and patients
in a hospital in Lyon, France [141]. For each network, we indicate the number of nodes |N|,
the number of edges |£|, the mean degree of the original network Aoiginal, and the clustering
coefficient of the original network ®griginal. P{a=1} (respectively, O A:m}) denotes the clustering
coefficient of the original network after removing a random subset of edges such that the
resulting mean degree is 1 (respectively, 10). @ .nqom denotes the average clustering coefficient
(over 200 independent realizations) of a random network generated by the configuration model
with Poisson degree distribution. The random network has the same number of nodes and the
same (original) mean degree of the corresponding real-world network.

Dataset: In the context of information propagation, we consider four different contact

networks obtained from SNAP [83]. In particular, we consider the following contact networks:

FACEBOOK [83,85]: The contact network among the friends of 10 users (including those

10 users).

- TWITTER [83,85]: The contact network among the friends of 1000 users (including those

1000 users).
- SLASHDOT [83,84]: The network contains friend/foe links between the users of Slashdot.

- Hicas [30,83]: The Higgs data set has been collected upon monitoring the spreading
processes on Twitter before, during and after the announcement of the discovery of a new

particle with the features of the elusive Higgs boson on July 4, 2012. Nodes correspond to
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the authors of the collected tweets and edges represent the followee/follower relationships

between them.

In the context of infectious disease propagation, we consider the following two contact

networks:

- High school network [131]: The contact network observed at a US high school during a
typical school day. The dataset covers 762,868 interactions between students, teachers,
and staff. Each interaction between two individuals is characterized by their identifi-
cation numbers as well as the duration of the interaction. Two individuals could have
multiple interactions throughout the day, and we sum the durations of these interactions
to calculate the total contact time between these two individuals over the whole day. We
proceed by sampling a static graph out of this dataset, by assigning an edge between
nodes u and v with probability t,,/tm.x Where t,,, denotes the total contact time between
nodes v and v throughout the day and %, denotes the maximum total contact time

observed in the dataset.

- Hospital network [141]: The contact network observed in a short stay geriatric unit of a
university hospital in Lyon, France. The dataset covers five days of interactions between
professional staff members and patients. Similar to the high school network, we compute
the total contact time between two individuals (over the span of five days), then we
sample a static graph out of the dataset, by assigning an edge between nodes u and v

with probability t,,/tmax-

More details on the networks, including their clustering coefficients are given in Figure 9.8.

We assume that all edges are unidirectional.

9.7.1 Methods

To conduct a fair comparison between the formalism given in Section 9.5.A and the single-type

bond percolation framework, we fix the parameters of the transmissibility matrix T' and the
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mutation matrix g, hence fixing p (T'y) and Tgp (according to (9.9)). We vary the mean degree,
denoted A, for each of the contact networks between 1 and 10. For each value of \, we remove
a random subset of edges such that the resulting network is of mean degree \ (approximately).
Note that the random removal of edges would indeed lower the clustering coefficient of the
network, however, the resulting subgraph would remain highly clustered compared to random
networks with the same mean degree (see Figure 9.8). In other words, the sampled networks
still exhibit specific structural properties that distinguish them from synthetic contact networks
generated randomly by the configuration model (with Poisson degree distribution of the same

mean degree). After the mean degree is adjusted, the process proceeds similar to Section 9.6.B.

9.7.2 Results

In Figure 9.9, we plot the probability of emergence for the four contact networks shown in
Figure 9.8. We compare the results obtained by computer simulations with those obtained by
the multiple-strain formalism (Section 9.5.A) and the single-type bond-percolation framework.
We set 171 = 0.2, T5, = 0.5, and p17 = pieg = 0.75. It follows that Tgp = 0.4 according to (9.9).

Similar to our observations on random networks (Section 9.6.E), the single-type, bond-
percolation framework provides significantly inaccurate predictions on the probability of emer-
gence, should the underlying process entail evolution. The limitation is universal as it ap-
plies to both random and real-world networks. Section 9.9 explains the intuition behind our
observations. In contrast, the multiple-strain formalism provides remarkably accurate predic-
tions, especially on contact networks with low clustering coefficient. Note that the multi-type
branching framework assumes that the underlying graph is tree-like; an assumption that holds
for networks with small clustering coefficient. Hence, one could reasonably argue that the

multiple-strain formalism would provide high prediction accuracy on such networks.
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9.8 Co-infection controls the order of phase transition

The preceding discussion considers the case when co-infection is not possible, hence each in-
fected host either carries strain-1 or strain-2, but not both. However, humans, animals, plants,
and other organisms may become co-infected with multiple pathogen strains, causing major
consequences for both within- and between-host disease dynamics [4,9,25,31,126,139]. For in-
stance, in the case of human malaria, the majority of infected adults are simultaneously infected
by more than five strains of Plasmodium falciparum [4,90]. The competition and interaction
patterns between the resident strains trigger significant ramifications of the disease dynamics.
Also, the aggregate virulence experienced by the co-infected host could be higher than the most
virulent strain, or lower than the least virulent strain, or anywhere in between [4,23,81,140].
Co-infection also applies in the context of information propagation. Observe that with the
growing number of news outlets, we may come across various variants of information on social
media platforms. Similar to the case of infectious diseases, these variants may reinforce or
weaken each other based on whether they share the same bias or not.

In this section, we seek to shed the light on the effects of co-infection on information/disease
propagation. In particular, we investigate the extent to which co-infection dynamics could
enhance or suppress the scale of epidemics. Of particular interest is whether co-infection could
change the order of phase transition from second-order (as it is the case with most epidemic
models) to first-order, leading to a phenomenon that is commonly described as avalanche
outbreaks [21]. To that end, we extend the multiple-strain model given in Section 9.4 to account
for co-infection. In particular, a susceptible individual who comes into infectious contacts
with type-1 and type-2 hosts simultaneously becomes co-infected and starts to spread the co-
infection. Henceforth, we consider the case when the co-infection has its own transmissibility
T., and does not mutate back to either strain-1 or strain-2. In other words, a co-infected host
infects each of her neighbors independently with probability T.,, and infected neighbors are

deemed co-infected with probability 1.
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As with Section 9.6, we consider contact networks with Poisson degree distribution and
Power-law degree distribution with exponential cutoff, respectively. For both cases, we set
Ty = 0.2, Ty = 0.5, and 11 = p92 = 0.75. Moreover, we set the network size to 2 x 10% and
the number of independent experiments for each data point to 5 x 103. To illustrate how co-
infection dynamics control the order of phase transition, we simulate and compare the process

for two values of T,,, namely T., = 0.1 and T,, = 0.8. Finally, we plot the epidemic size,

BP

co

denoted by s for a single-strain, bond-percolated network [111].
In all cases, co-infection emerges at the phase transition point that characterizes an epidemic

of strain-1 and strain-2, i.e., the mean degree for which p(M) = 1, where M is given by

M:(W) A Hi1 o M2

0 To| [p21 po22

As seen in Figure 9.10, a first-order phase transition is observed on both contact networks
when T,, = 0.8 due to the corresponding first order transition of S.,. In particular, the value
of S,, jumps discontinuously from zero to (approximately) the corresponding value of SBF for
a single-strain, bond-percolated network with T,, = 0.8. Hence, a first-order phase transition
is observed. In general, we conjecture that a first-order phase transition emerges whenever T,
is large enough such that SB” > 0 at the critical point p(M) = 1. If, however, T,, is small
such that SBP = 0 when p(M) = 1, then a second-order phase transition is observed. This is
confirmed by our simulation results for the case when T,, = 0.1.

In order to validate the order of phase transition when 7., = 0.8, we conduct an extensive
simulation study around the phase transition point on both contact networks. In Figure 9.11,
we set the number of nodes n to 15 x 10° (to alleviate finite size effects) and the number
of experiments to 10* for each data point. We use the same parameters that were used to
generate Figure 9.10, i.e., T} = 0.2, T3 = 0.5, and p1; = poo = 0.75. Our results confirm that
the phase-transition is indeed first order on both contact networks. In fact, the value of S,

jumps discontinuously to (approximately) the corresponding value of SZ¥ with T, = 0.8.
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9.9 Correlations of infection events

We have shown that the inability of the single-type bond-percolation framework to predict the
probability of emergence is universal; it is observed on both random and real-world contact net-
works. The universality of the behavior suggests that single-type bond-percolation framework
does not properly capture a fundamental property of spreading processes that entail evolution.
Below, we argue that this property is stemming from the underlying correlations between the
infection events of the multiple-strain model. For reasons that will become apparent soon, it is
useful to draw parallels between the multiple strain model proposed by Alexandar and Day [3]
and the single-strain model proposed by Newman in [111].

In [111], Newman proposed a stochastic SIR model where the probability that an infected
node ¢ infects a susceptible node j is given by T;; = 1 — exp(—0;;7;), where (;; denotes the
rate of infectious contacts from node ¢ to node j and 7; denotes the infectious period of node
1, i.e., the period of time during which node ¢ remains infective. The infectious period 7; is
a random variable with a Cumulative Distribution Function (CDF) F;(u), and the infectious
contact rate f3;; is also a random variable with a CDF Fj(v). Newman claimed that under
the assumptions that i) the infectious contact rates between individuals are independent and
identically distributed (i.i.d) and that ii) the infectious periods for all individuals are also i.i.d.,
the spread of a diseases on a contact network is isomorphic to a bond-percolation model on

the contact network with a bond percolation parameter given by
T (T =1 / ¢ dF5(B)dF, ()
0

where T' was called the transmissibility of the disease. The isomorphism to a bond-percolation
problem allowed for the use of generating functions to derive the threshold, probability, and
final size of epidemics on a contact network with arbitrary degree distributions.

Later on, Kenah and Robins [78] proved that this isomorphism to a bond-percolation prob-

lem is valid only when the distribution of the infectious periods is degenerate, i.e., 7, = 7
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for all « = 1,2,..., where 7y is a constant. Kenah and Robins showed that when the distri-
bution of the infectious periods is non-degenerate, there is no bond-percolation probability
that will make the bond-percolation model isomorphic to the SIR model. The fundamental
reason behind their findings is the fact that the infection events across edges emanating from
node ¢ are conditionally independent given 7;, but marginally dependent unless 7, = 79 with
probability one. That said, Kenah and Robins showed that even when the distribution of the
infectious periods is non-degenerate, the mapping to a bond-percolation process can still be
used to accurately predict the epidemic threshold and epidemic size.

The multiple-strain model presented by Alexander and Day exhibits a similar form of corre-
lations between infection events. In particular, infection events are conditionally independent
given the type of the infective node. Namely, conditioned on node ¢ being infected with strain-
¢, node 7 infects each of her neighbors independently with probability T,. However, infection
events are marginally dependent, unless T; = Ty for all ¢ with probability one; a condition that
essentially reduces the dynamics to that of single-strain processes without evolution. To give
an example, consider a regular network, where each node has exactly 2 neighbors. Let T} =1
and f11 = p21 = p. In this case, we have Tgp = u + To (1 — ). Now, we can easily compute
the probability that an infection of a randomly selected node results in an outbreak of size one.
Under the bond percolation framework, this is given by (1 — Tgp)> = (1 — p — To (1 — ).
However the multiple-strain formalism predicts a zero probability for this event, should the
initial node be infected with strain-1. Indeed, the probability predicted by the bond percola-
tion framework will match the one predicted by the multiple-strain formalism only if 75 = 1
or i = 1; a condition that diminishes the role of evolution and reduces the dynamics into that

of single-strain processes.

9.10 Conclusion

In this chapter, we have investigated the evolution of spreading processes on complex networks

and developed a mathematical theory that unravels the relationship between the characteristics
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of the spreading process, evolution, and the structure of the contact network on which the
process spreads. Our mathematical theory was complemented by an extensive simulation
study on both random and real-world contact networks. The simulation results proved the
validity of our theory and revealed the significant shortcomings of the classical mathematical
models that do not capture evolution. A matching condition between single- and multiple-
strain models was proposed and evaluated in the context of probability of emergence, epidemic
size, and epidemic threshold. Under the proposed matching condition, our results revealed
that the classical bond-percolation models may accurately predict the threshold and final size
of epidemics that entail evolution, but their predictions on the probability of emergence are
significantly inaccurate on both random and real-world networks. Hence, our formalism is
necessary to bridge the disconnect between how spreading processes propagate and evolve on
complex networks, and the current mathematical models that do not capture evolution.

We proceeded by deriving a lower bound on the probability of emergence to gain further
insights on the effects of mutation. The bound was derived for the special case of one-step
irreversible mutation. Our results revealed that the probability of mutation plays a key role in
determining the shape and behavior of the probability of emergence. Moreover, the way the
particular value of x influences the probability of mutation varies according to the connectivity
of the underlying contact network. Finally, we considered the case when co-infection is possible
and showed that co-infection dynamics control the order of phase transition in an interesting
way. In particular, depending on co-infection dynamics, the order of phase transition of the
epidemic size could change from second-order to first-order, in contrast to the universality class

of percolation models that are typically second-order.
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Figure 9.9: The probability of emergence on real-world contact networks. In the
context of information propagation, we consider four contact networks sampled from SNAP
data sets [83]: (a) Facebook network, (b) Twitter network, (c) Slashdot network, and (d) Higgs
network. In the context of infectious disease propagation, we consider two contact networks:
(e) High school contact network and (f) Hospital contact network. We set Ty = 0.2, T, = 0.5,
p11 = oo = 0.75 (hence Tgp = 0.4) and vary the mean degree, denoted \, from 1 to 10. For
each value of A, we remove a random subset of edges such that the resulting graph is of mean
degree )\ (approximately). The sampled networks still exhibit higher clustering coefficient as
compared to random networks with the same mean degree. The single-type bond-percolation
framework provides inaccurate predictions o e probability of emergence, in contrast to the
multiple-strain formalism given by Alexander and Day [3].
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Figure 9.10: Co-infection dynamics determine the order of phase transition. We
set Ty = 0.2, To = 0.5, and p1; = pee = 0.75 for all subfigures. The network size n is
2 x 10% and the number of independent experiments for each data point is 5 x 10®. Blue circles
denote the average total epidemic size S and red stars denote the average total epidemic size
S conditioned on S., being greater than zero, i.e., conditioned on the existence of a positive
fraction of co-infected nodes. Blue plus signs, orange triangles, and yellow squares denote
the fraction of nodes infected with strain-1, strain-2, and co-infection, respectively. The black
dashed-line denotes the epidemic size for a single-strain, bond-percolated network with Tp,,

e., SBY . (a) and (c): A first order phase transition is observed when T,, = 0.8 owing to the
corresponding first order transition of S.,. Co-infection emerges at the phase transition point
that characterizes an epidemic of strain-1 and strain-2. At this point, the value of S, jumps
discontinuously to (approximately) the corresponding value of SBY with T,, = 0.8. Observe
that SBF > 0 at the transition point, hence, a first-order phase transition is observed. (b) and
(d): Co-infection still emerges right at the phase transition point. However, since Ty, is small,
SBP — () at the transition point. Hence, a second-order phase transition is observed.
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Figure 9.11: Validating the order of phase transition. We set the network size n to
15 x 10%, the number of independent experiments for each data point to 10*, T, = 0.2, T, = 0.5,
and 111 = p9e = 0.75. Our results confirm that the phase-transition is indeed first order on both
contact networks. The value of S,, jumps discontinuously to (approximately) the corresponding

value of Sf,P with T,, = 0.8.
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Chapter 10

The multiple-strain model on random graphs

with clustering

10.1 Motivation

In Chapter 9, we considered the propagation of spreading processes entailing evolutionary
adaptations on contact networks modeled by random graphs with arbitrary degree distribu-
tion (generated by the configuration model [100,115]). We started by considering the case
where co-infection with multiple pathogen strains is not possible. In this case, we developed a
mathematical theory that predicts the expected epidemic size and epidemic threshold point as
functions of the underlying network structure (as given by the degree distributions), the char-
acteristics of the spreading process (the transmissibility matrix), and evolutionary adaptations
(the mutation matrix). We then considered the case where co-infection is possible, and showed
via computer simulations that co-infection could lead the order of phase transition to change
from second-order (as with the universality of percolation models) to first-order.

Although random graphs generated by the configuration model could resemble the degree
sequences observed in real-world social networks, they have a vanishingly small clustering
coefficient that tends to zero in the limit of large network size. Hence, the random graphs
generated by the configuration model can not accurately capture some important aspects of
real-world social networks, most notably the property of high clustering [132,144], which has

a significant impact on the behavior of various spreading processes [70, 72].
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To better model real-world social networks that are typically clustered, we utilize a model
that generates random networks with clustering as introduced by Miller [97] and Newman [109],
i.e., graphs are generated randomly from given distributions specifying the number of single
edges and triangles for any given node. Our objective is to investigate the characteristics of
spreading processes that entail evolutionary adaptations on such random graph models with
tunable clustering. We focus on the case where co-infection is not possible, and derive a
mathematical theory that predicts the epidemic threshold and the probability of emergence
as functions of the characteristics of the spreading object, the evolutionary pathways of the
pathogen /information, and the structure of the underlying network as given by the joint degree

distribution of single-edges and triangles.

10.2 A roadmap

We investigate the evolution of spreading processes, such as infectious diseases or information,
in clustered social networks, hence we extend our previous results for the case when the un-
derlying graph had a vanishingly small clustering coefficient. Our objectives are to i) reveal
the role of evolutionary adaptations on the threshold and probability of epidemics when the
network exhibits a non-vanishing clustering coefficient; as well as ii) identify the interplay be-
tween the structural properties of the network (as given by the the joint degree distribution of
single-edges and triangles) and evolutionary adaptations. Our results are given in the form of
a mathematical theory that accurately predicts the epidemic threshold and the probability of
emergence as functions of the characteristics of the spreading process, the evolutionary path-
ways of the pathogen (respectively, information), and the structure of the underlying contact
network (as given by its joint degree distribution of single-edges and triangles). Simulation

results on synthetic networks are also provided to verify our theory.
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10.3 Model definitions

We consider the propagation of spreading processes characterized by the (inhomogeneous)
multiple-strain model (see Chapter 9.4.2) on random graphs with clustering as proposed by
Miller [97] and Newman [109]. The model is considered as a generalization to the standard
configuration model [100,115] that generates random graphs with arbitrary degree distribution,
but a vanishing clustering coefficient. Note that the level of clustering associated with a network
could be quantified in different ways, but here we focus on the notion of global clustering

coefficient as defined in [112]. Namely, the global clustering coefficient is defined as

3 x number of triangles in the network

C =
global number of connected triples

where a connected triple means a single vertex connected by edges to two others.

The algorithm used to generate random graphs with clustering is defined as follows. Con-
sider a joint degree distribution {pst}:i:o that specifies the probability that an arbitrary node
has s single-edges and is part of ¢ triangles. Note that if a node has s single-edges and is
part of ¢ triangles, then its degree is s + 2t since each triangle adds two edges connecting the
node to the other end nodes of the triangle. Essentially, in this model, triangles are treated
separately from single-edges. Note that we can think of s as the number of single stubs and ¢
as the number of corners of triangles. In order to create the network, we choose pairs of single
stubs uniformly at random and join them to make a complete edge between two nodes, and
also choose trios of corners of triangles at random and join them to form a triangle. Indeed,

the total degree distribution in the network could be obtained through {ps}.,_, as follows.

Pr = g pst(sk,s—i—Qt
st

where p;, denotes the probability that an arbitrary node is of degree £ and 9;; is the Kronecker

delta function. In contrast to the standard configuration model, where Cgiona approaches
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zero in the limit of large network size, the quantity Cgiopa is positive for networks generated
according to the above algorithm implying the existence of a non-trivial clustering in the
network.

One aspect of particular importance is the joint degree distribution of a node that we
arrive at by following a single-edge selected uniformly at random. Note that the joint degree
distribution of this node is not simply given by py since the node under consideration is
known to have at least one single-edge that was traversed to reach it. In this case, the joint
distribution would be proportional to the number of single-edges assigned to this node (the
more single-edges it has, the more likely that we arrive at it when traversing a randomly
selected single-edge). Namely, the joint degree distribution in this case would be given by
spst/(s), where (s) =, sps ensures proper normalization. Put differently, with probability
spst/(s), the node has s — 1 remaining single-edges (because one single-edge was already used
to reach it) and ¢ triangles. Similarly, we can show that the joint degree distribution of a node
that we arrive at by following a triangle selected uniformly at random is given by tps:/(t),
where (t) = >, tps-

In the following section, we derive the probability of emergence and epidemic threshold for
spreading processes governed by the multiple-strain model on random graphs with clustering.
Our mathematical theory reveals the interplay between the structure of the underlying contact
network (as given by its joint degree distribution), the characteristics of the spreading process
(as given by the transmissibility matrix T'), and the evolutionary pathways (as given by the

mutation matrix p).

10.4 Theoretical results

We consider a branching process that starts by selecting a node uniformly at random and
infecting it with a particular strain, then exploring all the neighbors that are reached and
infected due to this node. The process continues recursively until the branching terminates.

Our method relies on using the generating functions approach to characterize the distribution
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of the resulting number of nodes that received the infection due to the spreading process. In
what follows, we use the term type-i node to denote a node that is spreading strain-i, i.e., a
node that has received an infection with a strain that has eventually mutated to strain-¢ prior
to subsequent infections. We focus on the case where m = 2, i.e., there are only two strains
propagating in the population, yet it is straightforward to extend our theory to the general
case of m strains.

Let h;(x) (respectively, g;(x)) denote the probability generating function of the number of
finite nodes reached and infected by following a randomly selected single-edge (respectively,
triangle) emanating from a type-i node. In addition, let Q;(x) denote the probability generating
function of the number of finite nodes reached and infected by selecting a node uniformly at
random and making it type-7.

Observe that
Qi(z) =2 parhi(x) gi(t) (10.1)
s,t

where p,; denotes the joint degree distribution of single-edges and triangles. The validity of
(10.1) could be seen as follows. The term z stands for the node that is selected randomly and
given the infection as the seed of the process. Note that this node has a joint degree (s,t)
with probability p,;. Since this node is type-i, the number of nodes reached and infected by
each of its s single-edges (respectively, each of the ¢ triangles) has a generating function h;(z)
(respectively, g;(z)). From the powers property of generating functions [115], the total number
of nodes reached and infected in this process when the initial node is type-i and has joint degree
(s,t) has a generating function h;(x)%g;(z)". As we average over all possible joint degrees (s, ),

we obtain (10.1). In what follows, we obtain expressions for the terms hy(z), ha(x), g1(x), and

92().
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10.4.1 Deriving hi(z) and hy(x)

We start by deriving an expression for hy(z). Note that hy(x) denotes the probability generating
function of the number of finite nodes reached and infected by following a randomly selected
single edge emanating from a type-1 node. Observe that if this edge is not occupied (an event
which happens with probability 1 — 77), then no node whatsoever would receive the infection
following this edge (leading to a term (1 — T})z" in the generating function for hy(z)). If this
edge is occupied (an event that happens with probability 77), then the current node must have
received an infection with strain-1, and it would either become type-1 if the pathogen does
not mutate (an event that happens with probability p1) or type-2 if the pathogen mutates to
strain-2 (an event that happens with probability u12). Averaging over all possible mutation

outcomes, we get

hifw) =1 =Ty + Ty (uu > T @) )+ me Y7 h?(x)5192(95)t> (102)

s,t s,t

The validity of (10.2) could be seen as follows. When the node under consideration receives
the infection (which happens when the edge is occupied), the number of nodes reached and
infected will be one plus all the nodes reached and infected due to the particular node under
consideration. This node could be type-1 with probability p;; or type-2 with probability pqs.
In either case, the probability that this node has a joint degree (s,t) would be given by sps./(s)
since it is already known that this node has at least one single-edge. Since this node has already
utilized one of its single-edges to connect to its parent, it has s — 1 remaining single-edges and
t triangles that it could utilize to spread the infection. When the node is type-1 (respectively,

type-2), the powers property of generating functions readily implies that the number of nodes

1 t

(respectively,

reached and infected due to this node has a generating function hq(z)* g (x)

ho(2)51ge(z)"). Averaging over all possible joint degrees and node types gives (10.2). Similarly,
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we derive an expression for hy(x) as follows.

ha(w) = 1= Ty + Tz (um > @) @) 4 e Y %hxw“gm) (103)

s,t s,t

10.4.2 Deriving ¢;(z) and g»(x)

The situation becomes more challenging as we consider triangles since we need to jointly

consider the status of the two end nodes of a triangle. Note that a triangle emanating from

a type-i node could have several possible configurations. A graphical illustration of these

different configurations is given in Figure 10.1 for the case when the triangle is emanating from

a type-1 node. In general (when the parent node is of type-i), we have
1. C1 - Both end nodes were not infected. This configuration occurs when the parent

node fails to infect both end nodes, i.e., when both edges are not occupied, an event
happening with probability (1 — Ti)Q.

2. C2 - One end node was infected and has become type-1. This configuration
occurs when i) the parent node infects one of the end nodes which later becomes type-1,
and ii) neither the parent node nor the infected end node succeed in infecting the other
end node. Hence we have 27,1 (1 — T;) (1 — 1) as the associated probability, where the
multiplication by 2 is due to symmetry, i.e., either of the two end nodes could be the
infected node.

3. C3 - Both end node were infected and have become type-1. The configuration
occurs when i) the parent node infects both end nodes and they later become type-1, or
the parent node infects one of the two end node (say the left node) but fails to infect
the other end node (say the right node) which later gets infected due to the left node.
Hence, the probability for this configuration is (Tiuﬂ)z + 2T (1 —T;) T pq1. Note that
the multiplication by 2 is due to symmetry.

4. C4 - One end node was infected and has become type-2. Similar to C2, the

probability of this configuration is 27;u;s (1 — T3) (1 — T3).
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(a) (b) () (d) () (f)

Figure 10.1: Different possible configurations for a triangle emanating from a type-1
node. Type-1 nodes are highlighted in blue, while type-2 nodes are highlighted in red. The
two ends nodes could be in one of several configurations. Namely, (a) both end nodes are not
infected, (b) one end node is type-1, (¢) both end nodes are type-1, (d) one end node is type-2,
(e) both end nodes are type-2, and (f) one end node is type-1 while the other end node is

type-2.
5. C5 - Both end node were infected and have become type-2. Similar to C3, the
probability of this configuration is (Ti,uiQ)Q + 2T 0 (1 = T;) Topuos.
6. C6 - Both end node were infected, one of them has become type-1, and the
other has become type-2. This configuration occurs when i) the parent node infects
both end nodes, then one of them becomes type-1 and the other becomes type-2, or ii)
the parent node infects only one node that later becomes type-1 (or type-2) and infects

the other. Hence, the probability of this configuration is given by
2 (Tf,uﬂﬂz'z + Tipin (1 = T;) Thpao + Tiprin (1 = T5) T2M21)

where the multiplication by 2 is again due to symmetry.
Let ¢;; denotes the probability of the jth configuration when the parent node is type-i for

1=1,2and 7 =1,...,6. We then have

9i(z) = ca + cpx Z tg;thl(m)sgl@)tl +Ci3 <I Z %hl(x)sgl (95)t1> + (10.4)

CigT Z %hﬂfﬂ)sgﬂﬂtl + 5 (m Z tgzt h2(5’3)892($)t1> +

Ci6 <$ Z tg;thl(x)sgl(x)t_l> <$ Z tg;t hQ(QU)SgQ(x)t_1>

s,t s,t
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for i = 1,2, where the validity of (10.4) could be seen as follows. With probability ¢;;, the
triangle is in configuration C1, hence, both end nodes are not spreading any infection. This
leads to a term ¢;;2° in the generating function. Next, with probability c;s (respectively, c¢;4),
the triangle is in configuration C2 (respectively, C4), in which case the degree distribution of
the infected node would be given by tpg/(t) since it is already known that this node has at
least one triangle. Since this node has already utilized one triangle to connect to its parent, it
can only utilize the remaining ¢t — 1 triangles and s single-edges to infect its neighbors. Using
the powers property of the generating functions, along with the fact that in this configuration
the node under consideration is type-1 (respectively, type-2), the generating function for the
number of subsequent infections would be given by hy(z)%g;(x)!! (respectively, ho(x)%go(z)!1).
For configuration C3, C5, and C6, the two end nodes are spreading the infection, yet to two
independent sets of other nodes, hence we could utilize the powers property of generating

functions to get the corresponding terms.

10.4.3 Threshold and probability of epidemics

Recall that Q;(x) gives the probability generating function for the number of finite nodes
reached and infected by selecting a node uniformly at random and making it type-i. By
conservation of probability and the definition of generating functions, we know that @;(1) =1
only if the final number of infected nodes is finite with probability one. Hence, when the
process starts with a type-i node, an outbreak would emerge only if Q;(1) < 1. Put differently,
the term 1 — Q;(1) gives the probability of emergence, i.e., the probability that the process
(starting with a type-i node) leads to an infinite component of infected nodes.

Note that in order to compute 1 — @;(1), we need to obtain the fixed point of the recursive
equations (10.2 - 10.4) at # = 1, then report the resulting values of hy(1), ha(1), g1(1), and
g2(1) back into (10.1). For notational simplicity, define hy := hy(1), hy := ha(1), g1 := g1(1),
and gy := go(1). Clearly, the set of equations (10.2 - 10.4) admit a trivial fixed point h; =

hy = g1 = g» = 1. Substituting back into (10.1) gives 1 — Q;(1) = 0, i.e., all infected

262



components are of finite size and no outbreak emerges. In order to check the stability of this
trivial solution, we linearize the set of equations (10.2 - 10.4) around z = 1, and compute the
corresponding Jacobian matrix J = [J;;]. If the largest eigenvalue of the Jacobian matrix (in
absolute value), denoted o(J), is less than one, then the trivial solution is stable, leading to a
zero probability of emergence. However, if o(J) > 1, then there exists another stable solution
with hq, ha, g1, g2 < 1, leading to a positive probability of emergence, i.e., 1 — @Q;(1) > 0. Put

differently, a phase transition occurs if

o(J)>1

In what follows, we show the form of the Jacobian matrix J. For notational simplicity, let

ps S5— pS 5
fi(hiheyg1,92) =1 —T1 + Tz (#112 py! +M12Z ! )
fahisha, g1,92) =1 =To + Tow | o Z pSths L9t + iz Z %hg_lgé

7 () 7 ()
2
st s 1 sty s o
fs(ha, ha, g1, g2) = c1 + 01233'2 <T>th’lgi et (QJZ <T>th1gi 1) +
st s,t

2
pSt s t 1 tpSt s t—1
614ZEZ h + c15 (mz <t> h292 ) +

s,t
tpS s — tps S
Ci6 (xz <t>thlgi 1) (‘IZ <t>th2 g 1)
st s,t

2
tps s t— tps s t—
fa(ha, ha, g1, g2) = ca1 + 02233'2 <T>thlgi Lo (JEZ <T>th1gi 1) +
s,t s,t

2
IDst | IDst s 4
024952 th 2 1+¢25< Z <t>th29§ 1) +

s,t
tpS s — tps S
C26 (xz <t>thlgi 1) (‘IZ <t>th2 é 1)
st st
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We have

0
fi(hla ha, g1, 92)

Ty =
! ohy hi=h2=g1=g2=1
B R,
2 — 8h2 i\n1, N2, g1, g2 hi—ha—g1=ga=1
0
Ji =57 Ji h >h » Y1,
3 8g1f< 1,12, g1 92) T
0
Ji =357 Ji h 7h ) )
4 ag2f( 1, ha, g1, 92) b gt

fori =1,2,3,4. It follows that

_T1,u11<522;<5> T1M12<822;<s> Tl,ullg T1M12<<it>>
J = Taptas <822;<S> TQ“22<8225_>(5> TQU?l% T2M22%
dl% d2% d, <t22;<t> d <t22; )

| d A s g,

with

di = cip + 2¢13 + ci6
dg = Cy4 + 2015 + Ci6
d3 = C92 + 2023 + Cog

d4 = Co4 + 2025 + Cog

10.5 Numerical results

In this section, we aim to validate our theoretical results using computer simulations. We focus

on the case where m = 2, i.e., there are only two strains propagating in the population and
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consider the following parameters for the multiple-strain model:

T 02 0 i . 0.75 0.25

0 0.5 0.25 0.75
Unless otherwise stated, we start the process by selecting a node uniformly at random and
infecting it with strain-1. The node infects each neighbor independently with probability T;.
Each of the infected neighbors mutate independently to strain-1 with probability g1, or to
strain-2 with probability p15. As the process continues to grow, both strains might exist in the
population. An intermediate node that becomes infected with strain-i would mutate to strain-1
with probability p;1, or strain-2 with probability p;e, for + = 1,2. When cycles start to appear,
a susceptible node could be exposed to multiple infections at once. If a node is exposed to
x infections of strain-1 and y infections of strain-2 simultaneously, the node becomes infected
with strain-1 (respectively, strain-2) with probability z/(x + y) (respectively, y/(z + y)) for
any non-negative constants x and y. A node that receives infection at round ¢ mutate first
(by the end of round ) before it attempts to infect her neighbors at round i 4+ 1. The node is

considered recovered at round 7 + 2, i.e., a node is infective for only one round.

The underlying contact network is modeled by random graphs with clustering, where the
joint degree sequence p,; is given by the doubly Poisson distribution, i.e., the number of single-

edges and triangles are independent and they follow a Poisson distribution. Namely, we set

L )
s! t

DPst = € s,t=1,...

with Ay and \; denoting the mean number of single-edges and triangles, respectively. Note
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that in this case, the Jacobian matrix is given by

TipAs TipnaAs Tipna
ToporAs TopoaNs Topior N

T oA

T2M22/\t

(10.5)

dy A da s dq M da

d3As dAs d3Ae daAe

10.5.1 Threshold and probability of epidemics

In Figure 10.2, we consider the cases when i) Ay = A\ = A while A varies from 1 to 10 and ii)
As = A/2, Ay = X\ while X varies from 1 to 10 . For each value of A, we obtain the empirical
probability of emergence. In particular, we set the network size n to 2 x 10° and perform
15,000 independent experiment per each data point. The empirical probability of emergence is
given by the fraction of experiments for which an outbreak emerges. In addition, we compute
the critical value of A for which (10.5) has a spectral radius of one, i.e., o(J) = 1, to mark
the phase transition point. Our theoretical results on the probability of emergence and phase
transition point are in excellent agreement with simulation results. We also show the expected

epidemic size S obtained by the simulations.

10.5.2 Impact of clustering

In order to better understand the impact of clustering, we consider a joint degree distribution
that allows us to control the level of clustering, while keeping the mean total degree fixed.
In particular, we set the distribution of the number of single-edges as 2 Poi (%)\) and the
distribution of the number of triangles to Poi (%)\) where ¢ € [0,4]. Note that in this case,
the degree distribution (singles-edges plus triangle-edges) is given by 2 Poi (%)\) +2 Poi (g)\)
This ensures that as ¢ varies, both the mean and the variance of the degree distribution remains

constant, allowing us to focus only on the effect of clustering.

Observe that when ¢ = 0, there will be no triangles in the network and its clustering
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Doubly Poisson Distribution: Ay = A\ = A . Doubly Poisson Distribution: A; = A/2, A = A
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Figure 10.2: The probability of emergence on contact networks with doubly Poisson
distribution. The network size n is 2 x 10% and the number of independent experiments for
data point is 15,000. Blue plus signs denote the empirical probability of emergence while the
red line denotes the theoretical probability of emergence according to our analysis. The brown
circles denote the expected epidemic size. (a) We set A\ = \; = A\ and vary A from 1 to 10. (b)
We set Ao = A/2 and \; = X and vary \ from 1 to 10. Our experimental results are in excellent
agreement with our theoretical results.

coefficient will be close to zero, however, when ¢ = 4, there will be no single-edges in the
network, hence it would consist only of triangles with a clustering coefficient close to one.
Put differently, the parameter ¢ controls the level of clustering, as ¢ increases, the clustering
coefficient of the network also increases. In Figure 10.3, we consider three different values for
the parameter ¢, namely, ¢ = 0.01, ¢ = 2.00, and ¢ = 3.99, respectively to illustrate the impact
of the clustering coefficient on the probability of emergence and the epidemic threshold. Our
results reveal that high clustering i) increases the threshold of epidemics and ii) reduces the
probability of emergence around the transition point. These conclusions are in the same vein

with the ones given in [168] for clustered networks.

10.6 Conclusion

In this chapter, we investigated the propagation of spreading processes governed by the multiple-

strain model on random graphs with clustering. We presented a mathematical theory that ac-
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Figure 10.3: The impact of clustering. The network size n is 2 x 10° and the number of
independent experiments for data point is 10*. Blue circles, red squares, and gray triangles
denote the empirical probability of emergence when ¢ = 0.01, ¢ = 2.00, and ¢ = 3.99, respec-
tively. Our experimental results show that high clustering increases the threshold of epidemics
and reduces the probability of emergence around the transition point.

curately predicts the threshold and probability of epidemics as functions of i) the structure of
the underlying network (as given by the joint degree distribution of single edges and triangles),
the characteristics of the spreading process (as given by the matrix T'), and the evolutionary
pathways of the underlying pathogen /information (as given by p). Our theoretical results were
complemented with numerical results on synthetic networks to confirm their validity and reveal
the impact of clustering on the threshold and probability of epidemics. It was shown that high
clustering increases the epidemic threshold and lowers the probability of emergence around the

phase transition point.
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Part 1V

Concluding Remarks and Future Work
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Chapter 11

Concluding Remarks

In this thesis, we have focused on two specific application areas of random graph theory,
namely, i) modeling secure connectivity of large-scale wireless sensor networks utilizing ran-
dom predistribution of cryptographic keys, and ii) modeling real-world social networks. Since
each application area poses its unique research problems, we tackled each of them separately.
In the first part of the thesis, we focused on the former area and proposed several inhomoge-
neous random graphs to model the secure connectivity of large-scale wireless sensor networks.
In particular, we proposed a novel composite random graph obtained by the intersection of
inhomogeneous random key graphs with Erdos-Rényi graphs as a model for a large scale wire-
less sensor network secured by the heterogeneous random key predistribution scheme under a
uniform on-off channel model. We derived scaling conditions on the model parameters so that
with high probability i) the network has no isolated nodes, ii) is connected, iii) the minimum
node degree is no less than k, and iv) the network is k-connected. We then proceeded by con-
sidering a more realistic channel model, namely, the heterogeneous on-off channel model where
the wireless link availability between two nodes is determined based on their respective classes.
This led to a novel composite random graph model formed by the intersection of inhomogeneous
random key graphs with inhomogeneous Erdds-Rényi graphs. We derived scaling conditions
on the model parameters such that with high probability i) the network has no isolated nodes,
and ii) is connected. Finally, we proposed inhomogeneous random K-out graphs as a novel
modeling framework for secure connectivity of large-scale wireless sensor networks secured by a

heterogeneous variant of the random pairwise key predistribution scheme. We investigated the
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connectivity of the model and presented the conditions needed to make the graph connected.

In the second part of the thesis, we looked at random graphs as models for real-world
social networks. We utilized existing random graph models of social networks in order to
investigate the propagation of spreading processes that entail evolutionary adaptations in so-
cial contexts. We considered the propagation of inhomogeneous spreading processes, governed
by the multiple-strain model, on contact networks modeled by i) random graphs with arbi-
trary degree distributions (generated by the configuration model) and ii) random graphs with
clustering. In the context of the former model, we proposed a mathematical theory that char-
acterized the expected epidemic size and the epidemic threshold as functions of the structure of
the underlying contact network, the properties of the spreading process, and the evolutionary
pathways of the propagating object. Extensive simulation results on synthetic and real-world
contact networks were performed to validate our theory and reveal the significant shortcom-
ings of the classical epidemic models that do not capture evolutionary adaptations. In the
context of the latter model, we proposed a mathematical theory that accurately captures the
probability of emergence (the probability that the spreading process would eventually reach a
positive fraction of the nodes) and the epidemic threshold as functions of the structure of the
underlying contact network (which takes clustering into consideration), the properties of the
spreading process, and the evolutionary pathways of the propagating object. Our theoretical
results were validated by a simulation study that also revealed the impact of clustering on the
probability of emergence and the epidemic threshold.

A common takeaway from both parts of the thesis is that homogeneous models are
more resource-efficient than their inhomogeneous counterparts, despite the fact that
the latter facilitate a broader modeling framework that accurately captures real-world networks

and spreading processes.

271



Chapter 12

Future Work

There are many open directions for future work. In the context of the first application area,
namely, modeling secure connectivity of large-scale wireless sensor networks, it would be inter-
esting to analyze the minimum node degree and k-connectivity properties of inhomogeneous
random key graphs intersecting inhomogeneous Erdos-Rényi graphs. The k-connectivity prop-
erty provides reliability guarantees against the failure of some nodes and links and it also
implies that any k£ — 1 sensors are free to move around without causing the network to be dis-
connected. Indeed, such results would provide guidelines on how to dimension the parameters
of the heterogeneous random key predistribution scheme such that the resulting wireless sensor
networks is connected and reliable in the presence of the heterogeneous on-off channel model.

We have investigated the connectivity of inhomogeneous random K-out graphs under full-
visibility, yet the full-visibility assumption is too optimistic and is not likely to hold in real-world
where the wireless media is often unreliable. Hence, it would be interesting to investigate the
connectivity of inhomogeneous random K-out graphs under the uniform and heterogeneous on-
off channel models. The former would amount to the intersection of inhomogeneous random
K-out graphs with Erdos-Rényi graphs, while the latter would amount to the intersection of
inhomogeneous random K-out graphs with inhomogeneous Erdds-Rényi graphs. The overall
model would then provide accurate guidelines on how to design the parameters of the underlying
random pairwise scheme to achieve secure connectivity in the presence of unreliable wireless
media.

Another future direction is to investigate the minimum node degree and k-connectivity
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properties of inhomogeneous random K-out graphs. This would be essential in order to design
secure wireless sensor networks (in the context of random pairwise scheme) that are not only
connected but also reliable against the failure of some nodes and links. In fact, such a study
has already been carried out in [137]. Finally, it would be interesting to propose a variant of
inhomogeneous random K-out graphs where two nodes u and v are adjacent if u selects v and
v selects u. This model would be more realistic in social contexts where two individuals are
considered friends if they both choose to befriend one another.

In the context of the second application area, namely, the role of random graphs in modeling
real-world social networks, it would be interesting to obtain real-world data that captures
the actual progression of a pathogen/information and the evolutionary adaptations that have
occurred throughout the propagation. Such a dataset would allow us to investigate how far off
the predictions of the multiple- strain model are from the actual spreading phenomenon.

In order to accurately model real-world social networks, it would be useful to consider the
propagation of spreading processes governed by the multiple-strain model in clustered, multi-
layer networks. Since people interact with each other in multiple contexts, e.g., work, school,
neighborhood, etc., we could model each context as a layer in a multi-layer network that
captures the contact patterns among individuals in multiple contexts. Since social networks
are known to be highly clustered, we could also generate the layers in such a way that some
(or all) of the layers are clustered. Such a network model is indeed more realistic than the
single-layer model presented in this thesis. Hence, it would better resemble real-world social

networks.
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