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ABSTRACT

Advanced manufacturing has brought networked devices and 3D
printing to the manufacturing domain. While these changes have
increased efficiency, they have simultaneously introduced new secu-
rity risks. For example, networked 3D printers can be exploited by
an attacker to steal proprietary design data, modify safety-critical
parts, or halt operations. Furthermore, attackers can use other com-
promised devices on the network to launch attacks against these
networked 3D printers. In this work, we present C3PO, a network se-
curity assessment tool that systematically identifies security threats
to 3D printers in advanced manufacturing deployments. C3PO iden-
tifies an individual 3D printer’s potential network-based vulnera-
bilities (e.g., determines if encryption is used when transmitting
data). The second phase identifies possible multistage attack paths
for achieving a specific goal on a given network deployment. As
a use case, we applied C3PO to analyze 8 types of 3D printers in
3 real-world deployments to identify network security trends in
commercial 3D printers and provide insights on how to secure these
machines after they are deployed.

CCS CONCEPTS

« Security and privacy — Network security; Vulnerability
scanners.
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1 INTRODUCTION

Manufacturing centers are replacing stand-alone, manually oper-
ated devices with networked manufacturing devices. Additionally,
Industrial Internet of Things (IloT) devices are being deployed
to increase efficiency and provide process insights [16],[23]. This
has increased the need for network security in the manufacturing
domain [25],[28],[46]. For example, Boeing’s airplane production
facility was impacted when networked manufacturing machines
were infected with malware [33].

The manufacturing industry is also incorporating networked
additive manufacturing machines, commonly referred to as 3D
printers. Aviation and other safety-critical applications desire to
utilize 3D printed parts [11], [43]. However, there are concerns
about the safety and security of 3D printed parts due to the potential
for network attacks on 3D printers [10],[22],[63]. Specifically, an
attacker could produce parts with “undetectable” defects (where a
part has the correct outward appearance but significantly different
physical properties) [10]. Additionally, these networked 3D printers
have created new vectors for stealing proprietary data [68] and
disrupting operations by making machines unavailable [59].

Prior work has demonstrated that an attacker can cause a 3D
printer to make “undetectable” defective parts by modifying the

input files [53], [58], [10]. Others have demonstrated that sensitive
data on a 3D printer (e.g., printing instructions) can be accessed by
a network attacker [18]. However, these works have the following
limitations: (1) they only identified a limited set of vulnerabilities on
a 3D printer (e.g., data exfiltration and not defective parts), (2) they
only analyzed 3D printers from a single vendor (currently there
are 50+ vendors [6]), and (3) they did not consider the security
implications of other devices on the network. Thus, a security
assessment tool is needed. Existing tools are insufficient as they
only provide partial coverage of 3D printer vulnerabilities. It is
challenging due to the plethora of 3D printer vendors and their use
of proprietary protocols.

To address these limitations, we developed a security assessment
tool, Connected 3D Printer Observer (C3PO) [1], which systemat-
ically identifies potential security vulnerabilities in deployed 3D
printers that an attacker on the network could use for printing
defective parts, stealing data, or rendering 3D printers unavailable.
C3PO is composed of two parts. One part uses a vendor agnostic
approach for identifying security vulnerabilities on individual 3D
printers, covering key recommendations from industry standards
[24] and best practices [39]. The other part identifies attack paths
an attacker could follow to achieve their attack goals for a given
network deployment and set of 3D printer vulnerabilities (e.g., what
are the security implications of deploying an IIoT camera with a
3D printer?).

C3PO’s individual 3D printer analysis emulates a network at-
tacker and identifies any possible security issue. It performs a se-
curity audit, using a network capture of benign network traffic
to the 3D printer as an input. It inspects this network capture,
looking for security properties (e.g., encryption). Next, it probes
for security vulnerabilities using existing vulnerability scanning
tools that search for susceptibility to known exploits. It continues
its vulnerability search by modifying and replaying legitimate net-
work traffic. Specifically, the network capture is used for generating
fuzzing inputs to identify malicious inputs to the 3D printer ap-
plication. Additionally, multiple iterations of the network capture
are replayed simultaneously to identify potential Denial of Service
(DoS) conditions. The results from each of these tests are used to
identify potential security risks for an individual 3D printer.

As a demonstration of C3PO, we ran the individual 3D printer
analysis on 8 different 3D printer models from 7 vendors, spanning
3D printer costs and printing processes. We found 28 vulnerabilities,
our specific findings are:

o None used authentication or encryption for transferring data
o All 8 were vulnerable to a DoS attack (e.g., SYN flood)

o 6 of 8 exposed unused network services (e.g., open ports)

o 3 of 8 were vulnerable to known exploits (e.g., [34])

e 3 of 8 allowed inputs that crashed the printing application

The second part of C3PO identifies multistage attacks that allow
an attacker to achieve their goal against a 3D printer (e.g., printing



defective parts, stealing data, or making the 3D printer unavailable).
An example multistage attack is an attacker compromising an IIoT
camera using default credentials and using the camera to launch
a DoS attack against the 3D printer. C3PO takes a 3D printer’s
security risks (can be generated by C3PO’s individual 3D printer
analysis) and a network blueprint to generate all possible attack
paths using the attack graphing tool MulVAL [38]. This provides a
holistic view of how an attacker could target a specific 3D printer,
and gives insights on how additional networked devices (e.g., IloT
cameras) can impact the security of a networked 3D printer.

We continued our demonstration by running C3PO’s system-
wide security analysis on 3 different, real-world 3D printer deploy-
ments, covering multiple network sizes and complexities. Each
deployment was analyzed with 19 theoretical scenarios that as-
sumed the presence of different vulnerabilities on devices in a 3D
printer’s network (e.g., IIoT cameras with default credentials, PCs
running Windows 95, etc.). We made the following observations.

e The majority of devices in 3D printer deployments were
embedded devices (e.g., IIoT cameras)

o Key devices bridged subnets and were a part of the majority
of potential attack paths

o Previously ignored devices (i.e. network hardware, other 3D
printers) could be used by an attacker

Road map: §2 provides a background on 3D printing, our attack
model, and motivates the need for a security analysis tool. Next,
we discuss the design of our open source security analysis tool
(C3PO) and measurement methodology in §2. We provide details
about using the tool to evaluate 8 commercial 3D printers in §4, and
3 different manufacturing deployments in §5. We leverage these
findings to provide insights into creating defenses for networked
3D printers in §6. Finally, we discuss related work and conclude.

2 BACKGROUND AND MOTIVATION

We provide an overview of the 3D printing workflow and a generic
network deployment to define our network attacker. These are used
to motivate the need for a security analysis tool that identifies both
an individual 3D printer’s vulnerabilities and network deployment
vulnerabilities.

2.1 3D Printing

Additive manufacturing (AM), often referred to as 3D printing, fab-
ricates an object by sequentially joining layers of deposited material,
enabling the fabricating of complex internal structures that are not
possible using traditional (subtractive) manufacturing methods [63].
3D printing is integral to the future of manufacturing as it short-
ens the time between design and final product delivery, enables
on-demand production, and allows for greater customization.

The process of 3D printing an object generally follows the four-
step workflow in Fig. 1. Each step transforms the data into a new
representation and can occur on a different physical machine, re-
sulting in multiple data transfers.

(1) Generate CAD representation. Create a digital represen-

tation of the object, often as a stereolithography file (*.STL).

(2) Convert to layer representation. Divide the object into

vertical layers, often as a slice layer interface file (*.SLI).
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Figure 1: Abstract 3D printing workflow. Our work focuses
on analyzing the security of the bottom half.

(3) Convert to printer commands. Generate machine-specific
printing instructions specifying machine operations and set-
tings (e.g., material depositing speed) for each layer. These
instructions can be stored in many formats, the most com-
monly used is G-code (RS-274 [56]).!

(4) 3D Print. The machine-specific printing instructions are
transferred to the 3D printer. The commands might be ex-
ecuted automatically or after an explicit user interface (UI)
action.

Our work focuses on evaluating the security of connecting 3D
printers to a network, specifically wired Ethernet networks. To
better understand the security challenges in these networks, we
briefly describe their structure.

3D Printer Cluster
3D Printer 0 Control PC
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IoT 0 |&
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Figure 2: Generalized advanced manufacturing deployment,
containing clusters of 3D printers, potentially with IIoT sen-
sors and control PCs.

3D Printer
Cluster N

Advanced manufacturing deployments of 3D printers generally
conform to the model depicted in Fig. 2. Each deployment has 1
to N 3D printer clusters connected to an intranet. These clusters
typically contain 1 to M copies of a single type of 3D printer, as
different types might utilize different processes/materials.? Addi-
tionally, each cluster can include a control PC for sending printing
instruction files to the 3D printers as well as various other net-
worked devices (e.g., IIoT cameras). While each 3D printer cluster
might be on its own subnet, they are often accessible from other
subnets on the intranet to enhance productivity.

1G-code was used by 3 of the 8 3D printers we analyzed.
2For example, a stereolithography 3D printer might use photopolymer resin while a
fused filament fabrication 3D printer might use polylactic acid filament.



2.2 Attack Model

Security is a top concern for manufacturing centers as they mi-
grate to smart factories [25]. Our work focuses on systematically
analyzing the network security of networked 3D printers. Thus,
we consider a network attacker without physical access to the 3D
printers who is not concerned about being stealthy on the network.
Based upon 3D printer attack taxonomies [40], [63], our attacker
has one of the following goals:

(1) Create defective parts[10]

(2) Steal proprietary information/data[68]

(3) Cause machine downtime[59]

We limit our attacker’s access to the 3D printer to only be over the
network (i.e. no physical access). An attacker can achieve network
access through various means. If we consider a network with a
single 3D printer, an attacker can start with network access (e.g.,
insider threat) or can gain network access by compromising a device
on the network. For example, an attacker could gain access to
a control PC using an e-mail with a malicious link [10], an IIoT
device using default credentials [8]), or a networking switch using
unpatched vulnerabilities [57]. Thus, the security of 3D printer
deployments must consider the other devices on the network with
the 3D printer.

2.3 Motivating Scenarios

We provide two hypothetical attack scenarios to motivate the need
for a systematic security analysis tool. The first scenario shows the
need to identify security vulnerabilities on an individual 3D printer,
when an attacker already on the network (e.g., insider threat) makes
a 3D printer unusable through a DoS attack. The second highlights
the need to incorporate the network deployment in the security
analysis of a 3D printer. In this scenario, an attacker utilizes a
multistage attack to create a man in the middle (MitM) situation,
allowing her to modify printing instructions as they are transmitted
to the 3D printer-resulting in defective parts being printed.

2.3.1  DoS Attack to Stop Production. A rapid prototyping manufac-
turer might have a 3D printer with a DoS vulnerability where the
3D printer can only process 1,000 simultaneous status requests be-
fore its compute resources are exhausted, prohibiting the 3D printer
from receiving any new printing instruction files. A disgruntled
employee uses a computer with network access to the 3D printer
and continuously generates 1,000s of simultaneous status requests,
effectively DoSing the 3D printer and stopping manufacturing op-
erations, potentially costing the company thousands of dollars in
lost time [59]. If the company had a tool to identify vulnerabilities
such as this, they could have implemented defenses to block attacks
similar to these DoS attacks (e.g., rate limiting 3D printer requests).

2.3.2  Multistage MitM Attack to Print Defective Parts . A safety
critical component manufacturer might install an IIoT camera to
enable remotely monitoring 3D printing operations. This camera is
connected to the same network as the 3D printer due to its physical
location and existing network infrastructure. Additionally, the cam-
era is accessible over the internet and the default credentials were
not changed. This allows an attacker on the internet to compromise
the camera (similar to [8]).

The manufacturer’s 3D printer does not utilize authentication
or encryption when receiving printing instructions, allowing any
host on the network to send printing instructions to the 3D printer.
Furthermore, the control PC uses broadcast messages to identify
the 3D printer prior to sending printing instructions, allowing an
attacker to masquerade as the 3D printer and receive the printing
instructions. This combination of vulnerabilities allows an attacker
on the internet who has compromised the IIoT camera to create
a MitM situation between the control PC and the 3D printer. An
attacker could use this to modify the printing instructions for safety
critical components as they are in transit from the control PC to the
3D printer, creating components with hidden, internal weaknesses
that will result in latent failures (similar to [10] or [53]). If companies
had a tool for evaluating the security implications of adding an IIoT
camera to a 3D printer deployment, they could have ensured that
defenses were placed to mitigate the risks or that the camera was
on a separate network.

These two examples do not represent a comprehensive list of
attack paths; the combination of 3D printer vulnerabilities and
devices on the 3D printer’s network create an array of possible
attack paths. Our C3PO tool aims to systematically identify 3D
printer vulnerabilities and attack paths an attacker could use to
achieve her goals for a given 3D printer deployment.

2.4 Limitations of Prior Work

Prior work has either qualitatively analyzed potential attacks on 3D
printers [62], [63], [65] or demonstrated a specific attack against a
single vendor’s 3D printer (create defective parts: [10], [22], [49],
[53], [58]; data exfiltration: [18]). Many attack demonstrations have
focused on modifying files prior to printing instructions being gen-
erated by the control PC (e.g., before Step 3 from the workflow in
§2.1) [10], [53]. Tools that have analyzed the network security of 3D
printers have been limited to only analyzing a single vendor’s 3D
printers and to only identifying data exfiltration vulnerabilities and
they might miss vulnerabilities leading to attacks such as DoS (e.g.,
§2.3.1) [18]. Prior works are limited in their generalizability to mul-
tiple vendor’s 3D printers and ability to identify multiple types of
vulnerabilities. Furthermore, they only consider 3D printers in iso-
lation, missing attacks that depend upon the network deployment
(e.g. §2.3.2).

3 C3PO OVERVIEW AND METHODOLOGY

The goals of C3PO are to (1) systematically identify an individual
3D printer’s potential security vulnerabilities and (2) identify how
a 3D printer’s network deployment impacts an attacker’s ability to
make defective parts, steal proprietary information/data, or cause
3D printer downtime.

3.1 C3PO Overview

To achieve both of these goals, we divided our tool into two parts.
One part scans for vulnerabilities on an individual 3D printer; the
other analyzes the network deployment to identify potential attack
paths. These two parts can be used independently or in conjunc-
tion, where a 3D printer’s vulnerabilities are fed into its network
deployment analysis.



3.1.1 Individual 3D Printer Vulnerability Analysis. The goal for our
individual 3D printer vulnerability analysis tool was for it to system-
atically find vulnerabilities that a network attacker could exploit for
achieving any of her goals (§2.2). Additionally, we wanted the tool to
support an array of 3D printer vendors by being protocol-agnostic
(e.g., not limited to only analyzing 3D printers that transmit print
instructions using G-code).

We approached this security analysis from the perspective of a
network attacker. First, we wanted to identify known vulnerabilities
(e.g., CVEs). Many existing penetration testing tools exist to scan for
these known vulnerabilities. However, this does not give a complete
view of all possible vulnerabilities (e.g., DoS vulnerabilities in the 3D
printer application). Next, we asked what an attacker could glean
if she could observe network traffic to the 3D printer. Observing
this network traffic gives insights about the 3D printer’s operating
assumptions (e.g., is network data implicitly trusted) and details
about its protocol (e.g., is it running a web server). Armed with
this knowledge of the protocol format, potentially malicious inputs
can be generated (e.g., fuzzing) and legitimate exchanges can be
replayed in a stress test to identify potential DoS conditions. Thus,
we used an attacker perspective to systematically evaluate the
security of a 3D printer without knowing its protocol (§4.2).

3.1.2 Network Deployment Security Analysis. The goal of our system-
wide security analysis tool was to identify how a 3D printer’s net-
work deployment impacts its security (e.g., §2.3.2 where an IIoT
camera causes defective parts to be printed). Many other devices
are simultaneously being added to manufacturing networks (e.g.,
IIoT). Our assumption is that these devices might have poor security
properties, and are likely not being administered as carefully as
traditional IT infrastructure. Thus, we aimed to identify how all of
these devices could be used by an attacker against a 3D printer.

First, we need a network blueprint detailing all of the devices
that have network access to the 3D printer. We approximated this
by mapping the 3D printer and the control PC’s subnet, to identify
devices that could directly access the 3D printer. Second, we chose
to use attack graphing to systematically identify all possible paths
an attacker could follow through the network to attack the 3D
printer. However, the completeness of the results produced by attack
graphing is directly correlated to the depth of one’s knowledge
about the network devices (e.g., knowing each device’s specific
vulnerabilities). In the absence of this knowledge, attack graphing
is still beneficial for evaluating theoretical scenarios based upon
assumed device vulnerabilities (§5.2).

3.1.3  Scope: Our C3PO tool identifies vulnerabilities a network
attacker could exploit; thus it does not identify every possible vul-
nerability. For example, fuzzing the application will likely not exer-
cise the 100% code coverage that binary analysis might be able to
achieve for a firmware image. However, some 3D printer vendors
limit access to their firmware and these firmware images can be
designed to run on non-x86 architectures, limiting the ability to
use binary analysis. C3PO is a generic network security assessment
tool; it could be used for evaluating other networked devices (e.g.,
IIoT devices), we use 3D printers as a demonstration of the tool.

3.2 Methodology

We used C3PO to both identify individual 3D printer vulnerabilities
and analyze 3D printer deployments.

3.2.1 Individual 3D Printer Evaluation. The individual 3D printer
security assessment was performed on 8 different commercially
available 3D printers. These 3D printers ranged from low-cost,
desktop polymer machines to $100K+, industrial metal printers as
shown in Table 1. This set of printers exercised our tools’ ability to
be protocol-agnostic, as we observed 5 different protocols. During
our evaluation we transferred printing instructions for the same
part to each 3D printer. C3PO was able to identify a total of 28
security vulnerabilities.

Table 1: 3D printers evaluated.

Redacted | Approx. Year Material Printing
Name Cost (US$) | Released Protocol
Machine A | 300 2015 Polymer | G-code
Machine B | 1,400 2019 Polymer | G-code
Machine C | 2,850 2015 Polymer | proprietary
Machine D | 4,200 2016 Polymer compressed
G-code
Machine E | 17,000 2017 Polymer | COmPressed
proprietary
Machine F | 31,900 2007 Polymer | COmPressed
proprietary
Machine G | 150,000 2016 Metal proprietary
Machine H | ~1,000,000 | 2014 Metal proprietary

Note: Machines E & F were from the same manufacturer.

3.2.2 3D Printer Deployment Evaluation. C3PO’s system-wide secu-
rity analysis was performed on 3 different 3D printer deployments,
depicted in Fig. 3. These three deployments were representative of
the following categories:
e An “isolated” single 3D printer (e.g., a company experiment-
ing with 3D printing)
e A 3D printer with many IIoT devices (e.g., a company exper-
imenting with IIoT to improve its 3D printing)
o A large manufacturing environment with multiple 3D print-
ers and 100s of other devices (e.g., a smart factory)

We evaluated each of these deployments using the specific 3D
printer vulnerabilities identified by C3PO’s individual 3D printer
assessment to identify all attack paths that allowed an attacker to
print defective parts, exfiltrate proprietary data, or deny manufac-
turing operations on a 3D printer. Due to a lack of knowledge about
all of the device’s vulnerabilities (e.g., IIoT device vulnerabilities),
attack graphs were generated for 19 theoretical situations, including
assumed vulnerabilities on the control PCs, network hardware, and
other network devices. This analysis was performed once assuming
that the attacker was on the local network (e.g., an insider threat)
and repeated for a remote attacker. C3PO analyzed networks with
up to 190 total devices (18 of them 3D printers), identifying an
average of 5 attack paths per insecure device on the network.
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Figure 3: Real-world 3D printer network deployments.

4 MACHINE-LEVEL ANALYSIS

C3PO’s individual 3D printer security analysis systematically char-
acterizes the security issues of a 3D printer using a synthesis of
existing penetration testing tools and our custom-built tools.

4.1 Tool

4.1.1 Tool Requirements. The tool needs to be protocol-agnostic,
capable of analyzing 3D printers using different protocols. The tool
needs to systematically search for vulnerabilities a network attacker
could exploit. To identify the minimum coverage requirements,
we referenced security standards [24] and best practices [39] for
networked devices (additional details can be found in Appendix
A). We pruned areas that were not applicable to the manufacturing
domain (e.g., privacy) and others that could not be evaluated with
only network access (e.g., physical hardening). We grouped the
remaining areas into four general categories: (1) data transfer, (2)
network services, (3) insecure applications, and (4) availability, as
shown in Table 2.

4.1.2  Existing Off-the-Shelf Tools. Existing network security tools
do not comprehensively cover all of these vulnerability categories.
Tools exist for analyzing data transfer (e.g., Wireshark [14]) and
others for identifying network services (e.g., Nmap [31]). Still oth-
ers determine a host’s susceptibility to known vulnerabilities in
network services (e.g., Nessus [55], openVAS [21], Metasploit [45],
Nikto [54], etc.); while others find application vulnerabilities (e.g.,
Mutnity [51], BooFuzz [41], etc.). Finally, some provide limited
insights on availability (e.g., hping [48]). However, none of these
existing tools comprehensively analyze all of the vulnerability areas
highlighted by the standards and best practices. Furthermore, some
of these tools require manual inspection or only provide partial
coverage of vulnerability risks within a given category, as shown
in Table 3.

Table 2: Security assessment categories for networked de-
vices from industry standards from IEC 62443-4-2 Foun-
dational Requirements (FR) [24] and best practices from
OWASP IoT Top 10 [39].

Category Description Reference In scope
. OWASP #1
1: Data Transfer Authentication IECFR1&3 v
Encryption OWASP #7
IECFR3 & 4
OWASP #2
z;i\‘ii\;ork Network access [ECFR1&5 v’
Outdated OWASP #5 v
libraries
3 Insecure Insecure OWASP #3 %
o applications IECFR2&3
Applications Insecure OWASP #4 %
updates IECFR3
4: Availability | Robust to DoS | [ECFR3 &7 N
Insufficient OWASP #6 X
privacy
5: Out of Scope | Lack of device OWASP #8 X
management IECFR1-3&6
Insecure OWASP #9 X
default settings | IECFR 7
Lack of physical | OWASP #10 X
hardening IECFR3 & 7

4.1.3  Tool Design. The C3PO’s individual 3D printer analysis syn-
thesizes existing tools to provide a more complete security as-
sessment and augments these with custom tools for identifying
application-specific vulnerability details. It requires a network con-
nection to the 3D printer under test, and a network capture of the



Table 3: Capabilities of existing network security tools.

Tool Data Transfer I;::‘v:::l: A;:‘;)sl:cc:t‘;zn Availability

Wireshark [14] ©[manual analysis]

Nmap [31] ©lonly ID]

Nessus [55] [
Metasploit [45] [ ©[basic DoS]

Mutiny [51] ©|crash input]

hping [48] ©[basic DoS]

@: complete coverage ©: partial coverage [limitation]

3D printer receiving printing instructions.> C3PO systematically
analyzes each vulnerability category identified in the standards
and best practices before outputting a report of its vulnerability
findings. An overview of the tool is given in Fig. 4. Next we will
briefly discuss the module for each vulnerability category.

3D Printer

Individual 3D Printer Security Analysis

7
Data Tran.sfer Network Service - )
Network Analysis ID & Analysis v

Capture 35

Availability & e p—
Application Analysis -
Security
e—— | A5scssmENt

J

Figure 4: Overview C3PO’s individual 3D printer security
analysis tool.

Data Transfer Analysis: Analyzes the input network capture
to determine the presence of: (1) encryption and (2) authentication.
Encryption is determined by calculating the percentage of printable
characters in the data segment of each packet after removing any
padding. It was assumed encrypted packets would have a normal
distribution of values (approximately 37% printable characters?),
while an unencrypted packet would contain a higher proportion of
printable characters (at least double, >75%). We excluded packets
that contained data matching known formats (e.g., PNG, GZ, etc.).
The lack of encryption and authentication allows an attacker to
send instructions for printing defective parts (similar to [10]).

Identify Network Services: We leveraged existing network
mapping tools (e.g., Nmap [31]) to identify network services run-
ning on the 3D printer. Open ports identified by the tool are com-
pared to the ports used in the network capture to identify potentially
unnecessary open ports on the 3D printer. These unused open ports
could be indicators of insecure design or a compromised machine
(e.g., attacker installed backdoor). We augmented this with a tool to
infer the 3D printer’s subnet mask. This was performed by sweep-
ing the tool’s IP address across subnets and checking for responses
to ICMP requests. This identifies potential vectors an attacker could
use to access the 3D printer.

Insecure Network Services Analysis: We further leveraged
existing network scanning tools (e.g., openVAS [21], Nessus [55],
etc.) to identify susceptibility to known vulnerabilities (e.g., pub-
lished CVEs). These identify vulnerabilities such as those used on
Boeing’s aircraft factory [33].

Insecure Applications: To identify potential vulnerabilities
within the 3D printer’s application software, we used an existing
mutational fuzzer that generates inputs based upon a network

30ther network captures could be used but would limit the tool’s evaluation.
4As 95 of the 255 values are printable characters, this equates to 37.25%

capture [51]. Fuzzed inputs were transmitted for 30 minutes while
a benign status request message was used to identify an input that
caused the application to crash and no longer respond properly.

Additionally, if the printer allowed for firmware updates to be
performed over the network, a network capture of this operation
was collected and analyzed by the data transfer module for use of
encryption and authentication to determine the potential for an
attacker to send malicious firmware images (such as in [22]).

Availability Analysis: For security countermeasures we ana-
lyzed robustness to DoS attacks. We checked for susceptibility to
basic DoS attacks (e.g., TCP SYN flood), stress tests (e.g., sending a
large number status requests in parallel) and incomplete protocol
exchanges (e.g., not sending all of the printing instructions). All
payloads were derived from the input network capture. Addition-
ally, we checked if the application was vulnerable to a slowloris
type attack [13] where minimal data are sent to the 3D printer just
before the connection times out. All DoS conditions were verified
by attempting to send new printing instructions to the 3D printer
from a control PC and resulted in either the control PC not be-
ing able to connect to the 3D printer or the printing instructions
not arriving at the 3D printer (despite the control PC application
reporting the file was successfully transferred).

Our tool performs the following basic DoS attacks: SYN flood
(using the hping tool [48]) and TCP connection exhaustion. For TCP
connection exhaustion, we generate simultaneous TCP connections
to the 3D printer and continue adding new connections until the 3D
printer stops accepting them. Initially, no data are sent to identify
if the 3D printer implements a timeout for inactivity. This is then
repeated except with random data being periodically sent to stop a
timeout from occurring.

The stress tests and incomplete protocol exchanges follow the
same basic format as the TCP connection exhaustion tests where
the number of simultaneous TCP sessions is increased until no
additional connections can be established. For the stress test, a
benign status request message from the input network capture
is replayed by each TCP session. The data are initially replayed
continuously to identify resource exhaustion when the 3D printer
can no longer respond to the multiple requests. Next, we emulated a
slowloris attack where each byte is sent just before the TCP timeout.
For the incomplete protocol exchange, a portion of the printing
instructions from the network capture is replayed simultaneously
by each session. First, the replay stops to identify if the 3D printer
application can be placed into a state where it will continuously wait
for the protocol to complete. Next, after stopping the replay, random
data are sent to check if the 3D printer checks the correctness of
the input data.

Limitations: C3PO does not assess the security of a 3D printer’s
wireless networking capabilities or of the 3D printer’s client appli-
cation running on the control PC. Additionally, it does not provide
a complete assessment of the 3D printer’s application.

4.2 Findings

C3PO’s individual 3D printer assessment tool was used to analyze
8 commercially available 3D printers. Vulnerabilities were identi-
fied in all 4 categories: data transfer, network services, 3D printer
application, and availability.



4.2.1 Data transfer.

Observation 1: All 8 3D printers surveyed did not use authen-
tication or encryption during data transfer (e.g., an attacker
on the local network could impersonate the 3D printer and
steal data).

The input network capture was used to identify if authentication
and/or encryption are used for transferring data to the 3D printer.
Authentication was not used by any of the 3D printers analyzed,
and it is unlikely any used encryption when transmitting data
(reference Table 4). For those with a low percentage of printable
packets received but a high percentage of sent packets (e.g., Machine
C), we assumed this was caused by the protocol for specifying
printing commands having a binary data format. These protocols
can be vendor-specific, and not required to use printable characters.
However, it is possible that the control PC is sending encrypted
data, while the network communication is not encrypted.

Table 4: Findings on data transfer security.

Redacted | Used | Used % Printable | Files
Name Auth | Encryp | (Sent/Recv) | Detected
Machine A | No No 100% / 100% G-code
Machine B | No No 100% / 100% G-code
Machine C | No Possible | 100% / 6% PNG
Machine D | No No 100% / 99% Gzip
Machine E | No No 99% / 100% Gzip, JPEG
Machine F | No Possible | 89% / 11% -

Machine G | No No 100% / 100% ASCII
Machine H | No Possible 100% / 1% -

None of the analyzed 3D printers used authentication. Some
identifying information was included with the instructions sent to
the 3D printer; however, these data could be changed by an attacker
and was not always verified. For example, the data might include
the sender’s hostname, but the 3D printer application might not
compare this value with the network data.

It is unlikely that any of the analyzed 3D printers used encryp-
tion, as the majority of all packets sent to a 3D printer had data
payloads containing >85% printable characters after accounting
for null byte padding and recognizable file formats (e.g., PNG to
Machine C).

4.2.2 Network Services.

Observation 2: 6 out of 8 3D printers surveyed had unneces-
sary network services exposed such as unused open ports and
public IP addresses (e.g., an attacker could remotely control
the 3D printer using an open telnet port [8]).

Network services were identified by the Nmap tool [31]. Specifi-
cally, open network ports and any services they were running were
identified. This was performed by scanning all possible TCP ports
and the 100 most common UDP ports on the 3D printer. Addition-
ally, we checked if the 3D printer was on a public or private IP
address. Finally, the 3D printer’s subnet mask was inferred. The
majority of 3D printers surveyed had unused, open TCP ports and
some had public IP addresses or wild card subnet masks accepting

packets from any host IP address. A summary of our findings can
be found in Table 5.

Table 5: Findings on network services.

Redacted | Open / Used | IP address | Accessible
Name Ports from
Machine A | 1/1 Private Its subnet
Machine B | 4/1 Private Its subnet
MachineC | 1/1 Private Any IP
MachineD | 3/2 Public Any IP
MachineE | 5/1 Private Its subnet
MachineF | 2/1 Private Its subnet
Machine G | 64,538/ 1 Private Its subnet
Machine H | 25/3 Private Its subnet

While comparing the ports identified by Nmap to those used
by the 3D printer during the network capture, we found that 6
out of 8 3D printers exposed more ports than were required, with
some exposing more than 20 unused, open ports. Interestingly, we
found that in general higher cost 3D printers had more unused,
open ports. This is likely due to the increased complexity printing
operations of the higher cost 3D printers and the smaller number
of users identifying these vulnerable conditions.

In analyzing the 3D printers’ accessibility on the network, the
majority were configured to be on a private network and only
accessible by other devices on the same subnet. However, one 3D
printer was given a public IP address. This was not required for
its operation. Using the Censys [2] and Shodan search engines
[5], 49 additional 3D printers from the same manufacturer were
found with publicly accessible IP addresses, allowing anyone on
the internet to view the 3D printers’ camera output.

Observation 3: 3 out of 8 3D printers surveyed had network
services vulnerable to known exploits, often from running out
of date libraries (e.g., an attacker could utilize a published at-
tack to gain root access on the 3D printer [33]).

Multiple existing tools were used to perform vulnerability scans
of the 3D printer’s network services. These tools checked for suscep-
tibility to Metasploit attack modules[30], Common Vulnerabilities
and Exposures (CVEs) [21], and web server vulnerabilities [54]. Few
known vulnerabilities were identified (reference Table 6), likely due
to the limited number of network services on the 3D printers. Note,
some scans were unable to run because the 3D printer limited the
number of simultaneous TCP connections it would receive data
from, causing the vulnerability scans to not make any progress.’

We observed a disconnect between software updates for a 3D
printer’s application software and the supporting libraries. On some
machines, when the firmware was updated no supporting libraries
were updated (e.g., no OS patches were applied). This left the 3D
printer vulnerable to known/released exploits (e.g., WannaCry [34]).
Additionally, we noted that all 3D printers running a Windows OS
were vulnerable to known exploits that allowed a network attacker
to execute arbitrary code.

Two 3D printers were found to be utilizing outdated libraries.
One of the 3D printers was running a FTP server where the software

5The 3D printer would establish the connection but not send any replies to packets,
causing the scanner to send scan packets and wait indefinitely.



Table 6: Network service vulnerabilities identified by scan-

ning tools.
Redacted | Metasploit | CVEs | Web server | Old
Name attacks attacks Libraries
Machine A | None None | N/A None
Machine B | None 3 None FTP server
Machine C | None None | N/A None
Machine D | None None | None None
Machine E Unable to run N/A None
Machine F Unable to run N/A None
Machine G | 2 None | N/A None
Machine H | 1 9 N/A File server

was from a release that was >6 versions behind the current release
(~4 years old). These outdated libraries had multiple CVEs allowing
for attacks such as DoS and privilege escalation [3].

4.2.3 3D Printer Application.

Observation 4: 3 out of 8 3D printers surveyed had insecure
3D printer applications, lacking input filtering and using in-
secure firmware updates (e.g., an attacker could send a mal-
formed input and crash the 3D printer).

Vulnerabilities in the 3D printer’s application were identified
using an open source mutational fuzzer [51]. The input network cap-
ture was input into the fuzzer to generate test inputs that followed
the 3D printer’s protocol message sequences. The 3D printer’s
physical Ul and control PC client program were used to check the
liveness of the 3D printer application. Additionally, if a firmware
update was available, we analyzed it with the data transfer module.
A summary of our findings are in Table 7.

Table 7: 3D printer application vulnerabilities identified.

Crashing Update
ID Inputs Update Process Analysis
A v’ Only via USB N/A
B v’ Not analyzed* N/A
Pushed from control PC | No encryption or
C v’ : . T
req. physical Ul action authentication
Pulled from remote server | No encryption or
D . . L.
req. physical Ul action authentication
r Pushed from control PC | No encryption or
req. physical Ul action authentication
F Not analyzed* N/A
G | Not tested” | Not analyzed* N/A
H Pushed from control PC | Weak encryption

T Not tested due to safety concerns.
* No firmware updates available during analysis window

While most 3D printer applications did not crash when given a
fuzzed input, the 3 lower-cost machines all experienced a crash from
malformed inputs. For example, one expected an HTTP PUT re-
quest of ‘GETPRINTERINFO’, while slightly modifying this request
by adding garbage characters to the beginning (e.g., ‘GRINTERIN-
FINFOGETPRINTERINFQO’) caused the machine to crash. On one
the physical Ul remained operational, but the control PC client

could no longer connect to the 3D printer. Additionally, for the 3D
printers that accepted compressed files, we tested if sending a file
that decompressed to be multiple GBs would cause the 3D printer
application to crash [32]. None were found to be vulnerable to these
decompression bombs.

We noted that there can be a significant delay in applying firmware
updates (5 of 8 3D printers analyzed had out of data firmware in-
stalled). One 3D printer only had updates applied every 6 months,
to align with its hardware calibration cycle. Multiple processes
were employed for performing firmware updates. Most required an
action on the 3D printer’s physical UI (e.g., clicking ‘yes’ to install).
Most did not employ a secure channel for transmitting updates
to the 3D printer; however, at least one 3D printer downloads a
digital signature for the firmware image, presumably for identifying
invalid firmware images.

4.24  Availability.

Observation 5: All 8 3D printers surveyed were vulnerable to
traditional denial of service attacks (e.g., an attacker can si-
multaneously transmit 1,000+ status requests, rendering the
3D printer unable to receive new printing instructions).

The input network capture was used for generating messages
that would be replayed in separate TCP connections simultaneous
for identifying availability vulnerabilities. Specifically, we evaluated
4 situations: (1) SYN flood, (2) TCP connection flood, (3) replaying
status request, and (4) partially replaying printing instructions.

Table 8: Findings on Denial of Service vulnerabilities.

D SYN TCP flood Replay Partial
flood Request data
A [ M ® Only allows 1 session
. 340 sec]”
B () ol . ] ® @)
1,194 sessions | 1,169 requests
. (
C O @® 998 sessions 520 transfers
D o ©[40 sec] () ()
4,000 sessions | 576 requests | 767 transfers
E () ©[2,760 sec] 33 sessions
F () ©[2,760 sec] 33 sessions
G (M @ Only allows 6 sessions
©[10 sec] )
H © © 10 requests 10 transfers
O: No impact  ©: DoS for [x] seconds @®: Indefinite DoS

* 3D printer required power cycling after DoS attack

While some 3D printers were robust to simple DoS attacks, five
3D printers were unable to handle a SYN flood (with three needing
a power cycle to restore operation). Additionally, most 3D printers
were designed to handle multiple, simultaneous connections; how-
ever, each had a limit of <5,000 simultaneous connections with the
majority only capable of supporting <35 simultaneous connections.

This was further complicated as multiple 3D printers either com-
pletely lacked timeout logic or had states that did not impose a
timeout. On one 3D printer, this allowed an attacker to send <8
kB over any duration in order to create a DoS condition, while



another 3D printer would keep inactive connections alive instead
of resetting them.

Multiple 3D printers exhibited a slowloris type vulnerability [13].
The 3D printers expected a certain size data input, and would wait
for the input buffer to fill before processing the received network
traffic, allowing for DoS conditions of >30 minutes by transmitting
one byte per packet.

4.2.5 Summary. C3PO identified 28 specific security vulnerabili-
ties on the eight 3D printers evaluated (our consolidated findings
are given in Fig. 5 ordered by pervasiveness of the security is-
sue). All lacked authentication and did not encrypt network traffic
(though three may send already encrypted data). Six 3D printers
had unused, open ports. Three were susceptible to known attacks.
Another three had applications susceptible to malformed inputs.
Finally, all surveyed 3D printers exhibited vulnerabilities to DoS
attacks, resulting in the machines being unavailable until they were
power cycled.
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Figure 5: Summary of all findings, common security issues.

5 SYSTEM-WIDE SECURITY ANALYSIS

The network into which a 3D printer is deployed into has impli-
cations on its security. We aim to evaluate how an attacker can
achieve their goals (§2.2), based upon a 3D printer’s specific vul-
nerabilities® and a network blueprint obtained through a network
scan. We want to automate this process to enable the evaluation to
scale and ensure that potential attack paths are not skipped.

5.1 Tool

Manufacturing deployments will often isolate their 3D printers on
a local intranet to protect them from attackers. However, a manu-
facturing deployment might add an internet connected camera on
the 3D printer’s subnet in order to remotely monitor the printing
process, and thereby create the potential for a multistage attack
from an attacker on the internet to the 3D printer via the camera.
Our C3PO tool aims to identify these attack paths.

5.1.1 Tool Capabilities. Our tool systematically identifies all device
interactions for a given network that lead to an attacker exploiting
one of the 3D printer’s specific vulnerabilities. This requires knowl-
edge of the other devices on the network with access to the 3D
printer. Additionally, the tool must know what device interactions
can lead to an attacker achieving her goal.

SThese could be identified by the first part of C3PO (§4) or from another source.

5.1.2  Limitations of Off-the-Shelf Tools. MulVAL is an attack graph-
ing tool for identifying multi-host, multi-stage vulnerabilities [38].
It uses logical programming to determine if any set of input facts re-
sult in producing the specified attacker goal. Two key components
limit our ability to directly apply MulVAL: (1) generating the inputs
and (2) lack of models for attacks in the manufacturing domain.

5.1.3  Tool Design. We extended MulVAL by adding an input gen-
eration front-end and defining a set of models for attacks within
the manufacturing domain. An overview of the tool is shown in
Fig. 6, and the modules we extended are discussed below.

3D printer
vulnerabilities
Attacker Model Attack
Paths
Figure 6: Overview of C3PO’s system-wide security analysis
tool.

System-wide Security Analysis

3D Printer
Vulnerability
Models

Input Generation: C3PO uses 4 categories of input information:
(1) 3D printer vulnerabilities, (2) network map, (3) attacker model,
and (4) evaluation scenarios. 3D printer-specific vulnerabilities
are either provided by C3PO’s first stage (§4) or user input. The
network map is collected by running a network scan (using Nmap
[31]) on the 3D printer’s subnet as well as the control PC’s subnet
to generate an estimate of all the devices with access to the 3D
printer. The attacker model consists of the attacker goals (§2.2), the
set of 3D printers to evaluate, and the attacker’s starting location
(i.e. same local network or a remote network).

With these basic inputs, MulVAL is able to identify if an attacker
can achieve any of her attack goals on the 3D printer(s) being
evaluated. However, a complete solution requires knowledge of all
the vulnerabilities on every host. To improve C3PO’s completeness,
we added an additional input-scenario(s). These scenarios can be
based upon common vulnerabilities for categories of devices (e.g.,
IIoT cameras having default credentials [8]). However, they can also
be based upon data from vulnerability scans of specific devices on
the network to increase the tool’s fidelity. This enables performing
“what-if” analysis for a given deployment (e.g., what attack paths
exist if all IIoT cameras on the network have default credentials).

Manufacturing-Specific Interaction Rules: We extended the
existing MulVAL interaction rules and incorporated additional
manufacturing-specific rules in order to cover how an attacker
could achieve her attack goals (§2.2). We extended the base MulVAL
interaction rules to include sending defective parts, exfiltrating
data, and creating a DoS condition.

5.2 Findings

We used part two of C3PO to identify possible attack paths an at-

tacker could utilize in 3 real-world 3D printer deployments (shown

in Fig. 3). These deployments included a small, research-focused ad-

ditive manufacturing lab environment and a university makerspace.
For each deployment, the network devices were placed into 4

categories: (1) 3D printers, (2) PCs, (3) other devices (e.g., IIoT), and



Table 9: Network security evaluation scenarios.

Category Scenario Description
Baseline 0 No assumed vulnerabilities
1 Malicious USBs (e.g., [29])
PCs 2 Malicious links (e.g., Phishing)
3 Old OS (e.g., Win 95)
Network H/w 4 Exploitable firmware (e.g., [57])
Other devices 5 Default credentials (e.g., [8])
(e.g., IToT) 6 Exploitable firmware
PCs & Network 7 Scenar%o 1&4
H/w 8 Scenar%o 2&4
9 Scenario 3 & 4
Network H/w 10 Scenario 4 & 5
& other devices 11 Scenario 4 & 6
12 Scenario 1 & 5
13 Scenario 1 & 6
PCs & other 14 Scenario 2 & 5
devices 15 Scenario 2 & 6
16 Scenario 3 & 5
17 Scenario 3 & 6
All 18 Scenario 1,2,3,4,5& 6

(4) network hardware. We ran a total of 19 simulated situations,
where each scenario had a different assumed set of vulnerabilities
(e.g., network hardware had a code execution vulnerability [57],
other devices had default credentials [8], etc.). The complete list of
scenarios can be found in Table 9. Each scenario was analyzed once
with an attacker on the local network and again with an attacker
on a remote network. The total number of attack paths for each
goal was tallied for each scenario. The total number of attack paths
for all attacker goals were normalized based upon the number of
3D printers and vulnerable devices on the network, which is shown
in Fig. 7.

5.2.1 3D Printer Deployment Analysis.

Observation 6: All 3 surveyed 3D printer network deployments
were composed of >50% embedded devices (e.g., IIoT, paper print-
ers, building automation, etc.). These devices often have weak
security properties, creating the potential for many attack paths
(e.g., in Deployment B, 66% of all possible attack paths included
an embedded device).

As the manufacturing domain seeks to increase the quantity of
IIoT devices deployed [19], the appeal of these devices to attackers
will increase. In each deployment we surveyed, the majority of
devices were embedded devices (e.g., “other” devices). This led to
the largest number of attack paths leveraging these devices. This
is most notable in Deployment B, where > 66% of the theoretical
attack paths identified leveraged one of these devices.

It is critical that these embedded devices be considered security
threats, as networked cameras were used to launch DoS attacks [8].
Additionally, these devices are often employed inside the protected
network perimeter, giving them easy access to critical machines
such as 3D printers. For example, one subnet in Deployment C
contained 120 devices, most of which were located in physically
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Figure 7: Normalized number of attack paths identified for
Deployment A, Deployment B, and Deployment C. Results
are normalized per printer and per number of devices with
assumed vulnerabilities.

separate spaces. This large number of connected devices created
the potential for >800 attack paths per 3D printer.

5.2.2  Critical Device Identification.

Observation 7: 2 out of 3 surveyed 3D printer network deploy-
ments had a device that bridged subnets. If this device had
a vulnerability, it amplified the number of possible attack
paths (e.g., in Deployment A, 54% of attack paths required the
control PC be compromised).

In Deployment A, the 3D printer appeared to be on an isolated
network. However, the control PC bridged multiple networks, some
of which eventually accessed the internet. Thus if a remote attacker
could compromise this host (e.g., using a malicious link in an e-mail
[10]), it would enable her to access the 3D printer as if she were
on the local network. This can be observed in our simulation data
where the total number of possible attack paths are equal between
the local and remote attacker if the control PC is vulnerable. Con-
versely, in scenarios that assume the control PC was not vulnerable,
there is a difference in the number of possible attack paths between
a local and a remote attacker.

This analysis aids in identifying which devices are most critical
to secure, as they are a part of the largest number of attack paths.
Defenders can use this type of analysis to prioritize security efforts
and resources to minimize the threats to a 3D printer.

5.2.3 Ignored Devices.

Observation 8: A compromised 3D printer could be used to
launch attacks on other 3D printers in the network (e.g., a 3D



printer compromised by an attacker could launch a DoS at-
tack on other 3D printers on the network).

A 3D printer can also be a part of an attacker’s multistage attack.
Larger deployments often have multiples of the same type of 3D
printer within a 3D printer cluster (e.g., Deployment C). If one
of these 3D printers is compromised by an attacker (e.g., out of
date firmware) it can be used for attacking other 3D printers in the
cluster or potentially other 3D printers in different clusters. This
is similar to how an IIoT device could be used by an attacker to
launch attacks on 3D printers. While a situation such as this was
not identified, combining different deployments could have created
this situation. Thus, adding a new type of 3D printer could alter
the threats posed to existing 3D printers in a manufacturing center.

5.2.4  Summary. C3PO demonstrated its ability to analyze real-
world 3D printer deployments. All of the surveyed 3D printer
network deployments were found to contain a majority of non-
traditional IT devices (e.g., IIoT). C3PO was able to use theoretical
attack scenarios to identify devices, which if compromised, result
in the greatest increase in the number of possible attacks paths. Fi-
nally, we noted that potentially overlooked devices such as network
switches and other 3D printers could be used by an attacker.

6 DISCUSSION AND RECOMMENDATIONS

Today’s commercially available 3D printers expose a number of
security vulnerabilities from not being designed with a defense in
depth approach. Our C3PO tool highlighted 5 specific vulnerabili-
ties, shown in Table 10.

Table 10: Identified vulnerabilities, their security implica-
tions, and our recommendations.

Vulnerability In | Implication Recommendation

No encryption or Steal data Place 3D printer
L. 8/8 .

authentication print defects ona VPN

Unused network 6/8 Increased attack | Drop traffic to

services exposed surface unused services

Vulnerable to 5/8 Mod firmware, | Implement patch

known exploits print defects in the network

Bad inputs crash 5/8 Stop printing Drop improperly

application operations formatted inputs

Vulnerable to Block access to | Limit concurrent

8/8 . .
trad. DoS attacks 3D printer sessions

Manufacturing centers cannot adopt a single, fixed security so-
lution, as they often need 3D printers from different vendors to
support technologies (e.g., printing polymers vs. printing metals).
Thus, manufacturing centers need a flexible defense that can be
tailored to the specific needs of their specific 3D printers. Addi-
tionally, as manufacturing centers increasingly incorporate new
connected devices (e.g., IIoT) the security risk of attackers using
these devices as part of multistage attacks against critical assets
(e.g., their 3D printers) increases. The increased productivity and
efficiency of Industry 4.0 is predicated on incorporating these de-
vices [23]; however, there is currently not a plan for securing these
new, connected devices.

6.1 Proposed Defenses

We posit that the network can prevent a device’s security vulnera-
bilities from being exploited. The network has a universal vantage
point for all communications going to and from these connected de-
vices. Defenses in the network can be deployed without modifying
the connected device’s operation. Additionally, network defenses
do not require in-depth knowledge of vendor-specific protocols.

However, existing network defenses (e.g., firewalls) are often
too coarse-grained and only deployed at the network perimeter.
To combat these weaknesses, we propose a new network security
paradigm that uses low-cost, software-defined security gateways to
protect connected devices (similar to [26] for wireless IoT deploy-
ments). Each connected device’s traffic is routed through a security
gateway, which leverages advances in software-defined networking
and network function virtualization to implement agile and specific
security functions for that device (a la [66]).

3D Printer

3D Printer ’ ‘
Security Gateway

Security App
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Figure 8: Conceptual overview of security gateway system
for 3D printer security.

To counter the security vulnerabilities detected by C3PO, we
envision the system architecture in Fig 8, where a security gateway
is used in conjunction with a security app on the control PC.

e Encryption and authentication are provided by a VPN tunnel
between the control PC app and the security gateway
o Unused network services are filtered by a firewall running
on the security gateway
e Known exploits are patched in the network by the security
gateway running an IPS which drops traffic matching known
exploit signatures
e Malformed inputs are dropped by an input filter at the secu-
rity gateway that only allows data payloads that match the
3D printer’s expected protocol
Traditional DoS attacks are mitigated by the security gate-
way limiting the number of simultaneous connections each
host may have with a 3D printer

Thus, the use of security gateways could allow security to be

“bolted-on” after the devices are deployed.

6.2 Future Work

The manufacturing domain is beginning to migrate towards manu-
facturing as a service, where a network of globally distributed 3D
printers are used to have products printed at locations where 3D
printers are idle or are closer to the delivery location. Companies
have already deployed networks of 100+ 3D printer across multiple
countries [27]. Additionally, cloud printing services are connecting
low-cost 3D printers to a cloud service and controlled from the



internet [4]. The methodology of the C3PO tool could be used for
analyzing these types of deployments.

7 RELATED WORK

Related work has been performed in the following areas: attacks
on 3D printers, security assessments, and threat modelling.

7.1 3D Printer Attacks

Significant work has been done to qualitatively analyze possible
attacks on 3D printers, with multiple attack taxonomies being cre-
ated [40], [61], [63], [65]. Our work builds on these taxonomies
and uses them to specify our attacker goals. An attack that these
taxonomies mention, which our work identifies that has not been
demonstrated in previous work, is the vulnerability of 3D printers
to Denial of Service (DoS) attacks to make the printer unavailable.

Beyond these taxonomies, the preponderance of work looking
at attacks on 3D printers has analyzed the production of defective
parts from broad qualitative analysis [64] to specific attack demon-
strations [10]. Proof of concept attacks include: injecting internal
voids in the STL files on the control PC before print instructions are
sent over the network [53], modifying the 3D printer’s firmware
[22], [36], manipulating the in-situ feedback on the 3D printer [50],
changing the part’s printing orientation on the control PC [67], and
replacing good parts (saved on the control PC) with ones that will
fail prematurely while passing a visual inspection [10]. These works
are complimentary to ours as they highlight multiple strategies an
attacker could employ for creating defective parts.

Data exfiltration from a network perspective was analyzed for
3D printers from a single vendor [18]. Our approach is similar, but
our work analyzes 7 different vendors, identifies vulnerabilities
beyond data exfiltration, and provides insight about the network
deployment’s impact on a 3D printer’s security.

7.2 Security Assessments

Significant work has been done to assess the security of networked
devices, looking at the manufacturing domain as well as other
domains (e.g., office printers and IoT).

7.2.1 Manufacturing Domain. Within the manufacturing domain,
numerous security assessments have been conducted. Some have
focused on qualitative assessments to identify all possible security
issues [17], [20], [42], [62]. Others conducted a user study evaluat-
ing if part deviations from a cyber attack would be noted [58].

Similar to our work, some of these assessments have utilized
the security guidelines given in industry standards [60]; however,
they have only looked qualitatively and not at specific devices.
An experimental security analysis was performed on an industrial
robot controller [44]; this work primarily focused on safety and
was limited to a single manufacturer’s device.

Orthogonal to our work, analysis has been performed on 3D
printer firmware and related software applications that run on the
control PC [35]. These tools could be used to identify additional
vulnerabilities in 3D printers that our network analysis tool could
use for identifying attack paths.

7.2.2  Other Networked Devices. Researchers have also investigated
the security of other networked devices. Similar to our work, a

number of office printers were evaluated in [37]; however, this
work primarily leveraged a common language interpreted by most
office printers.

Researchers have also investigated the security of IoT deploy-
ments, as IoT devices have gained notoriety for having security
issues [15]. Most similar to our work was a survey of multiple IoT
devices common to a home IoT deployment identifying common
security issues [7]. This work differs from ours in only considering
individual devices and not considering the system security for a
deployment of devices.

7.3 System-wide Security Analysis

Prior researchers have investigated applying system-level secu-
rity analysis for improving the overarching security posture and
analysis. It was specifically applied to manufacturing in [12] to
identify ways of increasing resiliency, and in [47] to identify the
trust assumptions between sensors and actuators in cyber physical
systems. The latter differs from ours in its application to a single
machine (e.g., a car); while the former aims to increase a system’s
robustness to a failure.

Threat modelling was applied by the New York City Cyber Com-
mand that enabled the identification of new aspects that were never
before considered [52]. This work differs from ours in that it pri-
marily looked at the impact of applying the technique of threat
modelling, and not on the security analysis of a specific deployment.

In an orthogonal effort, researchers have developed tools to emu-
late a complex deployment of cyber physical systems [9], allowing
simulation of different deployments for evaluating different attacks
and defenses.

8 CONCLUSIONS

Our C3PO tool allows for systematic security evaluations of net-
worked devices and their deployments. We presented a use case
example where we analyzed the security of 8 different 3D printers
and 3 active manufacturing deployments where these machines
were being used. We identified 28 vulnerabilities related to lack of
encryption and authentication, unnecessary network services ex-
posed, public IP addresses, unpatched known vulnerabilities, out of
date libraries and firmware, crashing inputs, and multiple types of
DoS. Next, we demonstrated how these vulnerabilities coupled with
the 3D printer’s network deployment could be used by a network
attacker to launch a multistage attack in 19 simulated scenarios,
identifying devices that are critical to the 3D printer’s network
security, the preponderance of non-traditional IT devices in these
deployments, and the potential for 3D printers to be both targets
and launch points for attacks. With the diversity and scale of net-
worked devices in manufacturing deployments, we envision that
the ideal way to secure these devices is to push security into the
network.
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A STANDARDS AND BEST PRACTICES

Table 11: Industry standards. IEC 62443-4-2 Foundational
Requirements (FR) [24].

Category Description

Identification and Authentication Control

ECFR 1 (e.g., Authentication)
EC FR 2 Use Control . o
(e.g., Remote session termination)
System Integrity
ECFR 3 (e.g., Protection from malicious code)
IECFR4  Data Confidentiality (e.g., Encryption)
Restricted Data Flow
ECERS (e.g., Network segmentation)
IECFR6  Timely Response to Event (e.g., Audit logs)
IECFR7  Resource Availability (e.g., DoS Protection)

Table 12: Best practices. OWASP IoT Top 10 - 2018 [39].

Category Description
OWASP #1 Weak, Guessable, or Hardcoded Passwords
Insecure Network Services
OWASP #2 (e.g., Unneeded network services)
Insecure Ecosystem Interfaces
OWASP #3 (e.g., No input filtering from mobile app)
OWASP #4 Lack of Secure Upd.ate Mec'hamsm
(e.g., Unencrypted in transit)
Use of Insecure or Outdated Components
OWASP #5 (e.g., Use of deprecated software libraries)
OWASP #6  Insufficient Privacy Protection
OWASP #7 Insecure Data Transf.er and Storage
(e.g., Lack of encryption)
OWASP #8  Lack of Device Management
OWASP #9  Insecure Default Settings
OWASP #10 Lack of Physical Hardening

B 3D PRINTER EVALUATION DATA



Compilation of all findings across all 3D printers analyzed.

Table 13
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Table 14: Details on all findings across 3D printer deployments analyzed.

Scenario Deployment A Deployment B Deployment C

Data Exfil | Defects DoS Data Exfil | Defects DoS Data Exfil Defects DoS
0 2 0 3 0 3 0 1 ‘ 0 2 0 2 0 18 36 36
1 3 5 5 1 3 3 1,404 2,862 2,862
2 3 5 5 1 3 3 1,404 2,862 2,862
3 3 5 5 1 3 3 1,404 2,862 2,862
4 4 0 6 0 6 0 2 0 4 0 4 0 54 108 98 108 98
5 4 0 6 0 6 0 8 0 16 0 16 0 1,710 3,420 3,420
6 4 0 6 0 6 0 8 0 16 0 16 0 1,710 3,420 3,420
7 6 10 10 3 7 7 1,458 2,975 | 2,970 | 2,975 | 2,970
8 6 10 10 3 7 7 1,458 2,975 | 2,970 | 2,975 | 2,970
9 6 10 10 3 7 7 1,458 2,975 | 2,970 | 2,975 | 2,970
10 6 0 9 0 9 0 9 0 18 0 18 0 1,746 3,497 | 3,492 | 3,497 | 2,392
11 6 0 9 0 9 0 9 0 18 0 18 0 1,746 3,497 | 3,492 | 3,497 | 2,392
12 7 10 10 8 17 17 3,096 6,246 6,246
13 7 10 10 8 17 17 3,096 6,246 6,246
14 7 10 10 8 17 17 3,096 6,246 6,246
15 7 10 10 8 17 17 3,096 6,246 6,246
16 7 10 10 8 17 17 3,096 6,246 6,246
17 7 10 10 8 17 17 3,096 6,246 6,246
18 10 17 17 10 21 21 3,132 6,318 | 6,323 | 6,318 | 6,323
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